Opening:
PP – 1 
Star Wars music in the background…
Narrator – “A long time ago, in a galaxy far, far away…”
Voice 1 interrupting (music fades) – “Was that the Samsung Galaxy 1, 2, 3 or 4?”  “Or, did you mean the Samsung Galaxy S5 Phone i9600 with QuadCore 2G RAM 32G ROM?”
PP – 2
Narrator – No, no, no, I was about to say over the past 30 years phone users have moved from land lines (picture of a phone with a cord appears) to cordless phones (picture of a cordless phone appears) to the first cell phones, complete with suitcase, (picture of an early cell phone appears), to flip phones (picture of a flip phone appears) to smartphones (picture of a smartphone appears) and tablets (picture of a tablet appears).
Voice 1 – “Oh, never mind, I don’t want to talk about history.  I’m off to check the release date for the iPhone 7 million and 20.”
PP – 3
Narrator – As I was saying it wasn’t that long ago that the phone many people had access to was a land line, with or without a cord.  The past 30 years have seen a transition from landlines in homes to mobile phones, currently known as smartphones that go everywhere with us (picture of phone taking underwater picture).
PP – 4
Computers experienced a similar change, over a span of approximately 60 years.  They went from entire rooms to operating systems in smartphones and tablets. 
As the technology was evolving, so was the software that computers utilize.  The internet opened a brand new world for many.  Research can be conducted without ever leaving the office, dinner can be ordered from the comfort of your couch, movies and sporting events can be streamed and social media keeps everyone up-to-date as soon as little Johnny takes his first steps or loses his first tooth.
PP – 5
Initially when internet searches were conducted, users had to type in a URL.  This is a Uniform Resource Locator and begins “www…”  Time has allowed us to take some shortcuts.  Now instead of typing www.google.com, the user can simply enter the term to be searched or the site to be visited without the www.

PP – 6
The user can also download an app.  What is an app?  It is a self-contained program used to enhance the functionality of a smartphone or tablet.  
PP – 7
Say that I like to start my day with the news so every morning, I visit the site usatoday.com.  If I am using a desktop or laptop, I could type the URL every time or I could add it to my favorites.
PP – 8
I can also access USA Today by saving the RSS feed to favorites or on social media platforms including:  Facebook, Twitter, Google Plus, Instagram, LinkedIn, Tumbler, Media Player, or Pinterest.  
PP – 9
If I am accessing USA Today on a smartphone or tablet, I also have the option of downloading the app from one of two locations.  I can open the internet on my device and there will be an option at the top of the screen to install the USA Today app.
PP – 10
Once the app has been installed, it will appear on one of the devices’ pages.  Typically pre-loaded apps will appear first.  Apps that the user downloaded may appear on the initial page or on subsequent pages depending on the device.  This is a screen shot of various apps from an iPhone.
Newsstand – pre-installed for subscriptions.
Phone – App that contains favorites, recents, contacts, keypad, and voicemail.  It’s also how to make calls.
Music – Stores music downloads.
Mail – Connects to the email provider of your choice.
Safari – pre-installed internet search engine.

Optional:
Kodak Kiosk Connect – Print pictures from a smartphone or Facebook at a retailer such as CVS or Target.
PNC Mobile – Banking.
Chilis – Coupons & discounts.
Facebook – Social media.
Flashlight – Phone becomes a flashlight.
MyFitnessPal – Food and activity tracker.
CBS News – News updates.
Autism Xpress – Game and communication aid.
Police Sounds – Sirens, weapons, radios, etc.
Email’nDrive – Reads emails to the driver.  The driver can also reply to an email verbally.
Epocrates – Drug identification.
iTriage  - Assists with diagnosing medical symptoms.
Police Sirens – Mimics police lights and sirens.
Police Scanner – Live streaming of local EMS.

PP - 11
The second place an app can be obtained from is a store that is available through the device.  Examples of stores include Google Play or Apple’s App Store.  The example you are looking at is the App Store icon on an iPhone.  
PP – 12
Once you have opened the store, you have the option to search (red arrow appears pointing to search option).  After selecting the search option, you may enter the item you are searching for in the search bar at the top of the screen (second red bar appears).  This particular search resulted in 142 apps that include the term “police scanner.”
PP – 13
App security.  
· Some apps are created by the actual company. Banking apps such as Chase, Wells Fargo & Bank of America. 
· Hundreds more are available in the device’s app store.  Such as Mint and Learnvest – financial apps that combine all of your accounts.
· When an app is available directly from a trusted source, e.g. your bank, download it from the source.

PP – 14

· Many apps are created by 3rd parties.
· Apps are screened for malicious software yet operating systems have proven vulnerable to security hacks.
· Android Market leaves it up to users to test and review apps.

PP – 15

Risks of using apps.
The data you save – If your device or an app on your device stores your personal information such as passwords, account numbers, or transaction histories, your data could be accessed by someone who finds or steals  your phone.  In addition, emails or texts that you may send between yourself and your financial institution or spouse could be accessed.  


PP – 16
The data you send – If you connect to a financial institution to check credit card or banking information on an unsecured WiFi such as an airport, McDonalds, or Starbucks, a third party could intercept the communication and access your financial information.  
PP – 17
The app you choose – Do you know the source of the app?  While both Google Play and the App Store test new apps for usability and malicious software, operating systems have proven vulnerable to being hacked in the past.  App developers with an ulterior motive could place malware into gaming apps or other official looking apps that may ultimately place personal data into the hands of identity thieves.  
PP – 18
Realizing the risks, users continue to install mobile apps for the utility they provide.  Just remember that with the utility there are risks.
PP - 19
Having raised your awareness or what apps are and how to use them as well as the risks they present, the following is a list of apps that have been reported by various law enforcement representatives to be helpful:
ATF Police Officer’s Guide to Recovered Firearms.
Helps officers recover firearms by identifying and describing guns in detail. It covers information on locating serial numbers on firearms and helps officers interpret the results of a firearm query from NCIC.
PP – 20
Cargo Decoder
A guide to the material stored in trucks or tankers. A Voice Search feature allows fast querying, and partial UN/NA numbers or material names are recognized. The app provides information on toxic inhalation hazards and protective distance.
Cargo Decoder is your guide to what is in the truck or tanker next to you on the highway. Enter the 4 digit number from the DOT placard to learn about a material and see details from both the 2012 Emergency Response Guidebook (ERG 2012) and 2008 Emergency Response Guidebook (ERG 2008).
PP – 21
Email’nDrive
Email'nDrive™ for iPhone reads email messages out loud in real time and lets you reply by voice.


PP – 22
Epocrates - Pill identification
PP – 23
Google Voice - Free second phone number with voice to text feature
PP – 24
HeartStart
When someone goes into cardiac arrest, this app helps you understand the how-to of Automated External Defibrillators (AEDs) and teaches you basic guidelines for saving a life with Cardiopulmonary Resuscitation (CPR).
PP – 25
Police Miranda Warning - A quick reference for field officers on the Miranda Warning.
PP – 26
Police Spanish Guide
A simple and effective way for police officers to overcome language barriers. Developed in a yes/no format, this app covers everything from routine traffic stops and lost children to domestic violence and interrogations.
PP – 27
[bookmark: _GoBack]US Cop ($5.99)
Accident investigation formulas; brake efficiency; narrative templates; different tire size speed calculator; view GPS coordinates for crash reports. LiDAR test instructions; Warrant PUR guidelines;

Training articles regarding detecting concealed weapons, pluralistic ignorance, interview & interrogation, detecting deception, rookie drug interdiction mistakes, Drug Recognition Expert training and more. Video tutorials for SFST's and new CPR guidelines;

Pill identifier; DEA drug schedule; DEA chemical list; pills of abuse photos; NADDI pharmaceutical drugs of abuse pamphlets; commonly abused prescription drug pics;

Case Law resources for probable cause (search); probable cause (arrest); reasonable suspicion; abandoned property; administrative search; community care taking; consent search; corrections (body cavity search; strip search; due process with discipline; prisoner drug testing); disorderly conduct type arrests; exculpatory evidence; exigent circumstances; expectation of privacy; good faith doctrine; hot pursuit; ignorance of law; incident to arrest search; international border searches; internal investigations; K-9 sniffs; Miranda; open fields doctrine; plain view; probationer searches; public authority defense; school searches; stop & frisk; suspect line-Up; thermal camera; traffic stops (pre-textual stops; passenger not free to leave; length of stops; order occupants out of vehicle; passengers to provide identification; miranda warnings; GPS, phone, and beeper pings; vehicle searches; vehicle inventory; roadblock / checkpoints); trash & garbage search; use of force; vehicle pursuits; warrant execution, and much more…PP – 28
PP - 28
Vantage Point ($99.99)
Secure image and video capturing.  VantagePoint enables efficient capture and cataloguing of visual evidence from crime scenes or any mobile device. Designed for use by law enforcement agencies, VantagePoint immediately secures images with a digital hash, ensuring accurate reporting and a secure chain of evidence that is readily admissible in court. PP – 29
Vehicle Identification System
This app helps officers identify vehicles through corroboration of witness testimony regarding suspect vehicles. The app's extensive database includes every vehicle make and model from the past decade.
PP – 30
Wiser
A system designed to assist emergency responders in hazardous material incidents. WISER provides a wide range of information on hazardous substances, including substance identification support, physical characteristics, human health information, and containment and suppression advice.
PP – 31
How to use an app?
· Select the app you want to use.
· To select, simply touch the icon on your device.

PP – 32

Using drugs.com:

· A menu is displayed.
· Select the option you want from the menu.

PP – 33

Selecting the Pill Identifier option from the drugs.com menu:

· The following search options are available.
· Imprint
· Select Color
· Select Shape
· Search by drug name
· Search by National Drug Codes (NDC)
· Choose from a list of the most popular imprint searches.
· Logo identifier.

PP – 34

Using the option to Select Color, the color combination gray and peach was selected.  Four results were found and the image in front of you is one of the four results.




PP – 35

Now that you have received a basic overview of apps, what they are, the risks involved and a brief demonstration of how to use them, additional information about apps and social media can be obtained by contacting Jennifer Beskid at the Maryland Police and Correctional Training Commissions, 410-875-3525, office, or by email at jabeskid@dpscs.state.md.us.




