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The followingdocument entitledéBody:worn CameraProceduralReferenceD dzA R $révided ast REFERENCE
guide/toolkitto accompany thé . 2 R& 2 2 NBblicy deve®petiand published online by the Maryland
Police Training Commission pursuant to§3511

For its part, theit . 2-iRoén CameraProceduralReferenceD dzA i ABVISORY ONLIYcontainsreference,
background and research materfabm various professional publications that address both the implementation of
a bodyworn camera program and the use of the cameras in the fiid.editorial boxesn the documentcontain
OAllIGA2ya FNRBY (KS t 2f AwOrSCaimdtd PayORYE I AHHANRY A0WKEA 2 Fy DAY Q& 2 RE
recommendations.It also containghe policyreferencedisted in Public Safety Article8 3¢ 511(1-17). Endnotes
are provided at the end of the document showrecutives or others have a need to refer to source doents
that were used to prepare th&@BWC ProcedurdReferenceD dzA R S @ ¢

Thed . 2-Wo@n CameraProceduralReferenceD dzA R Sitended toassisiaw enforcement agencies as they
work to develop their own BWC policies and procedures, asdstated abovets contents ar@dvisoryonly.

The Maryland Police Training Commission recognizestiat law enforcement agency which plans to
implement a bodyworn camera program will need to develop its own BWC policy and procedares that
meets the particular neds of that agency and the community which it serves and is in a format that is the most
useful to its members

Agencies are reminded that the Courts and Judicial Proceedings ABi&@402(c) (11) applies and states, in part:

(i)Itislawfuldzy RSNJ G KA&a &adzodGAGES F2NI I f1 g SyF2NOSYSyd 2FFAOSH
an oral communication withabody 2 Ny RAIA G NBO2NRAYy3I RSGAOSX

2. The law enforcement officer is making reasonable efforts to conform to s@smaaaccordance witg 3-511 of
the Public Safety Article forthe use of badg Ny RAIAGEFE NBO2NRAY3I RSOAO!
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|. TITLEBODYWORN DIGITAL RECORDING DEVICE [BODY WORN CAMERA (BWC)
MODEIPOLICY and PROCEDURE

I¢A. EFEECTIVE DATE: [TBD BY AGENCY]

I¢B. ISSUING AUTHORITY: [AGENCY NAME]

TheMarylandt 2 f A OS ¢ NI Ay Ky 2-RERNY Y A & & 5 NI GdcCoinrhisdidrérecommenation]:

N. WRITTENPOLICREQUIRED

Each law enforcement agency shdkvelopandissuea written policy for using BWCs that is consistent with state law ang
policyissued by the Maryland Police Training Commission prior to implementing a BWC prodram.

83¢511 of the Public Safety Articleference:
dhy 2NJ 0oSTF2NB Wl ydzZa NBE mMX HamcX (GKS al NBEflyR t2tA0S ¢N
issuance and use of a bodyorn camera by a law enforcement officer that addresses:

(1) the testing of bodyworn cameras to ensure adequate functioning;

(2) the procedure for the law enforcement officer to follow if the camera fails to projyeoperate at the
0S3AAYYAYyd 2F 2N) RdzZNAy3a GKS tl g SyF2NOSYSyid 279

(3) when recording is mandatory;

(4) when recording is prohibited,;

(5) when recording is discretionary;

(6) when recording may require consent ofsabject being recorded;

(7) when a recording may be ended;

(8) providing notice of recording;

(9) access to and confidentiality of recordings;

(10) the secure storage of data from a boayorn camera;

(11) the review and use of recordings;

(12) retention of recordings;

(13) dissemination and release of recordings;

omMno O2yasSldzsSyO0Sa F2N dwodtamérdpplgya 2F GKS | 3Syo0eQ

(15) notification requirements when another individual becomes a party to the communication following

the initial notification;
(16) specific protections for individuals when there is an expectation of privacy in private or public places;
(17) any additional issues determined to be relevant in the implementation and use of body
62Ny OFYSNIra o0é fI2SyT2NOSYSyi 2FFTAOSNE ¢

COMMENTARY

The Maryland Policdraining Commission offeriss (BWCProcedual ReferenceD dzA Bs® & dzLILX SYSy (i (i 20dyk i
worn CameraPolicyé ThisdocumentA & Ay (G Sy RSR (2 LINRPGARS | 3Sy0é SESOdziA @9
own BWC policy and procedure with material from a variety of sources that they may find useflill@sS & LINB LJ- NB
BWCpolicy and procedures. The material contained in the editorial boxes included iBWCProceduralReferenceD dzA R S
represens many of the professional practices that have been developed as other law enforcement agencies pioneered the
this technology. It is hoped that this material will provide executives with amderstanding of not only the benefits of using BW
technology but also e challenges that come with implementing a BVp@&gram.




wSFSNByY OSE2 0 B¢ alSay/ Rihé dhdneRal ddidiaingd $1 ¢his document ADVISORY ONLY

REFERENCE MATERIAL

GLY 2NRSNJ (G2 YIFEAYAT S GKS YI yeé Ichg fgrMarfafdilawiefdreément agencigd ta
develop and implement clear policies governing recording, access, usage, storage, retention, and other lsswesnforcement
leaders, police union representatives, policy experts, and civil liberties experts nationwide have expressed conckpldlyatg
BWC with no official policy in place could undermine public confidence in the program, as well as jeopardize the privetgerso
and the public Having a suitable policy in place is so critical to the deployment of a BWC program that the Police Executive H
Forum (PERF) Executive Director Chuck Wexler said in a recent repdrptiiie departments deploy bodyvorn cameias without
well-designed policies and practices, the effectiveness of BWC and the public trust they seek to foster could be underivimidsl
law enforcement executives generally agree thaticies and procedures are essential, they involve multifacetetlacomplex
issues. Every law enforcement agency in Maryland is unique by virtue of size, the constituency served, budgets, and dtirsr f3
Because of thidaw enforcement agencies may find it necessary to craft policies and procedures that meet tigiridual needs
and philosophies, as well as enforcement tactics and strategies.

! f 0 K2dAKy #ilk SNS  IYFl-a@Ra Sl tatAd SLI2 fo alidedv enfokcenient BgengieslinlMalyland using BWiere
may besome key elements for agencies tomrsider. The report recently issued by PERF contains additional suggestions for pol|
FYR LINRPOSRdAzZNB& NBtFGiSR G2 .2/ X0KIG YIe 68 dzaSR G2 KStLJ
YR LINEP OSRdzNB & dé

G¢KS t 2f A GSearehE&GFERK] commends trath agency develop its own comprehensive written policy to
govern bodyworn camera usagePolicies should [at a minimum] cover the following topics:

Mbasic camera usag@cluding who will be assigned to wear the cameras and where on the body the cameras are authori
be placed;

M (desgnated staff member(s) responsible for ensuring cameras are charged and in proper working order, for reporting
documenting problems with cameras, and for reissuing working cameras to avert malfunction cléiongical footage is not
captured;

Mrecording protocolsjncluding when to activate the camera, when to turn it off, and the g/pécircumstances in which
recording is required, allowed, or prohibited,;

M (ptdBess for downloading recorded dafaom the cameraincluding who is responsible for downloadingshen data must
be downloaded, where data will b stored, and how to safeguard against data tampering or deletion;

M (riedhod for documenting chain of custody;

M (lé&n§th of time recorded data will be retainetly the agency in various circumstances;

the process and policies for acsging and reviewing recorded datacluding thepersons authorized to accesiata and the
circumstances in which recorded data can be reviewed;

M LJ2 f A BléaSiky re€o2ddd data to the publimcludingprotocols regarding redactionandresponding to public disclosure|
requests;

M L2t AOA Sa alNBdptczatsNdith/aIhirdpdety viendor for cloud storagexplicitly state that thevideos are owned by
the police agency and that its use and access @ogerned by agency policy.

In summarypolicies must comply with all existing laws and regulations, including those governing evidence collection and
retention, public disclosure of information, and consenPolicies shoultie specific enough to providelear and consistent
guidance to officers yet allow room for flexibility as the program evolvégyencies should make the policegilable to the public,
preferably by posting the policies on the agency websité.

G ¢ K S NdBnsensus flom numerousources regarding the critical importance of developing policies and procedul
regarding camera usand training officers in how to use the camekéany of the camera systems are simple and
intuitive in terms of use, but training and policy requirementsiy depending onthe systed t 2t A OS 2 F
reluctance to accept the technology can be minimized by their active involvement in policy developnidra.NIJ
guide highlights the importance of department poticy

Y tafmeras are to be used, policies and procedures will have to be put in placexpanded on, to address




several legal issues. Thassues extend beyond the more obvious privacy and civil liberties protections
toward whichagencies must be sensitivE&or example, a policy would have to address when a camera shoul
used and when it should be turned on or not turned on to ensure fair treatment of all citizens. Parameters
need to be sefor voluntary, compulsory and prohibited use of the camera. Camera video may also be con;l
a public record item and a procedure would need to be created for public assessment and information requests.
Thispolicy should be in gicebefored SaG Ay 3 2NJ RSLX 28 YSydoQ

a ¢ K S Ndde varige df important issues that should be governed by administrative poligy dzOK | & GKS F2f f
M aSt SOGAz2y 2F (SOKy2f23&8 @SYyR2NIT
M StSYSyida 2F 2FFAOSNI NI AyAy3aAT
M REFEGF aGd2NF3S FyR YFyF3aSYSydrT
M ARS2 R2éyft2FR LINROSRAINBAT

a ke

policy template [should] also address the following questions:

M 2Atf 2FFAOSNR @2fdzyiSSNJ 2 6SINJOFYSNIra 2N gAftft Ad o
M 2 KSy &aKz2dA R 2FFAOSNRE GdaNy 2y GKS OFYSNIT ¢gKSy &Kz2dzZ R
I 26 aK2dZ R 2FFAOSNA RAQGARS NBALRYAAOAT AGASAE AF YdzZ GA
M 2KSGKSNI 2N y2id o6lyR K2g0 2FFAOSNE aKz2dA R |yyz2dzyy0S (K
M 2KIG aK2dZ R 2FFAOSNA NBO2NR 2NJ y2i NBO2NR RdNAYy3 |y
MWhen can supervisors review video?

Departments that have adopted bodg 2 N}y Ol YSNI & KI @S @I NASR &ARSfte& 2y Ylye

[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

|. TITLE BODYWORN DIGITAL RECORDING DEVICE [BODY WORN CAMERA (BWC)]
SAMPLIPOLICY and PROCEDURE

I¢A. EFFECTIVE DATE: [TBD BY AGENCY]

I¢B. ISSUING AUTHORITY: [AGENCY NAME]

I¢C. POLICY/PROCEDURE CONTENTS:

I. Title Page;
Il. Background/Discussion;
lll. Purpose and Scope;
IV. Legal Citations/Authority;
V. Definitions;
VI. Policy:
i. policystatement
ii. policy availability;
iii. policy review;
VII. Bodyworn Camera [BWC]dtiipment:
i. authorized equipment;
ii. official use restriction;
VIIl. BWC Implementation ProcedurgsAdministration/Management:
i. BWC ADMINISTRATOR,;
ii. BWC COORDINATOR;
IX. BWC Operating Procedures:



i. Firstline Supervisor Respoibdities;
ii. BWQUserResponsibilities:
a. predeployment testing;
b. malfunctioning BWCs;
c. recording procedures;
d. recordings by multiple BWC users;
e. review of recordingPRIORo downloading;
Fd aidrIIAYyIE rebofiiiRgsR2 6yt 21 RAyY 3
g. docking; end of shift;
X.  Storage/Retention/Maintenance of BWC Recordings:
i. Method:
a. internal storage;
b. external storage;
ii. Security/Confidentiality;
iii. BWC Recordings Bsidence:
iv. Retention Schedule:
a.EVIDENTIAR¥cordings;
b. NONEVIDENTIAR¥cordings;
v. Copying and releasing Digital Evidence;
vi. Chain of Custody;
vii. BWC File Sharing:
a. intraagency;
b. allied law enforcement/criminal justice agcies;
viii. Deletion of BWC Recordings;
XI.  ViewDownloadedBWC Recordings:
i. Discovery of Member Misconduct;
ii. Restricted Investigative Uses of;
XIl. Dissemination/Release of BWC Recordings;
i. General;
ii. Requests for Recordingg Law Enforcement/Criminal Justice Agency Personnel;
a. Copying BWC Recordings for Investigative Purposes;
iii. Copying and Disseminating/Releasing BWC Recordings;
iv. Copying/Releasing Pursuant to Court Orders;
v. Requests Pursuant to MarylaRdblic Information Act:
a. general procedure;
b. EVIDENTIAR#¥cordings;
c.NONEVIDENTIAR¥cordings;
vi. BWC Recordings Redaction;
vii. Proactive BWC Recording Release;
viii. Release for Commercial Gain;
ix. ThirdParty Release of BWC Retings;
X. Communication of BWC Release Policy to the Public;
XIll.  BWC Training:
i. Preoperation Requirements;
XIV. Discipline;
XV. Policy and Program Evaluation:
i. Policy and Procedure Random Inspection;
ii. BWCProgram Evaluation;



Il. BACKGROUND/DISCUSSION/COMMENTARY:

Thea NBEf YR t 2t A0S ¢aNI2ARENYT / /I 2SS \NAdHacRAnyRiEdnérecommeration]:
NOSPECIFIRECOMMENDATION

PS 88511reference: & & golicy for the issuance andse of a bodyworn camera by a law enforcement officer addresses:
(17) any additional issues determined to be relevant in the implementation and use of beagrn
OFYSNI & o0& fl g SyB2NOSYSyld 2FFAOSNADE

COMMENTARY

While there isno specific recommendation from th&d HocCommission for includinBACKGROUND INFORMATI®e
F3SyOeQa Lt A agenciesysiouldahsBieniSing daldBection to provide both its personnel and the public witf
its rationale for implementing a bodyworn camera programDoing somay affordan agencythe opportunity to identify the
many issues, especially those involving citizen privacy, thatdlgency had to consider as it developed its BWC progran
Likewise, this section can also be used to mlistic expectations for its BWC program. And finally, this sectwam serve as
a historical and institutional record as to the anticipated benefitsy R 02y aARSNBR fAYAGF GA2Y]
program.

REFERENGRATERIAL

G¢SOKy2t238 KIFIa 0SSy AyONBlFaAy3dte dzaSR Fa I YSOKI yiktieY
early 1990s, dashboard cameras emergasia new method for capturing the redgime encounters between police and
citizens. Despite early resistance to the dashboard cameras by officers, research [has] demonstrated that the cameras
led to increased officer safety and accountability andduced agency liabilityAs a result, the technology has been widely
embraced by law enforcementClosed circuit surveillance systems (CCTV) have also become increasingly popular amo
leaders and law enforcement as both a method of surveillance écpravention) and as a tool f@osthoccriminal
investigation (e.g., Boston Marathon bombing). And of course the proliferation of smartphones has also increased the &
record events as they transpire, especially petitzen encounters. As asult,video and audio recording has become a
dzoAljdzA Gi2dza LI NI 2F 7t AFS Ay GKS wmaid OSyildaNE oé

w! RRA G &# RISt haiiedormeyrowingly aware of its legal right in videotaping police officers and has increasing|
used it as a tool in keepingfficer conduct in checkin September 2014, the California Highway Patrol lost $1.5 million in g
asStat SYSyid FFGSNI2yS 2F AdGa 2FFAOSNB ol a OFdaAKG oSEaGA
ultimately resigned from the force @mmay yet face serious criminal charges. A passing driver caught the beating on tape
the footage quickly went viral. As another testament to the ubiquity of cameras, the ACLU has promoted a smartphone
OFLftSR at2f A0S ¢ LISENJGKE (8 $DNBBae (ESR SKERIYIIS 2143/tSA OS 2 F
2LISNI GSR aSNBSN® ! a2z 2L¢b9{{Z Iy AYOGSNYylIdGA2yl t Kdz¥l
Lldzo f A0 GAGE SR a! Ol A @dasdistimtdoddrdehtiRgShunia® rightdNdDUSds diklydimg thoseR@ranittel
fr¢o SYyF2NOSBSyil 2FFAOSNE®E

w! & | LI A S& G Ktdst tédBnbldgiOad dév@IiBphent for law enforcement in the area of surveillance involves

officer body-worn camerasThere are a number of bodg 2 N OF YSNI Y|l ydzF I OGdZNBENE & !
O02YLlySyida GKIG OFNE I ONR&A& YI ydZFl OGd2NBENBE® C2NJ SEIF YLX
lapel, hat, or sunglasses) that capturelsatthe officer sees; a device (e.g., smartphone) that records and stores the videg
(similar to a DVR); and a battery pack that lasts typically ftdgi4 hours and includes an on/off switch for recording...[Ong
system comes with a clotiohsed data storage service whereby the officer places the recording device in a docking statidg
the end of the shift, and the storage service securely uploadsiaid2 N6a | £ f @ARS2 S@PARSYyOSX
contained, pagesized device that officers wear on their torso, and [this] device includes a docking station for video dow
andcloudd  a SR RIG8 ad2Nr 3So¢

at 2f A OS  awdri¥ dardeBaNdchblagik Received significant media attention in 2013. In August 2013, Judge Shira
{OKSAYRftAY 2F GKS CSRSNIft S5AAGNAROG /2dNI Ay al yKFEGOL
frisk (SQF) program is unconstitutional, and a$ phthe ruling, the judge ordered officers in the highest volume SQF preci
G2 6SENJIOFYSNIa Ay Fy STHEF2NL (2 LINBASYyd NI OAFf LINPTACL




! Y2y3 LlftAOS SESOdzi A ¥Sa 6 KaamrSane@diterslil an Suéraltpercpaoihabtyed &
cameras provide a useful tool for law enforcemeror these agenciethe perceived benefits that body

worn cameras offerg capturing a video recording of critical incidents and encounters with the public,

strengthening police accountability,red providing a valuable new type of evidenagargely outweigh the potential

RN} 66l O1aX . @& LINRPGARAY3 bodyddrircarieradiidne 2natR thedr faw leiforcant@ @ ageriés
operations more transparent to the public and have helpegsolve questions following an encounter between officers and
members of the publiXBody-worn cameras are helping to prevent problems from arising in the first place by increasing
officer professionalism, helping agencies evaluate and improve officer perfance, and allowing agencies to identify and
correct larger structural problems within the departmentAs a result they report that their agencies are experiencing fewd
O2YLX FAyGa IyR GKIFIG SyO2dzyiSNa o6SGiMSSy 2FFAOSNB FyR {

G¢CKSNBE Aa || 3INRdzyRagStt 2F LWzt A0 RSYFYR FT2N Lkt A0S H
However, the benefits of requiring officers to wear them are not only to satisfy and appease popular demand or assuag|
RSLI NI YSyidaqQ fBWCKatitibdal yonf€ dehdis iAdividual officers and departmerame of these

benefitsinclRS LINBGSOGAY3I Iy 2FFAOSNRA LISNE2YFE al¥SGez QA
faster and easier convictions of alleged criminalhere have been repeated instances where police officers who were on{
skeptical of aBWCINR AN Y fF GSNJ | OGA St 812NB1jdzSaGSR GKSANI SYLX 2@

G2 KAtfS GKSNB IINB Ylye o6SyST¥Aaidax AdG Aa faz AYLR NIiI3yThe
most pressing issues facing a law enforcement ageawy its bodyworn camera program rests wittoncerndirectly related
i 2 & LINR @I thedhav@ BeydD Seblidtansidered before:
X 6 2-Rarn cameras give officers the ability tecord inside private homes and to film sensitive situatiotisat might
emerge during calls for servicé#
X 02 y OS Nibw thédf@timie from bodyworn cameras might be stored and used;s
XRSOA&A2ya o62dzi 6KSy 27F7TFAOS NG lodghdcdrdeddita shBulfl beirétdtheédihdi Has
access to the footage; who owns the recorded datayd how to handle internal andexternal requests for disclosurel;6
X Rcisions abouwhere to store video footage and how long to keep it can have affeaching effect on privacyl.7
X (i ReBgth of time that departments retain bodyworn camera footage plays a key role for privacy; the longer recorde]
videos are retained, the longer they are subject to public discloswréjch can bgroblematic if the video contains
footage associated with privacy concerns3
XLJzof A O RA &Of 2 & dzNdBeddm ofirfafmatioi [aws ygovéryvehenyfoothga from bodyorn cameras is
subject to public releasemost of these laws were written long before lanforcement agencies began deploying body
worn cameras, sthe laws do not necessarily account for all of the considerations that must be made when police
departments undertake a bodyvorn camera programi9
XIfiGK2dAK oNRIR RAAOf2&dzNB L2t AO0ASa Ol y shiNRidedsi Spetiadlyf
NEO2NRAYy3Ia 2F GAO0GAYa 12mlTaseNiBvecy dogcaragfhSy atelfedsiid Sodhe pukiiz of ey
news mediawhen determining how to approach public disclosure issues, law enforcement agencies must balance
tSIAGAYFGES AYyUiSNBal 2F 2Ly Saa gAlGK LINRGESOGAY 3 LINKH

Finally, law enforcement agencies need to considsrtheydeveloptheir policy and procedurevhat arerealisticgoals and
objectives for their BWC programs and what aseen asunreasonableexpectations. As was noted in the Police Executiv{
wSaSI NOK C2NMzy Lldzo f A OkgRANG/Y /d LYYSINEI S Y SWRBANY ¥ €1 . 2 R&  LINH
expectations that need to be tempered from not only the general public but also members of argtieind prosecutors:

XaLiRtAOS SES O dziikhasShécomerncréaSirgly éommoR foriceukbitrators, and civilian review boards
expect police departments to use bodyorn camerasPeople often expect that officers usingody-worn cameras will
record video of everything that happens while they are on duBut most police departments do not require officers to
record every encounter. Many agencies have policies agaiesbrding when it is unsafe or impossiland $me agencies]
give officers discretion to deactivate their cameras in certain sensitive situations, such as during interviews with viatir]
witnesses. Camera malfunctions may also occBome agencies have taken steps to inform judgesgersight bodies, and
the publicabout these realities of using bodworn camerasPolice executives said thdtese expectations can underming
Fy 2FFAOSNRAE ONBRAOGAfAGE AT dzSadAz2ya ThiN ans reasanavagany |
agencies require officers to articulate, either on camera or in writing, their reasons for turning a camera off in the mid
of an incidentor for not turning it on in the first placeExpectations about bodyworn cameras can also affect how cases




are prosecuted in criminal courtsSome police executives said thatlges and juries have come to rely heavily on

camera footage as evidence, and some judges have even dismissed a casedhdnS2 RAR y2i SEA
want to hear just officer testimony 1 KSe& ¢l yi (2ak8B GRS S PGRERGS T E KS Ndedonlg
gives a small snapshot of events. It does not capture the entire scend, &2 ¢ G KS 2FFTAOSNRa
2FTFAOSNRAE Ay@SadaAalraAdsS STF2NIad ¢KA&a GSOKy2f 238 &K
only on the video, it reduces the important role that our profésh 2y LJ I @& A Y1 ONAYAY Ll f Of

However,in considering whether to implement a BWC progrdaw enforcement executivemay want to considersome of
the technological limitations and concerns that are associated with the use of badyn cameras. It is essential that
decisionmakers consider these limitations and concerns attached to BWC technology before committing their agency
long-term investment of significant dollars. To balance the positives of a bedyrn camera program that most law
enforcement executives readily acknowledge, several technological concerns and limitations that may not have beq

considered are provided below

2FFAOSNDA dzy A F2N¥Y 2N K $é urdefstbod antl dovskigrdd e gualuating<the imageStBelR
NB O 2Be¢iRgunawaref, or ignoring, the limitations of body camera footage can have a profoundly damaging impact o
the true goal of the use of that technologywhich is surfacing the truthCameras are a powerful tool that can help
investigators, supervisors and the commuynifain a more complete understanding of what happened during an encounter
they are not to be considered thenly source of detail Certainly, a camera can providereinformation about what
happened onthe street. But i O y Qi y S Qiftednfoliktibréneeddd o ¢hakR & fair and impartial final
judgment. There still may be influential human factors involveahart from what the camera sees:

GaXo2Re OFYSNI & Oly LINEOARS | dzBhtlikézthel dévidsladn®ih ndlified Bryan uq

M® ! OFYSNI R2SayQi F2tt2¢ 2FFTAOSNEQ SesSa 2N asSs a

G! o62Ré& Ol YSN} LIK20G23aIN} LKA | o6NRIR a0Sy$S o6dzi Al OF yod
given instant. Likewiséi KS OF YSNI Ol yQi I O0ly26ft SR3IS LIKeaArAz2ft23A0! ¢
experience under gh stressAs a survival mechanisifthe] brain may suppress some incoming visual images that seem
unimportantinalife-m G KNBF G Sy Ay 3 aAddz GA2y &2 wky AYRAJDARdindiveluald]l
62y Qi 0S5 I &I fNBBainsEcregrihl dut. oG K S A

Go!'y AYRADGARIZ t Qa8 oONIAY YlI& Fta2 LXlFeé @Aadz t GNKOY ax
officer, for example, it will seem to be closer, larger, and [moving] faster than it really is becafisephenomenon called
WE22YAYy3®Q /I YSNY F220F3S Yre y20 O2y@Se Inkhbr, thereXdh bé S
Kdz3S RA&02yySOiG 06SiGs6SSy Iy 2FFTAOSNRDA ?l&a&rﬁs&ne&Ere\MAsyézllw
OF dzaKi 2y OFYSNI FyR 2dzRIAYy3 (GKS 2FFAOSNRa | OiAazya 0OF
officer had at the time it was occurring.

HO {2YS AYLERNIIYyd RIFIy3aISN O0dzSa OFyQli 6S NBO2NRSRO®

G¢l OQGAtS OdzSa tanto dfficerdNiBSdeddmditGuse faroe kig difficult for cameras to captutddw S a A a

iSyarzyQ Aa AnoffieficahSisudliftellYvhdh Bep touch a suspect whether he or she is going to resist. TH
officer may qui ckly apply force as a@emptive measure, but on camera it may look like that officer made an unprovoked
FOGaGF Ol 0SO0lFdzasS GKS &aSyaz2NkE 0O0dzS KS F¥Stid R2SayQi NBO2N

G¢KS OF YSNI OlF yQi NBO2NR (KS KA&G2NE I yR SELS Nfapasies |
innocuous on filmtoanoant I § SYyF2NOSYSyld OAGAfALY OFly O2y@Seé ForkKS
AyallyOSs Iy laalkdzZ 6AGS &adzo2SO0G K2 ONAY3IEA KAA Klsgdoa
past experience, that [motion] can be a very intimidating and combative movement, signaling his preparation for a fightj
attack.¢ KS OF YSNI 2dzad OF LWidz2NBa GKS F0GA2yz y20 Iy 2FFAOS




3. Camera speed differs from the speedlife.

. SOFdza8S 2F G(KS NBFOUGA2YINE OdNWBSZE Iy 2FFAOSNI OFy o8
screeX2 KSGKSNI KSQa akKz22dAy3a 2N ad2Ladyiy]3h yaaee 21 (yAR/ A.3IK eKaAAED IN]
0dzi 20@0A2dzat e O yQE82008S aKBFYR2Y QDI 2pREMB G YR GKAA NBI
viewing the footage¢ KS@ Qft f (KAYy] GKS 2FFAOSNI Aa {(1SSLAYy3I LIS GA
gAGKz2dzli 1y26tSR3ISIOES AylLdziz GKSe& FNByQi tA1Ste G2 dz
ddza LISOG Q& 0o | éhdl shatdaftar & tNkayhas ehdedR A G A

4. A camera may see better than a human does in low light.

G¢CKS-TKAGXKK AYFIAy3a 2F 62Ré Ol YSNIa {286 AJKKSH¥ShGar NS
screened later, it may actually be psible to see elements of the scene in sharper detail than an officer could at the timg
the camera was activatedf [an individual is] receiving less visual information than the camera is recording under #ime

pressured circumstances, [the individual igoing to be more dependent on context and movement in assessing and reac
G2 LRGSYdAlf GKNBFGAD LY RAY fAIKGZ | adzaLISOGQa Lk aid
holding. When footage is reviewed later, it mayebevident that the object in his hand was a cell phone, say, rather than a
gun. If an officer is expected to have seen that as clearly as the camera did, his reaction might seem highly inapprdpnia|
the other hand cameras do not always deal well witiglting transitions. Going suddenly from bright to dim light or vice

GSNBIFSX I OFYSNI YI& oNASTEe o6fly]l 2dzi AYIF3AS&a |fG23S80H

pd® 'y 2FFAOSNNRAE o62Reée Yleée o6ft201 (KS @OASgod

Gl 26 YdzOK 2F | &a0SyS I OFYSNI OF Lli dzNBndl wHerg th&aktdrkiakés R S LIS
LX I OSX5SLISyRAYy3 2y f20FdA2y yR y3fSs | fdinGisindeRd hiyHads|
If an officer is firing a gun or a Taser, for example, a camera on his chest may not record much mbie éxéended arms
YR KIFIyRa&d® hNJ 2dzaid of | RAyYy 3 K ACiticah iiomgh@ Githixf & stenario thaDttieNaBiceric&n
see may be missed entirely by his body cam because of these dynamics, ultimately masking what a reviewer @aayp ne
see to make a fair judgment.

6. A camera only records in-2D.

. SOPUzASNI &8 R2y Qi NBOXKSRBRIRSNRKRRAYSYASE R KL i ScdurateljNdgisy)
distances on their footage can be difficulDepending on th lens involvedcameras may compress distances between

objects or make them appear closer than they really are. Without a proper sense of distance, a reviewer may misintery
the level of threat an officer was facind:here are technical means for deteining distances on-2t5 NB 02 NRA y 3|
not commonly known or accessed by most investigators.

7. The absence of sophisticated tim@stamping may prove critical.

ACKS-AKMSYLAYI GKIG A& |dzi2Yl GA O f huinbeh yehdrally nBasuing th® achos N|
minute by minute.In some highmt LIN2 FAf S O2y iNROSNEALFE aK2204dAy3 O a6 4
FdzZ& t & Fyritel S FyR SELXLFAY Ly 27FFA0SND-a ¥hids iNGag haiErkichlyfosbieak)
the action down to units of onet K dzy RNB R K& 2 F Therd &eppsfiR LI RBdZEBiyA 2 yS a2y |
can electronically encode footage to those specifications. When reviewers see precisely how ygsiegpects can move andj
how fast the various elements of auset 2-F F 2 NOS S @Syl dzy¥2f R A4 OlFy NI RAOI
and the pressure involved officers were under to act.

8. One camera may not be enough.

a ¢ KS Y2 NBher® arerrécdriling a force event, the more opportunities there are likely to be to clarify uncertainties
¢CKS Fy3tSz GKS FYoASYyd tAIKGAYy3IAT YR 20KSNJ St SySyida ¢
and syncing the footagep will provide broader information for understanding the dynamics of what happened. What loo
like an egregious action from one angle may seem perfectly justified from anothitie problem is thatnany times there is
2yfte 2yS OF YSNI kagadiefingdt&tiBng muystbe Kepf evénkitmér in mind.




9. A camera encourages Secerguessing.

a! OO2NRAY 3 G2 (K SGrahatv{Conn@ dAINBEY ST A OENDA ARSOAAAZ2Y A AY
situations are nottobe jRISR A GK (GKS WOt SINE HAKHA-T@RNI RY | FT SKNY |
OF YSN} F22GF3S LINRPGARSE |y FfY2ad ANNDamaaki2adatt RS Qi SAv-LIGS
and comfortable conditions, theyan infinitely replay the action, scrutinize it for hardt 4284 SS RSGF Af = &
freeze it. The officer had to assess what he was experiencing while it was happening and under the stress of his life

potentially being on the line. Thatdispaiieé OFy f SIR G2 FI NI RATFTFSNByd 02y Ot d
10. A camera can never replace a thorough investigation.

2 KSy 2FFAOSNE 2LI124S 46SIFNAY3I OFYSNIraz OAQAfALYyath@ez2Y$
officers] are concerned that camera cerdings will be given undue, if not exclusive, weight in judgthgir actions. A

OF YSNI Q& NBO2NRAYy3I aKz2dzZ R ySHSNI 6S NB I NRnSeds ta@h2 iveighedl and
tested against witness testimony, forensics, they @2 f SR 2FFTAOSNRa adl G4SySyaz |y
AYLI NIOALFE AygSadAdal GAazy GKI G BabylteSting hisdghowrythaF[bhodyorrechidierad] it
to reduce the frequency of force encounters as well as dainfs against officers. Butawett { y2 6y L2 f A0S
Ad y20 FINI gNRy3d ¢KSyYy KS OFtfta OF Y$hlimitatiohs o dy@ading dnd Ghérs
need to be fully understood and evaluated to maximize their effeeness and to assure that they are not regarded as
AYFLEEEAGOES WYIFIAAO odzf f SGaQ o0& LIS2LX S gR2 R2 y20 FdA ¢

|. BACKGROUND/COMMENTARY/DISCUSSION:

TO BE COMPOSED BY ISSUING AGENCY

e
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I1l. PURPOSE and SCOPE:

Thea NBEf YR t 2t A0S ¢aNI2ARENYT / /I 2SS \NAdHacRAnyRiEdnérecommeration]:
NOSPECIFIRECOMMENDATION
PS 88511reference:a @& golicy for the issuance and use of a bedprn camera by daw enforcement officer addresses:
(17) any additional issues determined to be relevant in the implementation and use of bedyn

OFYSNI & o0& ftlg¢g SyFR2NOSYSyld 2FFAOSNADE

COMMENTARY

While there isno specific recommendation from thdd HocCommission for includin@URPOSE and SCGPE |y | ISy

policy and procedurgagencies should consider usiBfRPOSE provide both its personnel and the community with the state

goals and objectivesaf KS | 3Sy 0e Qa . 2/ |SR@PEMNde olicy 4ndl fri@eireicartbe is&d3iot only to

identify personnel who will be required to wear bodyorn cameras and but other agency personnel who will be responsible
adhering to the provisions contaied in its BWC poliegrocedure.

REFERENGRATERIAL

There have been a number of claims made about the benefits of-tmalyg cameras. While many of those claims are anecdotal
they seem, on the surface and when using conventional wisdom, to make sedse. YiLJt S Y Sy éwbryf Gameéra Pragyring:
wSO2YYSYyRIFGAZ2Y A | tifeRautfioS auindhafiZe thp fetcéidgdbBrefits of a BWC program as follows:

a X¥oere is anoverall perception that the cameras provide a useful tool for law enforcemeftrthese agencieshe perceived
benefits that bodyworn cameras offet capturing a video recording of critical incidents and encounters with the public,
strengthening police accountability, and providing a valuable new type of eviddaogely outweigh the potential
RNI g0l Bl adé

However, as Michael White, PhD., notegiih 2 f A &2 N2 Rd YSNI aY | a ate aulrehtl has Ke$n ver@ A H
limited research to support each claimed benefit. He stated 2 8 G 2F (KS Ot AYa YIRS o6& IR
NBYIAYy dUGgRGIBERAGS NB/GENMYiSefdiad imabopting bodsorn camera technology should proceed
Ol dziaA2dzat e |yR O2y&aARSNI KS26084dz84a (2 FdxZfté AYyF2N¥Y (KS

Since this section is intended to point out tRIRPOSEF | . 2/ LRt A0& I yR LINRBOSRdIzZNB |
the following perceived benefits of bodyorn camera use, as reported by law enforcement agencies currently using theotegiin
are listed below as general information:

ACCOUNTABILITY AND TRANSPARENCY:
GGKS ydzYoSNJ 2y S NBFaz2y gKe L2 A Odrn ealdds NIoYrEwlé aimo@ K2 RadeS
documentation of policencounters with the public;
GKSE LI F3SyOASa aGNBy3aGdKSy | 002dzyiloAftAdGe FyR (NI yaLdk
AGYF1S 2LISNIGAZ2ya Y2NB (NIyalLl NByd G2 GKS Lzt AO0 |yR
members of the dzo £ A OT ¢
GKSE LI LINE@GSyG LINRoftSYya FTNBY FINRaAy3d o0& AyONBlFaiay3d 27
performance, and allowing agencies to identify and correct larger structural problems within the d€pgriinT £

REDUCING COMPLAINTS AND RESOLVING ORN@ERED INCIDENTS3
GSELISNASYOS TS6SNI O2YLX IAYyGa YR SyO2dzyiSNE 06SiG6SSy
Gt SFR G2 Y2NB OAGAt Ay SNI Gaveaxiilingefeitaed vy irtimproked Sehakior Anyod
020K LREftAOS 2FFAOSNAE | yR OAGAT SyaTsé
GKFGAY3I F22GF3S RA&02dzNI 2SAI WS /LKAS | ANPAY aTiA 2 yFR OdyNE 2T oz
GNBRdzOS& dzyF2dzy RSR O2YLX FAyida al @gAay3a RSLINLGYSydGa ai3
lawsuits;citizens are less likely to file frivolous complaints against officerddleg’ 3 O YSNI & T ¢

11



IDENTIFYING AND CORRECTING INTERNAL AGENCY PROBLEMS:

GARSYGATE YR O2NNBOG LINRofSYa gAGKAY GKS RSLI NIYSy
GFEAR AY FTRYAYAAUGNI GAGBS NBGASHATE

GNJF AasS adlkyRIFINRa 2F LISNF2NXYIyOS gKSy Al O2vySa G2 dl
GARSYGATE 2FFAOSNB 6K2 | 0dzaS GKSANI Fdzik2NAGE 2N O2Y
be NS AdG NBIFOKSa (KIFG tS@StT¢

GARSYGATEe LRGSYGALIE 6SIF1ySaasSa gAGKAY GKSANI F3ASyOASa
programs or revising their departmental policies and protocols;

EVIDENCEOCUMENTATIONS0
GAYLINR OGS K2g 2FFTAOSNE OF LWidzZNE SGARSYyOS T2N) Ay@gSa
GLINEGARS I NBO2NR 2F AYyGSNNRIFGAZ2YE YR | NNBadGas &
G OF LJG dzNB S &S NBRIBKAEY I a0 RIFFAOSNE GNI St | NBdzyR GKS a0Sy
GdzaSFdzt Ay | OOdzNI GSfeé& LINBAaSNWAYy3a AYyTF2NNIGA2YYE
GOF LJGidz2NBE Y2NB NBtAFofS SHARSYOS T2NJ O2dzNL X LI NI A Odzt |
LINR 4 S0dzii ST ¢
GOARS20G1 LIS GAOGAY &0 HKISYYRS YUikaST GFA2CUGAI YACBA RAAKYZ@AdSI RTSIANIES(IR IS 19
IMPROVE TRAINING1
Gdza S T2 2 (| -#dn canéiasrto pioRide &cenarimsed training, to evaluate the performance of new officers in th
field, and to identify new areas in which trainingeeded;
K2f R INBIFG LINBYAAS +ta | GNIXAyYyAy3a G22t F2NI g SyT2ND
oposthocreview of officer behavior during recorded encounters can serve as a mechanism for positibadieeidentify
problems in officer behavior, help identify best practices in handling critical incidents
(e.g.,deS&a 0t L iA2Y 0 YR StAYAYFGS GNIRAGAZ2YLFE NBEALFyOS 2

Maryland Law, Courts and Judicial ProceediBd€+-402 (c) (11) (ll) states:
It is wful under this SubtitleF 2 NJ | ¢ Sy F2NOSYSyid 2FFAOSNI Ay GKS
intercept an oral communication with a bodyorn digital recording devicer an electronic control device
capable of recording video and oral communicatidns

1. The law enforcemertfficer isIN UNIFORMr PROMINENTLY DISPLAYING9 h C GBRODGEORQ {
OTHER INSIGNIA

2. The law enforcemertfficer is MAKING REASONABLE EFFORTS TO CONFORM TO STANDARDS IN
ACCORDANCE WI§ 3-511 OF THE PUBLIC SAFETY ARTICLE FOR THE USEMORBOD®ITAL
RECORDING DEVI@EElectronic Control Devices capable of recording video or oral communications;

3. The law enforcementfficer is a PARTY TO THE ORAUIZONICATION;

4. Law enforcement NOTIFIES, AS SOON AS IS PRACTICABLE, THE INDIVIDUAL THAT THE INDIVIDU
BEING RECORDED, UNLESS IT IS UNSAFE, IMPRACTICAL, OR IMPOSSIgaieiTO DO SO

5. Theoral interception is BEING MBE AS PART OF A VIDEOTAPE OR DIGITAL RECORDING.

[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

Ill. PURPOSE and SCOPE:

¢ A.PURPOSE:

Bodyworn cameras, which an increasing number of &aorcement agencies are adopting, represent one new form of technology
that is significantly affecting the field of policing. Law enforcement agencies are usingvboaligameras in variousays: to improve

evidence collection; to strengthen officer perfoance and accountability; to enhance agency transparency; to document encounters

between police and the public; and to investigate and resolve complaints and officer involved incigénts.

12



The purpose of this policy astiandard operatingrrocedure iso PROVIDE ALAGENCY NAMBPEERSONNEL WITH INSTRUCTIONS

ON WHEN AND HOW TO USE B®MRN CAMERAS [BWEs]that they camecord designated encounters with the public in

accordance with existing law and tpreservethose recordings in accordance withthis3 Sy 0@ Qa L2t Adhé@ | Yy R LINR C
applicable law 33

BWCs will be used toecord, as OBJECTIVELY as possible given the current state of available technology, certain events and
capture certain data as defined by this policy and proceduBé.Thoseevents and that data will be preserved in either a wigsed
digital storage facilitydloud and/or in a local digital storage system maintained and managed bjNth®IE OFAGENCYThese
recordings are protected with multiple layers of system security, ance captured by the BWee recordings shalhot be
altered/edited/deleted or otherwise changed except as authorized in this policy and procedure.

Members of th AGENCY NAMEhd the public need to know that tHelAME OF AGENChgs adopted the usef BWC technology
for a number of reasons to include, but not be limited to, an effort to:

1) promote officer safetyby potentially deterring criminal activity, uncooperative behavior during encounters between its
membersand the public and acts of aggression against its officers;

2) visually recordcrimes in progress;

3) recordevents and statements taken during the course of an incident/investigation;

4) promote law enforcement accountability and improvprofessionalism;

5)SYKIFyOS A& YSYOSNHEQ I 0Af Al &actib@sang evidemesrath inteyhdd repoBigA S &
requirements and for courtroom preparation/presentation;

6) preserve independenvisual and audio information for use in current and future investigations;

7) collect and preserve evidencécluding crime scene details, for use in criminal investigationgasgbcutions;

8) recordthe advice of rightgo individuals, when applicable;

9) provide an impartial measurement for selfritique and field evaluation during officer training;

10) assist in resolving complaintagainst agency personnel including false allegations by members of the public;

11)aid in debriefing critical incidents;

12) provide realistic training to agency personnel;

13)reduce the number of false complaints made against its officdtging the course of their duties;

14)enable thetimely resolution of complaints against its officenshen they do occur;

15)enhance public trusby preservina recordingof officer-citizen interactions from the perspective it$ officers 35

Q¢
[atN

The publianustbe madeaware that Commandnd supervisory members of tHlAME OF AGENCfjderstandthat despite their

apparent objectivityBWC recordings may, and often do, providdimited perspective of an event/encounter and must be

considered with all other available evidence, such asméss statements, officer interviews, forensic analysis and documentary
SPGARSYOS 46KSy S@lftdz dAy3a GKS FLIINRPLINRIFGSySaa 2F Iy 2FFAOSNRA

Il ¢ B.SCOPE

1. Designated law enforcement personnel in certain selected assignments ifABENCY NAMBRJill be equipped withand
be required to use a Bodyvorn Digital Recording Device, hereinafter referred to as a Bdilprn Camera (BWC), under
certain circumstances as defined under this policy.

2. Use of BWCs will be in strict compliance with existing law and[tReME OF AGENCBWC policy and procedure.

3. ALLAGENCY PERSONNEL, WHETHER REQUIRED TO WEAR A BWC OR NOT, SHALL BE FANADIMNRNVSITRIATIHEN AND
OPERATION OF TREENCY AME]BWC PROGRAM AND ADHERE TO THE POLICY AND PROCEDURES SET FORTH HEREIN.

13



IV. LEGAL AUTHORITY/CITATIONS:

Thea NBEf YR t 2t A0S ¢aNI2ARENYT / /I 2SS \NAdHacRAnyRiEdnérecommeration]:
NOSPECIFIRECOMMENDATION

PS83¢511reference:a @ golicy for the issuance and use of a bedprn camera by a law enforcement officer addresses:
(17) any additional issues determined to be relevant in the implementation and use of bedyn
OFYSNI & o0& fl g Sy@B2NOSYSyli 2FFAOSNADE

COMMENTARY
F3SyO0e Qa LIt A agenciesyidy waniNaahSideradid this section to provide both its personnel and the pu

with the various legal citations that are relevant to its boelyorn camera program, including appropriate citations regardi
access to records, etc.

While there isno specific recommendation from th&d HocCommission for including LEGAL AUTHORITY/CITATIONS:t]

[SAMPLIPROCEDURAIOPICS ANIYORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IV.LEGAL AUTHORITY/CITATIONS:

1. Maryland law doeNOT REQUIR&w enforcement agencies TO DEPLOY B®IDRN CAMERAS. However, it does
AUTHORIZHHEIR USE UNDER THE CERTAIN CONDITIONS SET FORTH BELOW:

A. COURTS AND JUDICIAL PROCEEBPSNBE 402 (c) (11) (i):
(12) (i) 1. In this paragraph the following words have the meanings indicated.

20 G 62RY RAIAGEE NBO2NRAY3I RSOAOS: YSIya | RS@OA

that is capable of recording video and intercepting oral communications.

0S8 42NJ

39t SOUNRYAODO O2yGNREf RS BA-Q®oOfthk Criminal Kad Arvicel vy Ay3 &adl GSR A
¢

[§4 ¢ 109 of the Criminal Law Article states, in part, thavaB f SO N2 y A O m@ahy gioNable
device designed as a weapon capable of injgrimmmobilizing or inflicting pain on an individual by the

RS@OAO0OS

discharge of electrical currerit(ECDs are included in this section because they are specifically mentioned

in Senate 482; some ECDs provide video recordings when used; while menti@edti Bill 482
recordings made by ECDs ai included in the model BWC policy and procedure.)

B. COURTS AND JUDICIAL PROCEEPSNGE402 (c) (11) (ii):

(11) (ii) It idawful under this Subtitldor a law enforcemen2 F ¥ A OSNJ Ay GKS O02dz2NES 2F (KS 27F°
intercept an oral communication with &ody-worn digital recording devicer an electronic control device
capable of recording video armtal communicationsf:
1. The law enforcemertfficer isSIN UNIFORMrt whal b9 b ¢ [ S5L{t[! Lbbr ¢1 9 hCCL

OTHER INSIGNIA;
2. The law enforcemertfficer is MAKING REASONABLE EFFORTSNKEDR® TO STANDARDS IN
ACCORDANCE WIgB- 511 OF THE PUBLIC SAFETY ARTICLE FOR THE USEVORR@D®ITAL

RECORDING DEVI©GES8ectronic control devices capable of recording video or oral communications;

3. The law enforcemertfficer is a PARTY TO THE ORAL COMMUNICATION;

4. Law enforcemenNOTIFIES, AS SOON AS IS PRACTICABLE, THE INDIVIDUAL THAT THE INDIVIDUAL IS

BEINGRECORDED, UNLESS UNSAFE, IMPRACTICAL, OR IMPOSSIBLE TOaD® SO;
5. Theoral interception is BEING MADE AS PART OF A VIDEOTAPE OR DIGITAL RECORDING.

14



C. PUBLIC SAFETY ARTIGBES11:
On or before January 1, 2016, the Marydapolice Training Commission shall develop and publish online a
policy for the issuance and use of a bqawrn camera by a law enforcement officer that addresses:

(1) the testing of bodgworn cameras to ensure adequate functioning;
(2) the procedure for the law enforcement officer to follow if the camera fails to properly operate at the beginning of or
RdZNAY3a G(GKS ¢ SyF2NOSYSyild 2FFAOSNNaG aKATFGOGT

(3) when recording is mandatory;

(4) when recording is prohibited

(5) when recording is discretionary;

(6) when recording may require consent of a subject being recorded;

(7) when a recording may be ended;

(8) providing notice of recording;

(9) access to and confidentiality of recordings;

(10)the secure storage of data from a baglyorn camera;

(11)review and use of recordings;

(12)retention of recordings;

(13)dissemination and release of recordings;

(14)02y aSljdzSy0Sa F2NJ JA 2 &word dathefaipolizyF (G KS | 3Sy0eQa o62Re

(15)notification requirements when another individual becomes a party to the communication following the initial
notification;

(16)specific protections for individuals when there is an expectation of privacy in private or public; @lades

(17)any additional issues determined to be relevant in the implementation and use othady cameras by law
enforcement officers.

D.SENATE BILL 48EMERGENCY B éntitledd t dzo f A @Lay Enfo@dm@nt Officers Body-worn Digital
wSO2NRAY3A 5S8SGA0S | YR passedty thelBayyrard Genarsl Adsd@nbly shdsignedibia law
on May 12, 2015 and states, in part:

Section 2:
(a) There is €OMMISSION REGARDING THE IMPLEMENTATION AND USE OF BODY CAMERAS BY LAW
ENFORCEMENT OFFICERS;
(f) TheCOMMISSION SHALL STUDY AND MAKE RECOMMENDRHBARDING THE BEST PRACTICES FOR THE
USE OF BODY CAMERAS BY A LAW ENFORCEMENT OFFICER,;
(9) On or before October 1, 2015, td®MMISSION SHALL REPORT ITS FINDINGS AND MAKE
RECOMMENDATIONS TO THE MARYLAND POLICE TRAINING COliniSSkaNordance witB2 ¢ 246
of the State Government Article, the General Assembly.
Section 3:
(1)A JURISDICTION THEBOMMENCESPALOTPROGRAM FOR THE USE OF BGDRN CAMERAS OR
ELECTRONIC CONTROL DEVICES BEFORE THE ISSUANCE OF A POLICY ESTABLISHED IN ACCORDANCE WITH
§3-510[sid OF THE PUBLIC SAFETY ARTICLE IS NOT SU81B@021(©)(11)(11)2 OF THE COURTS AND
JUDICIAL PROCEEDINGS ARTICLE FOR THE DURATIGN.OFPRIGESRAM.
(2)ON CONCLUSION OPIROTPRO®&! @ 59{/ wL. 95 Lb ¢I L{ {9/¢LhbXx ! W wL{5
PROGRAM SHALL CONFORN T®402 (c)(11)(I1)2 OF THE COURTS AND JUDICIAL PROCEEDINGS ARTICLE;

Section 4: A JURISDICTION THAT HAS ESHED A PROGRAM TO USE BDRN CAMERAS OR ELECTRONIC
CONTROL DEVICES ON OR BEFORE THE DATE THIS ACT BECOMES EFFECTIVE IS NOT SUBJECT TO
§10-402 (c)(11)(I1)2 OF THE COURTS AND JUDICIAL PROCEEDINGS ARTICLE UNTIL A POLICY IS ISSUED IN
ACCORDANCE WI§B-510[sid OF THE PUBLIC SAFETY ARTICLE
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E. GENERAL PROVISIONS ARTEA E101:
(H@at dzoft A0 NBO2NRé YSIya GKS 2NRAIAYIE 2N lye O2LR 2F |y
(i) is made by a unit or an instrumentality of the State or of a political subdivisamreceived by the

unit or instrumentalityin connection with the transaction of public businesand
(i) is in any form, including:
1. acard;
a computerized record,;
correspondence;
a drawing;
film or microfilm;
aform;
a map;
a photograph or photestat;
a recording;or
10. a tape.

© ® N k0N

F. GENERAL PROVISIONS ARTEAE103:
(a) ALL PERSONS ARE ENTITLED TO HAVE ACCESS TO INFORMATION ABOUT THE AFFAIRS OF GOVERNMENT AN
THE OFFICIAL ACTS OF PUBLIC OFFICIALS AND EMPLOYEES;
(b) To carry out the right set forth in subsectia@) 6f this sectionUNLESS AN UNWARRANTED INVASION OF THE
PRIVACY OF A PERSON IN INTEREST WOULD RESULT, THIS TITLE SHALL BE CONSTRUED IN FAVOR OF
ALLOWING INSPECTION OF A PUBLIC RO RI®, least cost and least delay to the person or governmental
unit that requests the inspection.

REFER TO:
MARYLAND PUBLIC INFORMATION ACT MA(d4thLed., October 2015),
www.oag.state.md.us/Opengov/pia
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V. DEFINITIONS

Thea NBEf YR t 2t A0S ¢aNI2ARENYT / /I 2SS \NAdHacRAnyRiEdnérecommeration]:
NOSPECIFIRECOMMENDATION

PS 88511reference:a @ golicy for theissuance and use of a bodyorn camera by a law enforcement officer addresses:
(17) any additional issues determined to be relevant in the implementation and use of bedyn cameras
08 fl g SYyF2NOS8IYSyld 2FFAOSNA E

COMMENTARY

Many of the terms used throughouthis documentwill be selfexplanatory to most law enforcement officers. However, becaus
Maryland law may require agencies tagpublish andmakeavailable to the publica copy of their BWC policy and procedutbey
may want to consider providing definitions of certatermsused in their documentor benefit of the lay person.

While the Ad HocCommission did not specifically define terms in its report to the Poliarimg Commission, their meanings ca
be inferred by the recommendations that th&d HocCommission submitted in its reporin other instances, terms have been takg
from a variety of BWC resources/references and these definitions have been appropriateiyoted.

Depending on the type of BWC system deployed by an agency and the policy and procedure developed to explain and goy

use, some of the terms defined in this section may or may not be applicable to every policy and procedure. A numlestenirth

listed in this section ardérequently used in publications dealing with BWC systems and procedures. Law enforcement agend

should consider modifying any BWC terms found in this section that are not consistent with their policy as long as tHeepieg
with Maryland law and the recommendations of th&d HocCommission.

[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

V. DEFINITIONS

The following terms used in this policy and procedure htieemeanings as indicated:

A.ACCIDENTAL/UNINTENTIONAL RECORDKGs a BWC recorditigat was inadvertently made and has
NO EVIDENTIARMue or official purpose as specified in this policy and procedure;

B. ACTIVATIONany process that causes a begyprn camera [BWC] to record, transmit or store video/audio data;

C. BODYWORN DIGITAL RECORDING DEVICEBodyCamera (BWC)a device worn on the person of a law
enforcement officer that is capable of recordivigleo and intercepting oral communicatiori& for purposes of this policy and
procedure thesedevices must be authorized by the agency for such use;

DO a. 2/ ¢ tARMINSTRATOR applicable]- an individual, designated by thdead of theagency who is
Fdzi K2NAT SR 6AGK FdzZft | O0Saa (2 |yR Kla FdzZt dzaSNJ NRIKGa (2
agencyg ARS | RYAYAAGNI GA2Y YR YIyF3SYSyd 2F Fy F3aSyoéd€a .2/ LN
duties listed in this policy and procedure un@section VIl A.BWCPROGRAMDMINISTRATOR®

Eda . 2 UMITCOORDINATOR applicable]¢ an individual, designated by thdead of the agencgr designee, to
oversee the inventory,codMP f |y R 2LISNF A2y f YIAY(QiSyly0OS a@d&unillikéas 3Sy 0e Qa
well as the other duties specified BECTION V¢B. BWC UNIT COORDINATOR obttiisy and procedure0

Fa. 2/ &€ w9 /chnywaadieWidEo signal recorded by and digitally stored on a badyn camera or recorded by a
bodys 2 Ny OF YSNI 2 R2g¢yt2FRSR 2 yR adi2NBR 2y (GKS | 3Sydeqa .2/
d. 2/ ¢ NB O2 NRia nfethdatabisalefineNdB fhi§ pdlicy and procedure;
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Ga&.2/ ¢ ¢9/ 1 bL/ L !chnindviddal trhinedlalid tefifleddirf tHe Bperation/maintenance/repair of the
I 3 Sy O&-@an canfef 8ysterandauthorized by the agency to maintain/repaitherwise alter any component of the

F3SydeaadaisdNy a aLISOATASR Ay GKA&E LRtAO® YR LINRPOSRAINBT {KS
manufacturer, acting under the direction and control of the agency when working on ofivitts | 3 Sy 0e &l . 2/ a&ai
|l & a/[h!5&a{tBdRD9aAG2NI IS Aa | RIGF ad2Nlr3S Y2RSt Ay KAOK R

NEY2GSte IyR YIRS I @IAflrofS (2 dzZASNA 2@SNJdeinyhSdoad2 NJ T a/ f 2 dzR
GKSNBAY Iy 2NBHFEYATFGA2YyQa RIFEGE A& &aG2NBR Ay FyR | 00Saaiot s
I. COMMAND OFFICIAlany commissionedwornofficer of the agency or any sworn officer designated byHleadof the
agencyasa command officiabf the agency
J CONFIDENTIALmeans that all BWC recordings contain information that is the property of the agemtthat the
unauthorizedrelease may be prejudicial to the best interests of the agency and/or the individuals recorded; confidentiality
prohibits theunauthorizedviewing/ copyindaltering/editing/erasing of a recording or any portion therecf2
K DISCRETIONARY BALTIVATIONmeans using a bodyworn camera [BWC] to record an event during circumstances
when an officer, command official or supervisor determines that doing so would be beneficial to the public interest and is no
otherwise prohibited by laver agency policy from doing so43
L DOWNLOADING RECORDINGBSprocess of transferring recorded video and audio from a bedgn camera to an
38y 0eqQa aSO0daNB .2/ NBO2NRAYy3I NBGSYyidAz2y Fdnédbgaitirdgartyh 8 SAGKS
vendorAy GKS aOft2dzRé 2NJ AAYAE NI RAIAGEHE REGE adG2Nr3S YSRAdZYT
ad® a9[ 9/ ¢whblL/ Fapbriablerdgvicesdesighel & & weapon capable of injuring, immobilizing or
inflicting pain on an individual by the discharge of electrical current and for the purposes of this policy and procedure
is capable of video and oral recordingt

N. EVIDENTIARY RECORD4MHGy BWC video or footage of an incident/encounter tisatelevant toan administrative,
civil, or criminal investigation; such BWC footage may include, but not be limited to, a video and/or audio recording of a
crime, an arrest, the issuanoé a citation, a search, a field stop, a stop and frisk encounter, a use of force incident, a
confrontational encounter oan incident in which a citizen makes or threatens to make a complaint to the agency;
EVIDENTIAR¥cordings also inctie verbalstatements given by a victim, witness or suspect during the investigation into a
crime or potential crime45
O.INCIDENT REPO&Re official agency documetthat is used to record calls for service, crimes or other law enforcement
FOGAGAGASAE 2N AYOARSy(daT deLmoOlrffteas GKSaS R20dzyrSyida NBO2NR
investigative followup reports or other documents that may contain confidential or sensitive matanidtio not include
agency administrative reports;
P. LAW ENFORCEMENT RELATED ENCO¢syERcounter between an officer and a member of the public in which
there is the potential for, the likelihood of or certainty of some type of official law enforcement action including, but not
limited to, a call for service or an emew intervention; a field stop or traffic stop; a stop and frisk; the issuancecofranal
or traffic citation; an arrest; a suspect interrogation; a seayefither consensuaprobable cause based or incidental to an
arrest; a law enforcement encounter do&OTmean a casual greeting given to the public or an encountarhich a
member of the public seeks information such as directions or other general information from an officer;
Q. MALFUNCTIORany instance in which a bodyorn camera [BWC] and/or its components including a docking station or
rechk NBAAYy3 adladAzy FrLAta (G2 FTdzyOlAazy y2N¥YIFiftex ardAraa¥trOl2NRie
instructions given by the agency during pree BWC training; malfunctions can occur duringgimiét testing or at any time
during use in the field and shall be handled and reported as specifi@ddtion )X, B¢ 2. Inoperable/Malfunctioning/Lost
BW(Cs of thisgicy and procedure;
R MANDATORY BWC ACTIVATtDMans the requirement to use a body worn camera [BWEg¢ord:
i. atthe initiation of a call for service or other activity that is investigative or enforcement in nature; or
ii. an encounter between an officer or a member of the public that is investigative or enforcenrexitiie;
iii. any encounter that becomes confrontational after the initial contd@tand
AGgd Fye 2G4KSNJ .2/ NBO2NRAYy3I (KIG Aa NBIdZANBR o6& GKAa | 3Sy
S MEMBER OF AGENEeans anyswornemployee of the agency designated to wear and use an agency authorized BWC;
a member of the agency as is definegCP8 10¢ 402 ( c) (11) (1) 1;
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T. METADATA means information, generally not visible when an electronic document is printed, describing the history,
tracking or management of the electronic document, including information about data in the electronic document that
describes how, when anay whom the data is collected, created, accessed, or modified and how the data is fornagtted;
[see GF8 4-205 (a) (1pf the Maryland Annotated Codle
U. NON-EVIDENTIARY RECORDJN@ans BWC footage that dogst aid in an investigation or prosecution such as
footage of an incident or encounter that dogst lead to an arrest, citation or other law enforcement acti@arecordingof
generalnon-enforcement/noninvestigativeactivities that an officer mght perform while on duty such as assisting a motorist,
clearing a roadway or casually greeting a member of the puliiwiding general information to a member of the
community,etc.; 49
V. NOTIFICATION [NOTICE OF RECORié@ns bringindo the attention of an individual, as soon as is practicable, the
fact that the individual is being recorded unless it is unsafe, impractical or impossible to do; this notification éxlsatesfi
if another individual becomes a party to ttemmunication after the initial notice has been providé@; this notification can
occur verbally at the beginning of the encounter or passively by way of a medallion or other pin authorized by the agency tha
Aa LINEYAYySyilife RAALIEIESR 2y Fy 2FFAOSNDAE dzy AF2NNT
W. PARTIAL RECORDINEGBWC recording that only partially captures an incident due either to a technical failure of the
camera, the failure to record due to the BWC being dislodged/knoakkdw/covered etc. during a struggle or because of
the nature of the incident the camera view is restrictéd;
XtwhlL.L¢C95 d&. 2 ¢nmeandusing &bbdyotnlcambra [BWC] to record agency personnel during routine
administrativeactivities or norwork related personal activity or to record activity on such occasions as prohibited in
Section Xt B¢ 4 ¢ d. Prohibited BWC Activation6fK A & | 38y 0eQa . 2/B3L2ft A0& | yR LINE OSRdzNB
Yt} . [ L/ 5L{{9alLb! ¢Lhb EGERDWNGHeIcledsOautholzedir.uiathdrized] ahy
BWC recording to any member of the public, including the news media, for any pufpoparposes of thedDISSEMINATION
AND RELEASE OF BWC RECORDidfSRrs of the public include a mber of the public; a member of an allied law
SYyF2NDOSYSyid F3SyOeT | YSYOSNI 2F GKS {dFrdaSqoa !'Gi2NySeqQa h¥Fa
agency response to requests for public disclosure of BWC recordings shall be handled in accordance with existing law, the
38y deqQa LRfAOe | yR LINROSRdAzZNBE NISactioNRIA GopyindiBstetadaticniRelehse N LJdzo £ A O
BWC Recordings of tHis3 Sy Oe Qa .2/ LRfBAOe YR LINROSRA:NNBT
Z PUBLIC RECORBeans the original or any copy of any documentary material that:
(i) is made by a unit or an instrumentality of the State or of a political subdivision or received by the unit or
instrumentality in connection with the transaction of public business; and
(ii) is in any form, including:
.acard;
. a computerized record;
. correspondence;
. a drawing;
. film or microfilm;
. a form;
. amap;
. a photograph or photostag5
AA PERSONAL INFORMATIEOM) means information that iderftes an individual;
(2) exceptas providedin@copp I AyOfdzRSa Iy AYRAOGARdzZ £ Qay
(i) name;
(i) address;
(i) RNA GSNDa fAO0SyasS ydzYoSNI 2N I yé 20GKSNJI A
(iv) medical or disability informatin;
(v) PHOTOGRAPHY OR COMPWJIERERATED IMAGE;
(vi) Social Security number; and
(vii) telephone number; 56

1
2
3
4
5
6
7
8
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BB REDACTIONGI KS LINRPOSaa o0& gKAOK | .2/ NBO2NRAYy3A Aad aSRAGSRIé Ay
AYRAGARZ £ Q& AYF3IS 2NJ 20KSNJ AYIF3S RS SN)NAyBaRocamnlyak S | 3Syoe
ordered/ directed by a member of the law enforcement ageraaythorized to do sdy this policy and procedure;

CC. REANTION SCHEDUmeans the length of time each BWC recording will be retained bjNA®E OF AGENCa4 an
active record for one or more of the reasons enumerated in this policy and procedure and the final disposition of each BWC
recordirg.

DD. REVIEW ORECORDINGS3neans anyuthorizedviewing of/listening to the video or oral recording produced by an
agency bodyworn camera or any portion thereof; the circumstances under which such review of recordings are authorized
are enumerated in this policy and procedure]

EE STORAGE OF RECORDIKNRESneans by which the agency manages and stores/retains BWC recordings; recording
management and storage systems are typically eitNeHOUSEtoragemaintained and managed by the agency or
WEBBASEDCLOUEBASED] storagmaintained and managed by a third party vendor; in either case the agency maintains sole
G26ySNEKALXE 2F B8t .2/ NBO2NRAy3IAT

FFE SUPERVISOR (OIC or FJi@ansanysworn member designated as a supervisor including an individual temporarily
designated as Officen-Charge (OIC) in the absence of an authorized supervigompurposes of this policy and procedure
an individual designated as a Fidldining Officer (FTO) is considered a supervisor when assigned an-idfficaining and
acting as a Field Training Officer to that officer;

GGG ¢! DDLbDé hC w9/ hwB5gthelpréxéss bgoulihith edch dtfitferedippédiwith & BarBotates each
.2/ NBO2NRAY3A gAGK AYF2NNIGAZ2Y OGKIG gAaftf OFiS3a2NRAT S (KS NB
BWCrecording occus prior to downloading the recording to tHe 3 S ydat Qigtage system in acatance with the
procedures outlined itBection X, B¢4-o¢cm® a ¢ 3IAy3I wSO2NRAY I asémeBWC ubitknayd | 3Sy Oe Qa
Fdzi2YFGAOILfte yy20ldGS I NBO2NRAY3I 6AGK (&S 3 BABYWEB Nderist SNA | £
required to categorizieataloguea recorded event in a category under which the recording will be saved, e.g. traffic stop,
FNNBaGz SG0dT GKS | 3SydeQa Ay OARSY(k@therthi# récarding is gviidhta NE (1 K S
or not will normally be used to annotate a recording; annotation procedures will be established by the agency in
O2yedzyOliAzy ALK GKS .2/ Y| ydzZl Ol dzNB Niferwisé change3he veebédingINE O S R dzN.

HH BWCTEST means the preshift bodyworn camera [BWC] function test conducted by an agency member in accordance
gAGK GKS YIydzZFlI OGdzNENRaE NBO2YYS$RIGA2ya FyR 3Sy0e LRtAoe
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VI.POLICY:

Theal NBEf FyR t2f A0S CONI2ARENGI / /I 2NSYdHaoRInyh €@ nérecommenration):

N. WRITTENPOLICY REQUIRED

Each law enforcement agency shall develop and issue a written policy for using BWCs that is consistent with state law an|
policy issued by the Maryland Police Training Commission prior to implementing a BWC prodi@am.

COMMENTARY

The Maryland Pate Training Commission recognizes that each law enforcement agency which implements anmodycamera
program will develop its own BWC policy and procedure, one that is particular to the needs of that agency and the commu
which it serves and is in Bormat that is the most useful to its members. To assist its client agenciesQbmmission has developeI
thisa . 2 ProceduralReferenceD dzA R Sagiencles thEonsider as they prepare their BWC progsam

REFERENGRATERIAL

LY 2NRSNI F2NJtF g SyF2NDOSYSyid 3SyOAsSa Ay alNBflFyR HYR
above,policies should be written and promulgated to provide proper controls for the use of this relatively new technological tg
[BWCs].Developinga thorough set of policies and procedures governing how audio and video are recorded, stored, and acce
gAhAff KSfLI SyadaNB G(KIG GKS LINPANIY KlFa GKS O2YYdzyArieQa &
Addressing these needs and policy concesilsalso ensure that the implementation of this program is conducted appropriately
GKAES YAYAYATAYy3 dzyl yGAOALN GBBR O2&G& | yR 2LISNIGA2Yy LT LN

The Police Executive Research Forum [PERF] recommendathaigency develop its own comprehensive written policy to govg

body-worn camera usage. Policies should cover the following topics:

Magency members required to wear and use bedprn cameras;

Mbasic camera usag@cluding who will be assigned to wethe cameras and where on the body the cameras are authorized td
placed;

Mdesignated staff member(s) responsible for ensuring cameras are charged and in proper working order, for reporting and
documenting problems with cameras, and for reissuing working cameras to avert malfunction claims if critical footage is nq
captured;

recording protocols including when to activate the camera, when to turn it off, and the types of circumstanedsdh recording
is required, allowed, or prohibited;

Mprocess for downloading recorded dafaom the camera, including who is responsible for downloading, when data must be
downloaded, where data will be stored, and how to safeguard agaatst thmpering or deletion;

Mmethod for documenting chain of custody;

length of time recorded data will be retainetly the agency in various circumstances

Mprocess and policies for accessing and reviewing recorded datdiiding the persons authorizeéd access data and the
circumstances in which recorded data can be reviewed,;

Mpolicies for releasing recorded data to the publimcluding protocols regarding redactions and responding to public disclosur]
requests;

M L2t AOASE NBhtdotsNRhya Fhirdpetty vienddr §6cloud storage explicitly state that the videos are owned by th
police agency and that its use and access are governed by agency policy;

In summarypolicies must comply with aléxisting laws and regulations, including those governing evidence collection and
retention, public disclosure of information, and conserolicies should be specific enoughpt@vide clear and consistent
guidance to officers yet allow room for flexibilit as the program evolvesAgencies should make the policies available to the
public, preferably by posting the policies on the agency websit&
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EXAMPLE POLICY STATEMEN®&:

The following law enforcement agency BWC policy statements are provided for illustration purposes only. More policy statent
examples can be found atww.bja.gov/bwc/pdfs

dt is Department policy to employ the use of Wearable Video Recorders to insure an accurate and unbiased documentation
AYOGSNY OGA2y Ay f+é SyBRBNDSYSyYyild NBfl SR Alfubel(RByaidaRblice
Department]

LG A& GKS 3F21t 2F (GKS 5dzf dziK t 2t A0S 5SLI NLGYSyid G2 dzas$s
department's mission and to ensure these systems are used securely, efficiently and in cameplwith the law. The MVR is not
intended to be used for the purpose of surveillance of officers or initiating disciplinary action against an offiéérb

[Duluth (Minnesota) Police Departmer

aLd akKkFtf 0SS GKS LkftAde 27F KS-WorhEayh&a ReeoMihgiEquiptént(BWC), Biighdr N
available, for the purposes of documenting violations of law, ensuring accountability and m@kiaining opportunities available
to officers. Officers shall follow the procedures for BWC equipment use as set forth in this directive. This policy dogevesh
iKS dza8 2F NBO2NRAY3 RSOAGEE dza SR AlGramizyorks (NBHR Bakae) PolicSDepaitnid

department and enhance service to the community by accurately documenting events, actions, conditions and statements m
during citizen encounters, traffic stops, arrests and other incidents in order to promote officer and public safety. The wearabl
video system (WVS) allows handiee video and audio recording of important or critical incidents from the perspective of the u
as they are occurring. This allows the officer to record locations and activities that are not availablecarinecording equipment.
The WVS may be used as a staaddne recorder or in conjunction with/to supplement the Mobile Video System (MVS) (reer

SOP 4.1). Officers shall only utilize the WVS issued by the LMPD. The WVS shall only be used by officers working ial éanoffig
enforcement capacity. This policy does not govern the use of covert recording devices, such as those used in undercover

OoLJIS NI (i B2dy & v ¢ [Louisville (Kentucky) Metro Police Departme|

G¢KS [2dAagdAttS aSGNRB t 2t A0S 5SLI NI Y-&ficdr catngras to Surttherihe énission?ecﬂth]

aLG akKkftf 0SS GKS Lkt Adeé 27T (hkBodywhh Cayh&2 (BWE &ntl BSBarsCarhdraNeduiprbeyi
to document law enforcement interaction with the public with video and audio recordings. Through the use of mobile recordir
systems, this agency will better protect the rights of citizensand pBlic 2 T TA OSNE ¢ KAt S ol G4y OAy 3

[Orlando (Florida) Police Departmell

[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

VI. POLICY:

VI¢A. POLICY STATEMENT:

1. Itis the policy of théAGENCY NAMHE) continually improve its efficiency and effectiveness as a law enforcement
agency while at the same time reinforcing the integrity and professionalism of its members and improving its
accountability to the community. One step tfeGENCY NAMIERN take towards achieving these objectives is to
make use of available ¢énology such as is offered by bedprn cameras [BWCsThe[AGENCY NAMBges the
use of bodyworn cameras not only as an opportunity to create a greater sense of transparency concerning its
actions with the community but also to use recordddotage as an investigative aid to assist in the prosecution
of crime as well as a training tool to improve officer performance and to resolve complaints against its personnel.

2. ltis the policy of theAGENCY NAMEG enhance service to the community by recording the events, actions,
conditions and statements made during calls for service, field stops, traffic stops, arrests and other similar
citizen-officer encounters.
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3. Itis the policy of theAGENCY NAMEfo designate certain laweligible operational personnel to wear authorized
body-worn cameras; to record certain law enforcement activities and events from the perspective of the law
enforcement officer; to download and retain thesescordings in keeping with this policy and procedure; and to
use these retained recordings in criminal, civil and administrative investigations and as a means of improving
officer performance.

4. Members of the][AGENCY NAMERuipped with body-worn cameras will record officepublic encounters while
also recognizing the privacy concerns of the community and, when appropriate, the privacy concerns of law
enforcement officers, in accordance with existing law aretognized best professional practices.

5. Likewiseijt is the policy of thefAGENCY NAMEo make BWC recordings available to the public and mediaénordance
with existing law while at the same time taking the necessary steps to safeguard theapyi rights and confidentiality of
victims, witnesses and other individuals who may be unintentionally recorded during a particular event.

6. Members of thefAGENCY NAMHEEsignated to use a bodyorn camera who fail to comply with its usage as setth

in the NAME OF AGENCBWC policy and procedure may face disciplinary action in accordance with established
procedures.

Vig B. AVAILABILITY OF AGENCY POLICY:

Theal NEE FyR t 2f A0S CONIZARBNGT / /I 2NSNdRscayhigdidrérecommenation]:

P.AGENCY BWC POLICIES

BWC policies of agencies shall be made available to the puldli.

COMMENTARY

officers and the public are to enhance agency transparency and increase officer accountability. It is only logical, there
that the policies and procedures that govern the use of BWCs, the storage and retention of the recordings, the potenti
of those recordings and their availability to the public should be clearly defined not only for agency personnel but for
public. Supporers of the use of bodg 2 NIy OF YSNI & FNBIljdzSyifeée I Rg20FGS GKS
procedures on its websitelThe Ad Hoc Commission went so far as to word its recommendation to the Police Trainin
Commission to make agency BWC policies procedures available to the public by using the w@#ALln its bullet. While
the Ad HocCommission did not specify how agencies should accomplish this task, the most effective way appears to
Lldzo t AAKAY3I GKS | 3Sy0eQaksS 21/33P08@& 2 NIRE MR O SR

¢tp2 2F tlLg SYyFT2NDOSYSyiQa Y2 awornzdmerasGii reddding @riomr’mémcticﬁas‘mjﬂvj

REFERENCE MATERIAL

¢tKA&a GKSYS 2F I FF¥F2NRAY 3 | OO S-wdin céneras hfis beeR @pefied ha nundber of &
publications about BWC programs:

GXYlye LltA0OS SESOdziA@Sa F2dzyR Al dzaS¥dzA G2 y2aAFe |
example, the Rialto Police Departmargted social media to inform the public about its prograihere are indicationthe

public is nore accepting of a BWC program if police departments are transparent about their policies and practices. So
police departments have proactively posted BWC footage on their websites to demonstrate this transparency and to hej
resolve questions surroundB O2 Y i N2P OSNE ALt 2F6BAOSNIINBf I SR AYOARSY( 3

0KS Lzt A0 Aa YeéemMdmeraditn§eniies afeXrardparerda &b&uktheir camera policies and practice]
YS 13SyOASa Llad GKSANI O87TYSNI LRtAOASa 2y GKSAN S0
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G¢ NI yaLl NByOe o2dzi GKS F3SydeqQa OF YSNI LRtAOASa | yR
public acceptance and hold agencies accountdbkamples of transparency include posting policies on the department
4S0aABBSXE

& bencies have found it useful to communicate with the public, local policymakers, and other stakeholders about what {
OF YSN}I & gAff 0SS dzaSR FT2NJ FyBR K2g G(GKS OFYSNIa gAtt | T3

! 3Sy OASa at#eatlzietBntion fings iNthepolicyand make the retention times public by postinthem on their
websitesii 2 Sy adz2NBE O2YYdzyAde YSYOSNHE FNB gl NB 2F GKS I #02 d

Gt 9wC 3ISYSNI ff & phIBodiBcioduR yidlicy fol-bodgvdi®claniera videosBy implementing a
body-worn camera program, agencies are demonstrating that they are committed to transparency and accountability, af
disclosure policies should reflect this commitment:

Magencies should always communicate th@ublic disclosure policies to the public71

al/ 2t t S Gdieasshd@data shBut bodyvorn cameras helps promote transparency and trust within the communityalso
helps agencies to evaluate the effectiveness of their programs, to determine whettiegthals are being met, and to identify
areas for improvement. Agencies can also use the findings when presenting information about theivdrodsamera
programs to officers, oversight boards, policymakers, and the community:
Mstatistics shouldoe publicly released at various specified points throughout the y@aNJ & LJ- NIi 2 Fendi
report. 72

[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

VigB. POLICAVAILABILITY:

1. A copy of thefNAME OF AGENT$BODYWORN DIGITAL RECORDING DEVICE [BODY WORN CAMERA (BWC)
Lidzo £t A OY

th[L/, !'!'b5 twh/ 95! w9{é¢ @gAff oS F@LAflofS G2 GKS
i. posted on the homepage dNAME OF AGENCW¥¢bsite;
ii. distributed, upon a publidnformation request, according to existing law.

2. Itis the responsibility of the BW@BDMINISTRATORr the BWC Unit Coordinator if no BWEADMINISTRATOR

appointed] to ensure that current S NRA A2y 2F (KA & | ISy Oe[RAME OF AGENEVEDsI®.E A &

VigC POLICY REVIEW:

Theal NEf FyR t2f A0S CONIZARAENGI / /I 2NSYdHaoRIyA G nérecommenation):
NOSPECIFIRECOMMENDATIONS

PS 88511reference:a @ golicy for the issuance and use afbodyworn camera by a law enforcement officer addresses:
(17) anyadditional issues determined to be relevant in the implementation and use of beagrn
OF YSNI & oé f-g SYF2NOSYSyid 2FFAOSNE DE

COMMENTARY
While there isno specific recommendation fromthAd Hod 2 YYA & &dA 2y F2NJ Ay Of dzZRAy 3 t h|

and procedure agencies should consider includj this section to ensure that the operation and administration of their BW
programs remain current.
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REFERENCE MATERIAL

oBodyworn camera technology is new and evolving addition, thepolicy issues associated with bodyorn cameras are
just recently being fully considered and understoof\gencies must continue to examine whether their policies and protoc{
take into account new technologies, are in compliance with new laws, and reflect the mostougate research and best
practices.Evaluatons will also help agencies determine whether their policies and practices are effective and appropriat{
1 KSANI RSLIMNI YSYy (G aodé

Even as police departments are increasingly adopting weatyn camerasimany questions about this technology have yet to
be answered. 75

a! 38y OASa akKz2dzZ R 02y R dzO GwotdSaxikra polici€s ahdpBtacSl&Evaluagons skiokldbe besedl &
a set standard of criteria, such as the following:

NEO2NRAY3I LRfAOASAT

RFEGEFE adG2N}3Sy NB(OSyiliAz2yY FYR RAAOf2adaNBE LRt AOASAT
GNIF AyAy3a LINBANI YAT
O2YYdzyAie FTSSRol O1T
2FFTAOSNI wdzaSNB FSSRol O
AYGSNYyLFt FdzRRAG NBGASS R
M O02dzNIi RSOA&A2YyaTSs

oM f S8 84K GBI SaT6 ¢

T
AdaO208SNRSAT

x

gdoddddd

€ &

[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

VI¢ C.POLICY REVIEW:

1. Because bodyorn camera technology is new and evolving [R&AME OF AGENCMAy find it necessary to revise its

SEA&GAYIh Wb hs5LDL ¢! [ w9/ hw5LbD 59+L/9 &.h5, 2hwb /! a9w!

i. technological/operational/administrative changes;
ii. statutory changes; or
iii. relevant court decisions

6KAOK YIe FF¥FF¥FSOU GKS I 38y O\BKREOF.AGENOMINGiSeNS BIVE pdlidy SridBS F 2 NB =

procedure, consistent with existing law, whenever it is determined to be necessary.

2. It will be the responsibility of the BWEDMINISTRATRor the BWC Unit Coordinator if no BWADMINISTRATORAS
been appointed] to notify theHead of the agencyas soon as practical, in the event there is any need to change the
38y 0éQa S BVORN RIGIBAL RECORDING DEVICE [BODY WORN CAMERA (BWC) POLICY AND

twh/ 95} wo{Y¢
i. Notification of recommended changes® the existing policy and procedure will be danewriting, citing
the swygested change and the reason forQince authorized by thélead of the agengychanges to the
policy will be published and disseminated to agency personaelper existing policy and procedure;

3. Notwithstanding any need to makehanges to the BWC policy and procedure, the BAMINISTRATCshall
review the existing BWC policy and procedusenually[in [month] of each calendar year] in keeping with existing
agency policy and procedure and ensure that the BWC pddiegt procedure is current.

4. The BW@DMINISTRATOR2 NJ . 2/ | yAlQ [/ 22NRAYI{2NB @gAtf SyadnNB
updated as soon as practical.
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VIl. BWC EQUIPMENT:

Thea NBEf YR t 2t A0S ¢aNI2ARENYT / /I 2SS \NAdHacRAnyRiEdnérecommeration]:
G. CONFIDENTIALITY
MO aodd2yte .2/ SldALIYSYd | LILINB@GSR o6& | 3Syde LRk
COMMENTARY

As can be seen from the preceding pages of thigumentd 4 KS RS OA & A 2 y oz cdmeéragfsiBiidnytibe
Sy i SNBR A ¥Bitere fird &8vkdé fadgedaf considerations that merit study and discussion before a BWC prograf
be implemented. These include, but are not limited to:

MRSGSNY¥AYAYTI 6KSY FyR K2g G2 Sy3alr3asS O02yvyyvydzAaide YSyo

M LINBASNBAYy3a (K2aS AyTF2N¥It LI2AAGAGS NBfIdA2yaKALA
community;

bthe challenge and expense of purchasing a beslgrn camera system that allows the agency to effectively and
efficiently reach its goal of demonstrating transparency and accountability during its interactions with the public;

M RSGSt2LAYy3I LREAOASA | YR LINE OSRJIZNSENINAK | NIR NESE LI5S0 G LIN
GKFG GKS | 3SyodeqQa . 2-userkibRcmihose adilvitiedzhalBeiit reecFding ;0 S NJ

M ARSYyiGAFeAyd 6KSy 2FFAOSNER gAft 0SS NBIldZANBR G2 | Of
has access to the footage, who owns the recorded data, and how to handle internal and external requests for
disclosure;

M LINEGARAY3I GNIFAYAYy3A G2 3ASyode LISNE2YYySt Ay K2g (2

M aStSOGAYy3a YR GNFXYAYyAYy3I a0 FF (2 FRYAYAAGSNI I yR 2
downloaded, securely stored and available for downloading when appropriate;

M RSGSNYAYAY3I | LIINBLNRIFIGS gl ea GKIG SGARSYGAF NB NB

Onceant 38y 02 Qa4 OKAST SESOdziACGD RFFADBNAK Baad 2Sdzy RENB G4 ¥V
work to select a bodyworn camera system can begin.
Agencies should consider thatthatever BWC system is selected for ugey include a description in its policy and procedu

to ensure that d agency personnel, as well as members of the community, know what type of BWC is authorized by
agency for use by its members.

REFERENCE MATERIAL

BACKGROUNBFINANCIAL CONSIDERATIONS:

G C2 NJ &2 Y Sosts mékg itchafieidging to implementlzody-worn camera program...they come ateonsiderable

financial cost. In addition to the initial purchasing cost, agencies must devote funding and staffing resources towardgsto
recorded data, managing videos, disclosing copies of videos to the pytmayiding training to officers, and administering thj
program" 79

oMany police agencies have foundigteful to conduct a cosbenefit analysiswvhen exploring whether to implement body
worn cameras. For examplagencies can conduct an audit of thellagns, judgments, and settlements related to litigation
and complaints against officers to determine what costs they may already be incurring. The costs associated with depld
body-worn cameras may be offset by reductions in litigation costsidagences should carefully assess their ongoing legal
expenses to determine how they could be reduced through the use of bédg Ny O BE NI a ¢ ¢

Gt NAOSa @I NE RSLISYRAYy3I 2y Tl OiG2NE & dzO Kgehdes mudrynéké thidtil | { A
purchase up front, andometimes they purchase cameras as part of a contract with the manufacturer for related services
ddzOK a RFEGEF adG2NI 3S8lFyR GSOKYAOlIt Faaradl yoSoe
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considerable ongoing financial and staffing commitmentdany agencies appoint at least one fttilme officer to manage the|
camera program. gencies must provide ongoing training programs, ensure that cameras

are properly maintained, fix technical problems, and address any issues of officer noncompli@ace.

G¢KS O2ad 2F RIGF ad2N}3S gAftt RSLISYR 2y K2g¢ Ylyeée OAH
stored. If the videos are stored on an online cloud database, the costs typically go toward paying

a third-party vendor to manage thelata and to provide other services, such as technical assistance and forensic auditing
videos are stored on an Hhouse server, agencies must often purchase additional computer equipment and spend mone
technical staff and systems to ensure the dat | NB 3% OdzNB d ¢

BACKGROUNDECHNOLOGICAL CONSIDERATIONS:

GXGKS oA33aSald OKFffSyasS aAa y2i RSOARAY FindingtBelrighSmidofi 2 | H
technologies for a given jurisdiction based on its crime problefuding levels, and other factorg=inding the best mix of
technologies, however, must begin with a thorough understanding of each type of technoldgly.

0A major issue with the use of BWCs is a lack of technicaldaads and operational standards for protocols and procedure]
Without such standards in place, law enforcement practitioners lack adequate information to select the proper system t
YSSGa GKSANIEEI dzA NBYSy i aodé

G2 KAt S duih&olBbody M&n carara systems in the marketplace today, it is important to recognize
that most of them are not specifically designed for law enforcement use, and may not be-seéted to collect evidence or
readily usable by officers in the field due to physical dimensiod I OO0S&a&aAoAf@&ies | yR dzal GJ

G¢KSNB IINB YIye ALISOATAOFGAZ2Y A aadzS dThesgembayiraniemsSaNd trad®s
will be dependent on the intended use, budget, unit cost, interoperability, operating enveahratc.A single set of BWC
technical requirements does not exisut is of interest to a wide range of law enforcement agencigpical specifications to
consider include:
battery life ¢ minimuiy of 3 hours of continuous recording petiftharge;
video quality/resolutibn - minimum of 640 x 480 pixels;
frame rate¢ 25 frames per second;
recording [duration] Mmits;
night/low light recoréilng capabilities; low lux rating orR illuminator for low light recording;
camera focal width(eed wide pointof-view, or POV);
Mon camera recording storage capacityminimum of 3 hours of recording;
audio recording; b
cameraplacement;
radio integration capability;
Mcamera and component warrantg minimum 1 year;
w Meamera durability;
« Mymplicity of system operatiohy 87

oUnits can be mounted in several areas to include around g or head, on a helmet or hat, on the lapel, pocket, badge {
in many other placesMounting is a serious item to consider as lapel/chest mounted cameras are always {f@cing units,
whereas headmounted units have a view of exactly what the officerdsS S A §83 ® ¢

G{aGFyRFNR OFYSNIa IINB fA1Ste G2 KIFEFS AYIF3AS ljdzZ £t AG& Aey
high-end cameras due to technical compromises to manage costs. There can also be quality issues with stability. For e
when an officer is running or fighting, the video may be shaky and the camera may not be secure; this again links back
placement of the camera on the officer being extremely important... Many vendor websites host sample capture video f
systems forpotenk | f dza SNE89G 2 & YLX S ¢
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a X2y S nbdt sighificEnt administrative costs at least in terms of staff resourcasinvolves the process of reviewing
and categorizing videosAlthough theexact process varies depending on the camera system, offioeust typically label, or
air3zé GARS2a Il-avideStidy. Rilghiialy videBs a2 Nithygr Zafegorized according to the type of inciden|
captured in the footagge.g., homicide, robbery, or traffic citation). Thagging process is criticébr determining how a
video will be used and how long it will be retained0

GXREGE ad2Nr 38 A& (GKS Y@2aKNy SALBFHIOUSNE ANISOGE 2F | 62RY

& X G K S NB significBnt ddrhidistrative costs involved with responding to requests frane public or the news media for
body-worn camera videosWhen an agency receives a disclosure request, often under the Freedom of Information Act,
or otherdepartment personnel must spend time reviewing videos to find the relevant footage, detirimg whether an
exception to the presumption of disclosure applies, identifying portions that by law must be redacted, and performing th
redaction process.92

G!' tGK2dzZa3K AG A& AYLRNII G2 1SSLI @A RS2 zarecddydian éngodnted K
1SSLIAY3 (KSAS OARS2a AYRSTAYALUS iSéme agentzesRnageded Nagide Sdaivist adgpti]

body-6 2 Ny O YSNI & Rdz§ G2 GKS SE®NI 2NRAYI NE O2aia 2F RIG

G!'a GKS Lldzot A O owiihieebstency & palice Bodydii darkera programs, it is reasonable to expect thq
members of the public and the news media will increasingly want to obtain video recordinggpulictrecords requests will
add to the workload of managing a cametaINE I N34 Y d ¢

[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

Vil¢A. AUTHORIZED BWC SYSTEM EQUIPMENT:

1. Based on research [and field testing, if applicable][(k@ ENCY NAMMERs determined that theMANUFACTURER NAME
OF BODYVORN CAMER/Adescribed below, is the most appropriate bedwrn camera for use by the agency:

i. the values considered in making this decision includSABILITY, CAPABILITY, DEPLOYABILITY,
MAINTAINABILITY, DURABILITY AND AFFORDARBMidM Yary greatly depending on the manufacturer of the
BWC deviceomponent equipment95

MANUFACTURER NAME/MODELNAME OF BGODRN CAMERA

Dimensions:
Weight: __ ounces; Size:
Battery Life:
Fully Charged: ____hours; Recording Battery Life: ____hours; Standby Battery Life: ___ hours;
Charging Time: _____ hours;
Low Battery Indicator;
Max Video Resolution: pixels;
Recording Speed: frames per second;
Preevent Recording: ___ # of seconds;
Cameral Focal Width: __ wide width or POV;
Horizontal Field of View: ___ degrees of view;
Lowlight/Night Recording Capability: _ low lux rating and/or IR illuminator for recordindow light;

Storage capacity: gb;
Video Recording Indicator;
Time/Date Stamp: embedded/metadatzB6
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BWC EQUIPMENT OPTIONS

If a particular bodyworn camera comes equipped with OPTIONS they should be listed in the description of the BV
Examplesof some available options dependent on the BWC manufacturer are:

3 Preevent buffering;

3 Event Marking;

3 Video safeguards;

3 Audio Mute Capability

3 Play back screen;

3 Radio integration capability [police radio interface];
3 GPS;

3 Still Photo Mode; etc.

VII¢B. OFFICIAL USE RESTRICTION:

Thea I NEE YR t 21 A0S CONI2ARBNGI / /I 2NSNAdHacR ARG érecommeration]:
G. CONFIDENTIALITY
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COMMENTARY

Because BWC recordings will be the propesfithe law enforcement agency and the circumstances during which recordif
are authorized to be made will be dictated by agency policy and procedagencies should consider prohibiting the use 9
personalrecording equipment when personnel are on duty or engaged in authorized law enforcement actititigsnay
include workingapproved secondary employment or overtime details. If not restricted by agency policy and procedur
agencies may want to considencluding a prohibition against agency personnel recording offig#izen encounters/other
on-duty law enforcement activities usingersonald & Y NI LIK2y Saé¢ 2NJ 20 KSNJ aA YAt NJ
recording.

REFERENCE MATERIAL

a! 3 S slidaldnat permit personnel to use privatelpwned bodyworn cameras while on duty:

Most of the police executives whom PERF interviewed believeattmting officers to use their own personal cameras
while on duty is problematicPERF agrees with this position. Because the agency would not own the recorded data,
would be little or no protection against the officer tampering with the videos or releasing them to the public or online
addition, chairof-custody issues would likely prevent the video evidence from being admitted as evidence inmbairt.
recommendation applies regardless of whether the agency has deployed badyn cameras. 98
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[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

VII¢B. OFFICIAL USE RESTRICTSON:

1. All agency bodyvorn cameras, equipment and recordings are the property of tAME OF AGENCafid are reserved
for the official use of thefNAME OF AGENELY
i. underno circumstances will a member of the agency use a badyrn camera or equipment to record any
event/situation/incident in which the agency is noofficially involved in or participating iras specified ithis
policy and procedure unless specifically authorized, in writing, byitreed of the agengy

ii. under no circumstanceshall a member of the agency loan or otherwise givNAME OF AGENChGdy-worn
camera or any other BWC equipment toyg non-agency personnel without being specifically authorizéo do so, in
writing, by the Head of the agengy

2. Thewa! b} C!'/ ¢} wowQ{ b!a9 ! b5 . hiStheONLYBODYWORN CAMERAAND YSTEM
AUTHORIZED FOR-ONTY USE BY PERBSIEBL OF THIS AGENCY:
i. NO OTHER BOBWORN CAMERA AND/OR SYSTEM SHALL BE USHDI'MQNOR ANY REASON WITHOUT
THEEXPRESSRDTHORIZATION OF THIEAD OF THE AGENGYh as:
a. as authorized by thélead of the agencyguring apilot study of another BWC recording device;
b. for authorized demonstration purposes by another BWC vendor;

3. Any violation of these restrictions and/or any other prohibitions in this policy and procedure may subject the violator
to the appropriate adninistrative/disciplinary action.
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VIIl. BWCADMINISTRATION and MANAGEMENT

VIli¢ A.BWC ProgranADMINISTRATOR:

Thea | NEf I yR t 2f A0S ¢aNI2AREANE3 / /I 23 Nad&H& R shhigR®nérecommenration]:
NOSPECIFIRECOMMENDATION

PS 88511reference:a @ goticy for the issuance and use of a bedyprn camera by a law enforcement officer addresseq
(17) anyadditional issues determined to be relevant in the implementation and use of beagrn
OF YSNI & oeé tro SY@®2NOSYSyld 2FFAOSNE ¢

COMMENTARY

¢KS 202135 FRYAYAAUNI GAGS O2YLX SEAGE yR t23Aa0A0!If
enforcement agencywill most likelyrequire, at a minimum, that an individual be designated astide. 2 / ¢ t wh [
ADMINISTRATORepending on the size of the department and the number of BWC users the individual designated as
Administrator and Unit Coordinator may be the same person. Hoee in larger agencies, with a number of decentralizeq
body-worn cameras users and satellite locations with BWC equipment, a number of individual BWC Unit Coordinators
need to be designated at these satellite locations to assist the BWC Administrator.

Forpurposesofi KA & & . 2 / RefexdRo@SIRAdENS difities of the BWC Administrator and the BWC Unit Coordinat
will be treated as separate individuals. Agency needs and staffing levels will dictate whether the duties of BWC Adminid
and BWC Unit Coordinator can be combined into one position. lEt@f duties and responsibilities listed in thicumentfor

both the BWC Administrator and the BWC Coordinator are suggestive and/or illustrative; the actual duties and
NBaLR2yaAroArft AGASE gAff RSLWSYR 2y SIOK | 3Sy(

REFERENGRATERIALS

Many agencies appoint at least one fttime officer to manage the camera programL01

G¢ KSNEde-Nk ¥F3IIS 2F AYLRNIFYG AdadzsSa GKFG YFe 68 I20SNYSH
.2/ LRt AORXAYyOt dattingrber oS dminBtgrithd RWCHrogrami
MARSYGATE K2 Aad NBaALRYyaAotS F2NI YFAYGlIAyAy3as OKI NH
102
Agencies should ensure that a thorodelgisticsplan is in place prior to implementatiorl.03

[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

VIII.BWC PROGRAM ADMINISTRATION/MANAGEMENT:

ViligA. BWC PROGRAADMINISTRATOR04

Mm® ¢KS a. 2 /AMNSTRETOSal be designated by thelead of the agencynd shall report to the
Head of the agencyr other Command Official designated by tht¢ead of the agency

2. The BWRDMINISTRATOR authorized to oversee and managd aspects of thgNAME OF AGENCBWC
programandshallhave full access rights to theNAME OF AGENCB\WC program.

3. The BW@DMINISTRATOshall be responsible for the following duties:

A. GENERAL DUTIES
i. acts as custodian of all BWC recordings;
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ii. provides liaison with the BWC camera/equipment vendor on all operational BWC matters:
a.includes the BWC data storage vendor [if separate from camera/equipwendor];
iii. establishes/maintains an inventory of all bedyprn cameras and BWC equipment;
iv. reviews/updates BWC policy and procedures as warranted;
v. ensures that the BWC policy is posted on the agency website;
vi. assigns available bodyorn cameras to agency commands/units as required or to individual members
[if no separate BWC UNIT COORDINATOR is designated];
vii. facilitates BWC maintenance and repairs with BWC vendor/technicians [if no separate BWC UNIT
COORDINATOR is designated];
viii. ensures BWC battery chargers are functioning [if no separate BWC COORDINATOR has been
designated];
iX. maintains liaison with each BWC UNIT COORDINATOR [if applicable];
X. coordinates the development of any agency forms to be used for documenting actions taken in the BWC
program to include but not be limited to:
a. BWC assignment sheet/use log;
b. documentation of malfunctioning/noroperable BWC equipment;
c. request to view a BWC recording;
d. request to delete/edit a BWC recording;
e. request to copy a BWC recording;
xi. troubleshoots BWC problems identified by BWC UNIT COORDINATORS/members/supervisors/command
officials [if no separate BWC UNIT COORDINATOR is designated];
Xxii. replaces BWCs as reqedl; [if no separate BWC UNIT COORDINATOR designated];
xiii. acts as liaison with field supervisors regarding BWC concerns and problems [if no separate BWC UNIT
COORDINATOR is designated];
xiv. provides periodic status reports of BWC progranttad of the agencip include, but not limited to:
a.number of BWC recordings stored;
b. number of BWC recordinggewed/reasons viewed;
c.number of MPIA requests processed and recordings released;
d. number of BWC recordings requested by prosecutor for trial use and/or court requests;
e. dates of/results of BWC system audits;
f. specific BWC vendor/equipment problems and solutions;
g.any BWC security issues; etc.
B.TRAINING:
Xv. coordinates training to agency BWC users/supervisors/command officials:
aSyadNBa Ittt F3Sy0e .2/ GNIAYAy3a LINRBINIYE | NB Oz
specifications/instructions;
b.Syad:aNBa | O2Lk 2F (GKS YI ydzZFl OGdzZNBNDa .-fet!y 2 LISNI
and/or isavailable for review at every location that bodworn cameras and equipment are
available for use;
c.attendsrofO £ t kK2GKSNJ ONARSTAYy3Ia (2 LINPBGARS AYyF2NNIGA2
xvi. coordinates training to ancillary BWC users:
a.investigators;
b. command officials/supetisor;
C. prosecutors;
d. judges;
e. others as determined bldead of the agengy
xvii. coordinates BWC program education to the public including the media:
a.program goals;
b. expectations;
c.opportunities and challenges;
d. public information access/release of recordings;
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xviii. coordinates review of recordings by agency training staff to locate appropriate training footage;

C.AUDIT/INSPECTIONS:
XiX. ensures that periodic, random audits of cdlis-service/other incidents are conducted to ensure that BWC
NEO2NRAYy3a INB 6SAy3a YIRS aqidF33SRZ¢ R2eyf 21 RSR |y
xx. conducts random checks of video/audio recordings for quality assurance;
xxi. audits compliance with existing BWC policy and procedures by each command/unit;
xxii. audits downloaded BWC recordings to ensure that they are doaddd per established procedure;
xxiii. audits downloaded BWC recordings to ensure that they are stored/retained per established procedure;
XXiv. ensures that anyré party vendor that stores BWC footage is CJIS compliant;
xxv. reviews all requests to delete INADVERTENT/UNINTENTIONAL/ACCIDENTAL recordings:
a. determines if the recording should remain in the BWC recording file for the minimum retention
period or longer or be deleted:
b. if the recording should be deleted, makes that recommendation toHkead of the agencfpr final approval;
c.upon final approval of thélead of the agenéPesignee documents the reason and the firgdproved
action in the BWC recording file;
d. notifies, in writing, the BWC user of the final action taken;
D.DISSEMINATION OF RECORDINGS/PUBLIC INFORMATION REQUESTS:
xxvi. coordinf 1 S& 6AGK | 3Sy0eQa tdoft A0 LYTF2NNIGA2Y h PpabhcOSNI
aO2yadzZ 14 sAGK GKS +38ydeqga [S3IIt ' ROAA2NI 6KSy ¥
b. ensures that all public information requests for BWC recosleng@ documented/maintained in file;
xxvii. tracks all requests for, release/sharing/holding of all videos, including but not limited to those from
subpoenasprosecution requests, MPIA requests, and potential criminal and/or civil litigation holds;
xxviii. ensures released BWC recordings are redacted as necessary;
E.STORAGE/RETENTION/DELETION OF RECORDINGS:
xxix. monitors and, if appropriate, 1 1 SI2 NAT Sa @ARS2a G(KIG KIF@3S 0688y Ay
statuslonger than 90 days;
xxx. ensures all videos categbriSR | & aw9¢! Lb95¢ | NB NBGASHSR SOSNEB cr
with the retention policy outlined in Section@H. Retention of BWC Recordings in fhaticy and procedure;
xxxi. ensures that the chain of custody is observed when retaining all evidentiary recordings;
xxxii. ensures norevidentiary BWC recordings are deleted from the recording file as per established procedure;
XXXiv. ensures maintenance in the file of aneditedoriginal version of each stored bodyorn camera recording;05
XXXV. maintains a secure log of all BWC recordings that have been deleted including:
a. date original BWC recording made;
b. date original BWC recording deleted;
c.reason BWC recding was deleted;
xxxvi. monitors videos that are about to reach the end of their retention period;
xxxvi.h 022 NRAY I 0S84 gA0GK GKS | 3SydeqQa SERRPLENIBORREYOSAI i R
Ay GKS 3SydeQa LINBLISNI& yR SPGARSYyOS aeadsSyT
xxxviii. ensures that the agency maintains a secbaekup system for storing BWC recordings;
F.REVIEW OF BWC RECORDINGS:
XXXiX. reviews and approves as per policy all internal requests for reviews of BWC recordings;
xl. coordinates all internal viewings of BWC recordings;
xli. maintains asecurelog of any internally viewed BWC recording/footage to inclutieé
a. date and time BWC recording viewed;
b. person(s) viewing the BWC recording;
c.reason for/purpose of viewing the BWC recording;
d. length of time BWC recording was viewed;
e.whether any copying or editing of the BWC recording occurred including the reasan;
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VIlI¢ B. BWCUNIT COORDINATOR

COMMENTARY

In agencies, in which BW(sers are decentralizedgencies may determine that it is necessarydesignate a BWC UNIT
COORDINATOBr each separate command/unit/facility that will be using BWCs. In certain cases, a unit supervisor ma
designated as the BWC UNCOORDINATCBr that unit; in other casesa command composed of multiple squads or unit

should consider assigning one individual to function as BWC UWDDRDINATOBr the entire command.

[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

VIli¢B. BWGQJNIT COORDINATOR [if applicable)8

1. A BWQINIT COORDINAT@ARI be designated by the Command Official in charge of each unit. While BWC Unit

/I 22NRAYIFG2NR gAftf O2yldAydzS (2 NBLERNI (2 GKSAN dzyAidQa

problems/issues/concerns/matters to the BWBDMINISTRATOR
2. ABWC UNIT COORDINATOR shall be responsible for the follauires:

i. provide assistance and technical support to members who use BWCs in their assigned units;
i. YEFAYGFEAY tAFAAZ2Y ABMINISTRATRRS | 3Sy e qa . 2/
ii. ensure functional bodyvorn cameras and BWC equipment are available to unit members as required:
a.document BWC equipment malfunctions/failures and forward documentation to BWC
ADMINISTRATOR

iv. Syadz2NB | OdzNNByid O02LR 2F GKS .2/ Y| y-di€ teviel;dzZNB ND &
v. facilitate/coordinate with the BWADMINISTRATQiReventive maintenance and repairs to unit BWC
equipment;

2 LIS NI

vi 02y RdzO0G LISNA2RAO AyalLlSoOiAazya (G2 SyadaNB .2/ NBO2NRAYy3IA

vii NBLI2Z NI Fyeé LINPKAOAGSR .2/ NBO2NRAY RABMINISTRATOR . 2/
viii. act as liaison with field supervisors regarding BWC concerns and problems;

ix. review all unit requests to delete INADVERTENT/UNINTENTIONAL/ACCIDENTAL BWC recordings made by unit

members, make a recommendati to the BWQ@DMINISTRATQ#ether to delete or retain the BWC
recording and forward the recommendation to the BWDMINISTRATG®& action;

x. assist Command Official in conducting periodic reviews of recorded video to ensure that the members are
recording mandatory events as outlined in this policy and procedure;

xi. provide BWC status reports to BWVADMINISTRATGR required,;

xii. randomly inspect incident reports to ensure that the use of a badyn camera is included in the report as
required:

dza S ND

ay2iAFe GKS AYRAGARdZ t Qa adzLISNIA&A2NI gKSy adzOK y?2

xiii. complete BWC relatediork tasks assigned by BWAOMINISTRATQ@®en required,;
xiv. maintain copies of alinit reports and documentation pertaining to its participation in the BWC program;
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IX.BWC OPERATING PROCEDURES:

IX¢A. GENERAL FIRBINESUPERVISGHESPONSIBILITIES:

Thea NBEf YR t 2t A0S ¢aNI2ARENYT / /I 2SS \NAdHacRAnyhiEdnérecommeration]:

O. INCIDENT REPORTS:
Incident reports should note any use of BWC109

E. ENDING A RECORDING
Once recording with a BWC has been initiated, officers shall not end the recording until:
3. ASUPERVIS@R agency policy has authorized that a recording may cease because the officer is no long
engagel in a related enforcement or investigative activity;110

COMMENTARY

Firstline supervisors play a pivotal role in the success of a BWC program. They ensure that eligible personnel are eq
with functioning bodyworn cameras; that BWC equipped personnel record events according to agency policy and procq
that they promptly report any malfunctioning/inoperable/damaged BWC equipment; that they document recordings in]
F3Sy0eé AYyOARSYy(G NBLRNIAT GKIFIG GKS& aidl 3é¢kOFGS32NRT S
evidentiary recordings via chaiof custody protocol; that they appropriately download recordings; and that they recharg
body-worn cameras.

As with previous sections of this . 2 / t NPR&&éndaBLEdés the duties listed in this section are suggestive and
illustrative onlyandma& 638 OKIy3ISR (2 I 002YY2RIFGS +y I 3Sy({

REFERENCE MATERIAL

2NARGGSY LREAOASE aK2dZ R Of SFNI @& RSaAaONAROGS (GKS OANDdzy-ad
worn camera footagePERF recommends that supésors be authorized to review footage in the following circumstances:
M $KSy | & dzLISimdstgatea\ebmplist Ryainstiad officer or a specific incident in which the officer wa
involved;
M 6KSYy | reddstiSideify dideos for training purposes and for instructional use;
M & Koffigers are still in a probationary period or are with a field training officer;
M & Koffigers have had a pattern of allegations of abusemisconduct;
M 6KSy 2FFAOSNA KI @S | ANBSR (G2 | Y2NBE AydSyaragsS NB(
M & K Sofficdr lyas been identified through an early intervention systentt11

[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX.BWC OPERATING PROCEDURES:
IX¢A. GENERAL FIRSWNESUPERVISOR RESPONSIBILITIES:

1. The firstline supervisor of a member who is assigned to wear a BWC shall:
i. inspect the bodyvorn camera prior to issuing it to his/her personnel to ensure that data recorded
RdzZNAY 3 | LINBS@A2dza aKAFO KFLa 6SSy R2syf2l RSR
a.in the event recording(s) from a previous shift have not been appropriately downloaded the

U2

supervisor shall document the particular facts including the BWC serial number and the name

of the officer previously assigned the BWC and forward the report to the BWC UNIT
COORDINATOR for appropriate action;

b. ensure that theBWC is not deployed until the previous footage is downloaded as appropriate;
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Vi.

vil.

issue a bodyvorn camera to all eligible personnel under his/her command documenting the BWC

ASNAFE ydzvoSNI 2y GKS 3SyodeqQa .2/ ! {{LDba9b¢ {1 99¢CH

require personnel equipped with a BWC to conduct a {st&ft inspection/function test of the assigned

a. the BWC is fully charged,;

00 GKS .2/ Aa TFdzyOGAz2yAy3d | O02NRAYy3I (G2 GKS YI ydzF

c. sufficient recording media is available on the BWC;
ensure personnleequipped with a BWC sign the BWC ASSIGNMENT SHEET/USE LOG after completing
the BWC inspection and function test:
after testing any reported inoperable/malfunctioning BWC or component, document the
malfunction/inoperability and forward that report to the BWC UNIT COORDINATOR,;
ensure officers equipped with BWC devices use them in accordance with agency policy and procedures;
authorize a BWC uséo stop or interrupt recording when the BWC user requests to do so as permitted
in SectionIX¢ B¢ 4 ¢f. CONTINUOUS BWC RECORDING OF AN EVENT of this policy and procedure;

GAAAD® Sy&adNB GKFG Ftf NBO2NRAy3Ia (G2 0S8 R26yt 21 RSR

downloading;
ix. ensure that all incident/offense reports contain the proper notation if a BWC recording masle;
x. thoroughly review those events/incidents/encounters during which a BWC recordingM@3made
and ensure that the reason for the failure to record is in keeping with agency policy and procedure and
make recommendations for remedial training, disciplinary or administrative action as appropriate
xi. immediately impound and secure a bodyorn camera that captures any recording of an
event/incident/encounter that involves a:
a. line-of-duty officer death or serious injury;
b. officer-involved shooting/use of deadly force/other use of force;
c. incustody death/suspect injury/suspect complaint of injury;
d. allegation of officer criminal conduct;
e. officer involvel traffic pursuit/traffic accident;
f. complaint from the public of officer misconduct/inappropriate behavior or action;
g. a recording that a supervisor believes may provide inculpatory/exculpatory
evidence/information for an investigation into the behavior/conduct of a member of the
agency;
Eo F22GF38 FTNBY .2/ &8 AYLRdAdzyRSR F2NJ 2yS 2F (KS |
supervisor as EVIDENTIARY pending review by the appropriate command official and/or investigation;
xi. thoroughly review BWC recordings of officers under their command in the following situations:

a. when an allegation/comfaint of inappropriate behavior/misconduct/violation of policy
and/or procedure is made against a member of the agency during an
event/incident/encounter that may have beenecorded by a BWC:

N

02

aA® Lye adoaSljdSyd Ay@oSaidAadarirzy GKFG adsdya

behavior shall be conducted in accordance with established internal investigation
LR2tAOe YR GKS [l g 9y TFT2NDOSYSyid hFFTFAOSNAQ
PS § 3101-109];
b. when any use of force is reported by Bir an officer or member of the public;
b-i. such review of a BWC recording is only one step in a supervisory
review/investigation into the use of force by a member of this agency; it shait n

.2/ T OO2NRAY3I G2 GKS Yl ydzZFlI OGdzZNBNIelE aLISOATAOF A2y acx

.

. A

O2YLINRAS | &dzZJISNIBAa2NRaE O2YLIX SGS Ay@Saidaal i

this agency:
b-ii. all use of force investig@gons will be conducted according to established agency
policy and procedure;
c. to debrief/critique a particular event/incident/encounter with personnel;
d. to evaluate the performance of grobationary officer either during a period of field training
or prior to release from a probationary status;
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e. to observe an officer who has a pattern of allegations of misconduct or poor performance;
f. to obtain recordings for training/instructional purposes;
g. at the direction of an agency command official;
Ko y20KAYy3 Ay (GKAa aSO00GA2y LINBOft dzZRS& | & dzZISNIIA &2
any otherofficial agency business;
xii. ensure that all evidentiary recordings are submitted to evidence storage using as per agency chain of
custody protocols;
xiii. ensure officersequipped with BWCs turn them in prior to the end of their shift and store the BWCs in
designated recharging stations in their unit;
xiv. review and either approve/disapprove a request fromBAWC user to review a BWC recording as
permitted in this policy and procedure;
Egd il 3¢ YR R2gyf 2+ R lwdrdcamerahas beeBt@k@im yBMCaser AT | 02
because of a use of force incident, citizen complaint, injury to an officer or arrestee, or other
circumstance as outlined in this policy and procedure;

SUPERVISOR TO WEAR BWC

As per its BWC program, an agency may determine that itsdirgt supervisors will/will not normally/routinely wear a
body-worn camera when orduty. For instance, by policy an agency may determine that a supervisor will only wear ¢
BWC when supervisingspecifictype of operation, e.g. execution of a search and seizure warrant/arrest
warrant/special tactical operation or it may decide that a firdine supervisor who has regular contact with the public w
regularly wear a BWC when on duty.

If an agency determines that a firdine supervisor will routinely wear a BWC while drdzii @ G KS | 3Sy Qe
procedureclearlyindicateif there areBWC user procedurethat do notapply to a supervisosuch as:
M AT | YR ¢ KS gquited ta atzhdSeNig/hed BAhdndespedding to a call for service efc.
M Ay 6KIG araddza drazya | SadiSeNds/hel BWO sith & witgd @unsehing &hoiBcé
discussing personnel issues, discussing diietactical operations/strategies that may have an impact the safety «
officers or the public; etc.;

™M 6KIG .2/ NBO2NRAy3Ia aKz2dAZ R 6S adlF3I3aISRE YR R2aY
M Fyé 2i§KSN 3 dglipBridoriuge®BBWELISOATA O (2
IX¢ B.BWC USER RESPONSIBILITIES
COMMENTARY
cPg10¢nnu 6 OO0 oO6mMmMUO O6LLUO wm I dzi K2 Murifdndor dromindntly dishiyingiNgSS 2 Sry]

badge or other insignia G 2 & A y i SomdinSriidétiontwith adbdddwérn digital recording device or an electronic
O2y iNRf RSOAOS OFLIofS 2F NBO2NRAYy3I @GARS2

As a best practice &w enforcement agencynay want to consideclearly identifying those agency personnel who are
required to wear and use BWCs or who may wear BWCs under law eligible circumstances. In most agencies operat
LISNB2YYy St gK2 NB Ay@2t @SR Ay AGKAIK Lzt A O O2 Grdihadlyibe
equipped with BWCs.

REFERENCE MATERIAL

The decision about which officers should wear bedy2 Ny OF YSNI & gAf f SLISYR 2y |y
enforcement needs, and other factors:
Msome agencies find it useful to begin degyiment with units that have the most frequent contacts with

the public (e.g., traffic or patrol officers)112
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& @hding for acquiring bodyorn cameras is not limitless. @gercies will have to establish policy for whiabfficers are to

wear them. Uniformed field officers are usually the first priority. But many agencies may also want to provide detectiv

[plainclothes officers]and internal affairs imestigatorswith cameras [under certairtircumstances].which offices get the
OF YSNI & aK2dzZ R 0SS o6l aSR 2y¥i13SI OK | 3Sydeuys

Additionally, personnel who operate in plainclothes, such as narcotic enforcement officers or detectivimsawho
0S02YS AYyOD2MNIBERE AYlF QKAQAIKE &Aldzr GA2y & &dzOK & &SNIAY 3
entries, etc.may be required by the agency to wear and use BWCs on those occasions during which the agency deter:l
that a digital recording may be beneficial for prosecution purposes or to forestall and/or resolve allegations of inapprop
O2yRdzOl® Ly & YdzOK | & LISNaR2YyYySt K2 LI NGAOALI GS Ay
designatesthem as law enforcement officers or they prominently display a badge or law enforcement insignia for offic
safety purposeshey, thus, become law eligible to wear a BWC during these activities.

Officers who are not otherwise assigned bodyorn camerasmay be required to wear one in certaiaircumstancessuch as
the following:
M 6KSYy LI NIAOALI GAYy3I Ay | OSNILFAM GeLsS 2F | OGATAGY

Before determining agency policy regarding BWC use by-dayff A F 2 N¥ SR LIS NE 2 y y SNR &R deNAFyCHI A
SESOdziA@S&a YlLé& glyid (G2 SELX2NB gKSGKSNI GKS dzas 2F . 2
intelligence/information from individuals who may be on the scene during those activities/incidemscommendations
submitted by the Commission Regarding the Implementation and Use of Beolyn Cameras By Law Enforcement Officer|
aiFadSY ahyOS NB OdeeRinijaad, dficaisfshall not.eAd/the fedoring until (1) the event or encounter

Fdz £ & O290f dzZRSRX

Those plainclothes personnel who may be required to wear a BWC and record the event/activity that they are involved
requiredto followtK S  3Sy 0eQa .2/ 2LISNIdAy3 LINRG202ta asSid 2

IX¢ B.BWC USER RESPONSIBILITIES

IX¢B¢1l. PREDEPLOYMENT/USE TEST

Theal NEf YR t 2f A0S CoaNI2ZARENYI / /I 2NSNAdHaoRsnyR gD érecommenation]:
A. TESTING

Prior to beginning each shift, the assigned agency member shall perform a function test of the BWC
AY FO0O2NRFEYOS gAlGK GKS YIydzZFl Ol dzNBBIRE NBO2YYSyYyRLEGA

PS83c511reference: & @ goticy for the issuance and use of a bedyrn camera by a law enforcement officer addresses;
(1) the testing of bodys 2 NI/ O YSNI & G2 SyadzNB17l RSljdz2 468 T

COMMENTARY

Because of the expense involved in purchasing BWCs and their component equipment many ageagiest be able to
afford enough cameras to assign one BWC camera to eachdégible agency individual in the agency. Most agencies wi
choose to rotate/floatthe use of BWCs through eduty, law-eligible personnel. This type of BWC deployment protocol plaj
increased importance on prdeployment testingof the devices
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[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢ B.BWC USER RESPONSIBILITIES:

IX¢B¢1l. PREDEPLOYMENT/USE TESTING

1. PRIOR TO DEPLOYIGhis/her tour of duty/shift/assignment each BWC USER shall:
LAyaLlsSoa yR GSaid
as taught by the agency in its preperation trainingto include ensuring that the assigned BWC:

a. has aFUL lbattery charge;

b. doesNOTCONTAIN any recordings from a previous shift:
c. has a recording medium with a full capacity;
d. hasNO VISIBL&amage;

e.isSOPERATIONAL AND PROPERLY FUNCTIONING;

ii. report any inoperable or malfunctioning BWC or BWC that fails to passgeployment inspection and
testingimmediately2 NJ + & a22y | a Ll2aaiofs$s

a.under no circumstances is an inoperable/malfunctioning BWC or one that does not pass

pre-deployment inspection and testing to be deployed and used without the problem beiongected,;

AAAD O2 Y LY SEWC ASHGNMENT SHEES/QSE LOG;

IX¢B-2. INOPERABLE/MALFUNCTIONING/LOST BWCs:

KAAKKSNI F8aA3ySR .2/ Ay | O02NR

Thea | NEf I yR t 2f A0S ¢ANI2AREANEA / /I 2N NadH& R sEhyhigR®nérecommenration]:

B. MALFUNCTIONS

Upon discovering a BWC malfunction, agency members shall promptly report the malfunctiongopervisor or
other appropriate authority in accordance with agency policy regarding malfunction$18

PS 88511reference:a @ golicyfor the issuance and use of a bodyorn camera by a law enforcement officer addresses:
(2) the procedure for the law enforcement officer to follow if the camera fails to properly operate
GKS 0S3aAYyyAy3a 2F 2NJ RdNAy 3 MAKS t+ ¢ SyFz2ND

COMMENTARY

Like other law enforcement equipment, BWCs are not indestructible. BWCs can be damaged during the course of vari
enforcement activities such as when a BWC falls framser during a foot pursuit, becomes dislodged from a user during
struggle with a suspect or gets struck by flying debris or a thrown object. It may also be inadvertently lost during a f
pursuit, search of a crime scene or other search scene, &ewlise, a BWC may become inoperable or may malfunction

because of a technological failure or malfunction.

Notwithstanding the cause of the inoperability or malfunction of the BWC the user is responsible for notifying his/her f
line supervisor as sooas possible after the loss, damage or malfunction is noticed.
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[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢ B-2. INOPERABLE/MALEUNCTIONING/LOST BWCs:

1. Each member who is assignealwear and use a BWC shall:
i. be responsible for the use and physical condition of the BWC assigned to his/her use;
ii. immediately/as soon as possible report any lost, damaged, malfunctioning, inoperable BWC to

his/her supervisor:
a. if required by the supervisor, document the circumstances which led to the loss or
inoperability/malfunction the BWC;

2. BWC loss, damage or misuse so as to cause inoperability or malfunetinrbe subject to discipline.

IX¢ B¢ 3. PROPER WEARING OF BWC

Thea | NBEf I yR t 2f A0S ¢ANI2AREBANY3 / /I 2 \NEd&HacERsnyRigR®nérecommenation]:
NO SPECIFIC RECOMMENDATION

COMMENTARY

BWCs are designed to be headbunted orto beworn at various locations on the body, depending on the model.
How the BWC is to be attached to the user should be considered when deciding which BWC to purchase as its placer
the user may limit or enhance its effectiveness.

Policies should sgcify the location on the body on which cameras should be worn:
I agtors to consider when determining camera placement include field of vision, comfort, functionality,

ease of use, and the type of camera system uset20
at 2 exeddtbes have provided feedback regarding their experiences with different camera placements:
MChest:! OO2NRAY 3 (2 G(KS NBadZ & 2F t9wCQa adNWBSex GKS ]

MHead/sunglassesThis is avery popular location because ti2l Y SN} &G & SS& 4 K IThe dawkside,2 F F
however, is that an officer cannot always wear sunglasses. Some officers have also reported tha
headband cameras are uncomfortably tight, and some expressed concern about the potential of i
when wearing a camera so close to the eye area;

MShoulder/collar:Although some officerkke the perspective that this placement offerspthers have found
the camera can too easily be blocked when officers raise their ar@se agency, for
SEFYLX ST f2alG OlfddofS F22aGF38 2F Ly | OGABS
knocked the camera from his shoulder;

MShooting sideSome agencies specify that officers should wear camerashengun/shooting side of thebody, which
GKSe 0StASGS I TF2NRa | Ot SINBNIMASG 2F S@Syi

¢2 YFEAYATS 2LSNIoAftAGeE | .2/ &aK2dzZ R 0S5 ganNytondif/ehddga
the place where an officer should wear a particular BWC may significantly limit its benefits. It is suggested that ageimy
FYR LINROSRdAzZNBE NXBIjdzA NB LISNE2YYy St G2 6SIFN GKS . 2ationd. OQ

Gt 2f AOASa aK2dzAZ R alLISOATe GKS 20 GA mém@syapgﬁo&rﬁte@me?aaola@ryfe]
will depend on several factors, such as the type of camera system Aigedcies should test various camera locations to se

gKIG ¢2N]la F2NJ GKSANI 2FFAOSNRE Ay (GSNy¥Ya 2B2FASER 2F 0N
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Regarding the use of BWCs @actical/SWATY SY 6 SN A& LISNE2y > aSOSNIf ljdzSaidrzy:

MmLa GKS 62Ré 62Ny OF YSNIY ae&aidsSy adzOK GKFEG AG OFry o8
difficult is the mounting process?
MWhat is the best position for the camerdielmet mount, weapon mount, chest mount, eylass mount?123

Mounting considerations are important for the effective usage of the camera system. Insecure mounting leads to lost oy
damaged systems, as well as video angles that are unhelat. example, if a camera system is mounted improperty/tae
field of view is the ground or ceiling, there is significant decline in usefuln&ss.

[SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢ B¢ 3. PROPER WEARING OF BWC:

Mo .2/ dzASNBR &Kl ff 6SI N GKS 38SydeqQa .2/ a NBO2YYS
I 3 Sy O gopefiationIBMEC training.

IX¢Bg4. RECORDING PROCEDURES:

Thea | NEf I YR t 2f A0S ¢aNI2ARENY3 / /I 23S \Nad&H& B HnwhiSB®nérecommenation]:

C. MANDATORY ACTIVATION

Subject to paragraph three of this recommendation below, officers shall begin recording with their BWCs in the b
circumstances unless doing so would be unsafe, impossible, or impractical. If officers are unable to begin record|
with the BWC due to circumstances making it unsafe, impossible, or impractical to do so, officers shall begin rec
with the BWC at the first reasonable opportunity to do so.

1. At the initiation of a call for service or other activity that is investigative or enforcement in nature, or an
encounter between the officer and a member of the public thist investigative or enforcement in nature; and

2. Any encounter that becomes confrontational after the initial contact.

3. When victims, witnesses or other individuals wish to make a statement or share informatiorn refuse to do
so while being recorded, or request that the camera be turned off, officers may turn off the BWC in order tq
obtain the statement or information. If the encounter begins when the BWQ\& actively recording, the law
enforcement officer may, but is not required to, temporarily activate the BWC for the sole purpose of
R20dzySyiAy3d GKS LISNER2¥2638 NBTFdalf G2 06S NBO2NRSR

PS §38511reference a & golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses]
(3) when recording is mandatory; 126

COMMENTARY

executives who are crafting agency policy but alsfficers who will use bodyvorn cameras and whose actions may be
recorded by their pees, community groups who may be working together with officers to safeguard their neighborhood
OAGAt NRIKGaA |OGAGAaGa K2 NB g2NyAy3 G2 LINBGSOG A
question, and it is critical the[agency] policy address such concerns as when do officers turn the cameras on? It's
relatively easy call to require officers to activate their bodyorn cameras when responding to a radio call, when making
traffic or pedestrian stop, or when becomgninvolved in a tactical situation. Other policy calls are trickier and require mao|
thought. For example, what should officers do with their cameras when interviewing victims of sexual assault? Victim

Determining when to record encounters between officers and the public is a major issue facing not only law enforcer]
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child abuse? Victims of domestic violencB8Rould they record when inside a person's home or office or other places th
would normally not be public, but where arrests, officeitizen confrontations and uses of force sometimes occur? In or
F2NJ Ly F3S8SyOeQa .2/ LINE Ithdphvady Bghtddbevéybrie Siiived dé& detisipiRto ndddrad o
G2 NBO2NR Aa 2yS GKFG NBldANBa O2yaAiARSNIOGES (GK2dAKIG
concerns about being recorded by law enforcement officers.

REFERNECE MATERIALS

t 2t A0ASa NBIdANAYI 2FFAOSNE (2 NBO2NR SOSNE SyoO2dzyiSN
rights and damage important policeommunity relationships127 The more common approach is to require officers to
activate their cameras when responding to calls for service and during law enforcemelated encounters and activities,
such as traffic stops, arrests, searches, interrogations, and purstitsnanyca S&5 GKS RSLI NI YSy i Q
what constitutes a law enforcememelated encounter or activity, and some policies also provide a specific list of which
activities are included.

Many policies generally indicate that when in doubt, officessould record. 128

Most policies also give officers the discretion twt record when doing so would be unsafe, impossible, or impractieaid]
most require officers to articulate in writing their reasons for not activating the camera or to say on aamehy they are
turning the camera off. 129

Recommendations from the Police Executive Research Forum include:

MGENERAL POLICY
Officers should be required to activate their bodyorn cameras when responding to all calls for service and durif
all law enforcementrelated encounters and activities that occur while the officer is on duty:

y officers have discretion whether to record informal, riamv enforcementrelated interactions with the public;
y officers should have clear guidance about which specific types of activities, events, and encounters they 4
required to record:
IMPLEMENTATION TIP:
D%ome agencies have found it useful to provide a list of specific examples in their policies, such ag
stops, arrests, searches, interrogations or interviews, and pursuits:
I policies should note that these types of lists are not exhaustive;
Drecording policies should be reinforced in training;
Officers should also be required to activate the camera during the coursamyfencounter with the public that
becomes adversarial after the initial contact:
Yy If officers are given discretion to not record informal, Aaw enforcementrelated encounters with the public,
they should nonetheless be instructed to activate their cameras if the encounter becomesadal:
LINE GARSa R20dzySyidl GAaz2y 2F (GKS SyO02dzyiSNJ Ay
YIe KSfL) G2 RSTdzaS GSyasS amldz 6A2ya | yR LINY

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢Bg4. RECORDING PROCEDURES:

IX¢Bg4cA. MANDATORXCTIVATION:

1. BWC users shall ACTIVATE their baalyn cameras when:

i. notified of a calfor-service by dispatch;
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ii. responding to a request for assistance by another law enforcement unit/officer or other first
responder;
iii. initiating a law enforcement response due to a request/summons from a citizen;
iv. observing or otherwise noticing firsthand an incident requiring a law enforcement response;
v. initiating any law enforcement actiity that is INVESTIGATI\fEnature such as:
a. field stop;
b. traffic stop;
c. premise check;
vi. initiating any lawenforcement activity that iSENFORCEMEMThature such as:
a. an arrest;
b. traffic enforcement activity;
c. issuance of a criminal citation;
vii. engaging in any law enforcement encounter with a member of the public that is investigative or
enforcement in nature;
VIA® AYAGAFGAY I | LIzNBRdAG wF220 2N GSKAOE S8 2NJ a¥2ff2
with a mobile video recorder/camera;
ix. any encounter with a member of the public that appears to be becoming or becomes
CONFRONTAONAIafter the initial contact has occurred;
X. acting as a baekp unit during any of the above enumerated encounters.

IX¢Bg4¢b. INABILITY TOMMEDIATELXCTIVATE BWC:

Thea | NBEf I yR t 2f A0S ¢ANI2AREANE3 / /I 25 Nad& & EsnyhigRdnérecommenation]:

C. MANDATORY ACTIVATION

If officers are unable to begin recording with the BWC due to circumstances making it unsafe, impossible, or imprg|
to do so, officers shall begin recording with the BWC at the first reasonable opportunity to do sii81

COMMENTARY

It is recognized that certain situations/circumstances may arise when safety or practical factors preclude officers fro
immediatelyactivating their BWCs such as when an officer on patrol comes upon a medical emergency, serious vehig
accident, crime in progress or other situation that requirgsmediate intervention/response by a BWC user. Under thes

circumstances ihas beerrecommendedas a best practicéhat BWC users activate their boelyorn camera as soon as

practical and note, either on the recording or in an incident report the fact that they delayed activation of the BWC and
reason that they did so.

REFERENCE MRITAL

Gazail LRt AOASE I A D Sotzetordiwbes diing sb Wdbild Bedsdie\Biposshbly, orli 2
imMLINTF OGA Ot XOK26SOSNB Y2ail wl3ISyOASaQ LktAOASas8 NBI dzi N
cameraortosayo®l YSNI K& (KS& | NB BNy Ay3d GKS O YSNI 27FF ¢

GhTFFAOSNE YI & KI LISy inzieiftate action t prévemt idjurydrgndeX B aldl, dektryicHon of
evidence, or escape. In these situations, officers should activate the recorder if doing so does not place them or others
danger. Otherwise they shall activate the camera at the first avai@abpportunity when the immediate threat has been

F RRNFaaSRd ¢KS 2FFAOSNI gAff R20dzYSyid GKS NBFazya ¥3N
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SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢BG4¢b. INABILITY TO IMMEDIATELY ACTIVATE BWC:

1. Exigent circumstances may occur which make it unsafe, impossible or impractical to begin BWC recording at
theoutsetofl . 2/ dzZASNRA NBalLlRyasS (G2 Iy AyOARSyld &dzOK &y
i. when an officer on patrol comes upon/observes a:
a. medical emergency;
b. serious vehicular/pedestrian accident with apparent injuries;
C. acrime in progress;
R® Fye 20KSNJ aAildz ( MMEDIATEerlentiddhdspahs5a 'y 2FFA OSN.
2. When one of the above described or similar situations occurs and a BWC user is unable to immediately
activate his/her BWC, the BWC usshall:
i. activate the BWC and begin to record at the iREASONABIdpportunity to do so;
ii. once the BWC is activated, record the reason why the incident was not immediately activated at the
beginning of the incident andlocumentthat reason in an Incident Report;

IX¢Bg4c¢gc. DISCRETIONABWC ACTIVATION:

Thea | NEf I yR t 2f A0S ¢aNI2AREANEA / /I 25 Nad&H& B Snwhi€R®nérecommenation]:

M. DISCRETIONARY ACTIVATION

When not otherwise prohibited by law or agency policy, officers may begin recording with their BWC in circumstan|
when they determine that doing so would be beneficial thé public interest. 134

C.MANDATORY ACTIVATION

3. When victims, witnesses, or other individuals wish to make a statement or share information, but ref
to do so while being recorded, or request that the camera be turned off, officers may turn off the BW({
order to obtain the statement or information. If the encounter begins when the BWC is not actively
recording,the law enforcement officer may, but is not required to, temporarily activate the BWC for th|
a2t S LzN1J32 &S 2F R20dzySyidAy3a (IRS LISNE2Y Qa NBT(

PS §8511reference:a @ goticy for the issuancand use of a bodyvorn camera by a law enforcement officer addresseq
(5) when recording is discretionary; 136

(6) when recording may require consent of a subject being recordEs;
COMMENTARY

{AlGdzt GA2yas y2G ALISOAFTAOIfte SydzYSNIGSR Ay Ly |3Syo0g
may be beneficial to the public interest. One example of such an incident may occur when an officer engages in a cg
informal conersation with a neighborhood resident who points out some condition in the neighborhood that requireq
corrective action by another governmental unit or another unit within the department. The officer may decide to reco
SAGKSNI 6KS AYRAVIARIZA R QLD Y EgE a0HYaSyide | yRk2NI i KSJ

governmental entity. Likewise, while on patrol an officer may observe conditions that warrant action that he/she is una
take and decides to record the circumstandasorder to correct the problem. In either casgagencies may want to givéhe
BWC user the flexibility and discretion, by way of agency policy, to record the circumstances that he/she believes red
attention for the good of the public.
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REFERENGRATERIAL

When engaged in a casual or informal conversation with a member of the community in which he/she obtains criminal
intelligence/information, an officer equipped with a BWC should have the discretion whether or not to record that
02y @S N& | ficdrenylish weigh theFevidentiary value of recording the statemeniith the reality that some people who
share information may not wantto talk on camerd. ¥ 2 FFAOSNAR Sy O02dzyiSNJ Iy Ay T2NY
recorded, they haveto de&RiS 6 KSGKSNJ 20l AyAy3a G4KS AyTF2NXI Gdﬁkqfscmzﬁeéfj
turn the camera off oposition the camera so that they capture audio but not video. People usually feel more comfortabl
GAGK 2dza G136 KS | dzRA 2 d¢

& 2 K S yermidiwhether to record interviews with witnesses and members of the community who wish to share
information,2 F FAOSNAR aK2dZ R Ffglea O2yaARSNI 620K GKS SOARSYy|
on camera.To better capture edence, PERF recommends that officers record statements made by witnesses and peop
sharing information. Howeveif a person will not talk unless the camera is turned off, officers may decide that obtaining t
information is more important than recordig. PERF recommends allowing officers that discretiBecorded statements
made by crime victims and members of the community can provide valuable evidence for investigations and prosecutiof
Therefore,it is always preferable to capture these statement® camera when possibleMany agencies instruct officers to

keep the camera activated when speaking with witnesses or informants unless the person actively requests otherwise.
Agencies should work with prosecutors to determine how best to weigh the impeetaf having a recorded statement versy
GKS AYLRNIIFIYyOS 2F JIFGKSNAYy3a AYyF2N¥VIBRY 6KSy | gAiGySH

Many policies generally indicate thavhen in doubt, officers should record. 140

COMMENTARY

baGgAGKadGlyRAY3 |y 3SyoOeqa 02 Y XdmnmByhemberencolBi@L tdre ate K
limited number of situations during which BWC recording may be inappropriate. Incidents that involve nudity, partial nu
medical treatment incidents in which infants and/or young children are present but are not involved as victims of a cri

FYRK2NJ GKSANI LINBaSyOS Aa 2F y2 SOARSYGAlI NE @I t dzSmay?2
consider of such a sensitiveature that they may be reluctant to activate or continue to use their BWCs. Agency execulti
after consultation with their Legal Advisomay want to consider adding these encounters to the list of situations in which
officer may use discretion, wt supervisory approval, to begin or continue to record an event. Law enforcement executi
may want to consider providing their BWC users with procedural options, such as obtaining supervisory permission b

suspending/terminating such a recording artbcumenting the circumstances which led to that decision on the bodyn

camera or incident report. While there are advocates of BWC recording who suggest that BWC users, while recordin]
event, be told not to focus on individuals whom they do not b&keshould be videoed, placing such a demand on officen
GKAES KFEYyRftAYy3 gKFEG YFEe 0S8 | a02yFdzaSRé 9§

Agencies may want to considevording their BWC policy and procedure in such a manner that discretionary recording ff
these eventss an optionfor the BWC user

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

IXcBc4cc. DISCRETIONABWC ACTIVATION:

1. BWC users are authorized BYAME OF AGECNBWC policy to:
i. record any incident/event/encounter/circumstance as allowed by law that they believe would be
beneficial to the public interest:
a. BWC recordings made under these circumstancesdibhave to be law enforcement related
but can and should be related to the general health/welfare/safety of the public such as:
a-i. situation which requires referral to another governmental ageyfor action;
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2. If such a BWC recording is made, the officer shall bring this recording to the attention of his/her supervisor at
AY 2NRSNJ G2 RSGSN

iKS SyR 2F KAAKKSNI (2dzNJ 2F RdzieékaKATIQ
reference/action:
Ad GKS .2/ NBO2NRAYy3I akKlftt o6S aGF33ISRZ¢ R2gyf2F RSR |
3. If the BWC HAS BEEN ACTIVATED [IS RECORDING], amaffiearse recording/turn the BWC off:
i. when a victim, witness opther individual wishes to make a statement or share information but

refuses to do so:
a. while being recorded; or
b. requests that the camera be turned off;

ii. the BWC user may, but SOT REQUIRED ,®mporarily continue to record in order to dagment
iKS LISNE2YyQa NBTFdzalf G2 0SS NBO2NRSRT
4. If the BWC HANOTBEEN ACTIVATEDNSTRECORDING] and a victim, witness or other individual wishes to
make a statement or share information but refuses to do so whileifgrecorded orequests that the camera
not be activated;
i. the BWC usemay> GSYLRZNINRE& | QGAgl
refusal to be recorded or request not to be recorded,;
5. A BWC useanay also inform the victim/witness/other individual that he/she will not bevideoedduring

his/her statement but that the audio function of the BWC will continue to capture their statement to ensure

60dzi A& bh¢ w9v! Lw95 ¢h=X

its accuracy, etc.:
i. if the individual still requests that no recording be made or still refuses to give a statement to the

officer, the BWC usemay stop recording;

Xl¢B¢4¢d. PROHIBITEBWC ACTIVATION:

Thea | NBEf I yR t 2f A0S ¢ANI2AREANE3 / /I 25 Nd&H& R snyRigR®nérecommenation]:
D.PROHIBITED ACTIVATION

A law enforcement officer shall noactivate a camera to record:
1. Agency personnel during routine administrative activities; or

2. Nonwork related personal activity. 141

PS 88511reference:a @ golicy forthe issuance and use of a bodyorn camera by a law enforcement officer addresses:

(4) when recording is prohibited; 142
(16) specific protections for individuals when there is an expectation of privacy in private or public platés;

COMMENTARY

The personal privacy concerns of law enforcement officers are as pressing as the personal privacy concerns of comry
membersin the bodyworn camera era. While most officers understand that their personal privacy while on duty is limitq
most believe that there are occasions, when they are not engaged in activities that directly affect community members

they should be d@brded some respite from the scrutiny afforded by recording their activities. Agencies shmrdider
including this best practice in their BWC policies and procedures.

REFERENCE MATERIAL

bt IR NYRA yAAY AGK A OMB I & 2 v | wvdrrbcanieta Pdlicy shauyl expresgy
AAldd GA2y&aXE
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G! 3SyOASa akKz2dzZ R LINBKAOAG NBO2NRA yeBforeemdatsehded aatigieOunleskIS N.ﬁl
recordingis required by a court order or is authorized as part of an administrative or criminal investigatidnder this
policy, for example, officers may not record their partner while they are patrolling in their vehicle (unless they are
responding to a calldr service), are having lunch at their desks, are on breaks, are in the locker room, etc.

G¢KAA Ll2ftAOe adzZlI2NIa 2FFAOSNI LINKR G O0e | yR &y éanfaddnént 2
NBflFiSR O2y@SNEI A2 osAGK GKSANI O2ft S| 3dzSadé

ORestrictions on Using the BWC:

BW(Cs shall be used only in conjunction with effil law enforcement dutiesThe BWC shall not generally be used to record
M 6KSy 2y oNBIF]l 2N 20KSN¥AasS Sy3dal3ISR Ay LISNaz2ylt |0
Mbin any location where individuals have a reasonable expectation of privacy stestra®m/lockerroom.£ 146

. 22R2NY Ol YSNI & KI @S aAIYyATAOIYyd AYLEAOIGAZ2ya F2NJ 0KS
BGAOGAY AYGSNWBASpaI ydzZRAGEZ yR 2G0KSNJ aSyaAiriaidsS adzeS(
these privacy onsiderations into decisions about when to record, where and how long to store data, and how to responq
Lldzof AO NBI|jdzSaiald¥F2N) gARS2 F220GF 3Sbé

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

XI¢Bc4cd. PROHIBITEBRWC ACTIVATION:

1. ALlagency personnel are prohibited from activating/using an agency BWC to record other sworn or civilian
members of the agency or allied law enforcement agencies during routine,-eaforcement related activities
unless the recording is:

i. required by a valid court order;

i authorized, in writing bya command official, as part of criminal or administrative investigation; or

iii. in response taobservedcriminal behavior or an observederiousinfraction of agency
policies/procedures or rules/regulations;

2. This prohibition from BWC recording includes, but is not limited to, activities such as those that occur:
i. in locker rooms/rest rooms/break rooms/lunch rooms;
ii. in work rooms where normal administrative duties occur;
iii. in agency vehicles during casual, taw enforcement/policing conversation between law
enforcement personnel;
iv. during operational briefings/roll call/agency meetings unless the authorized prior to théfng by
the supervisor/command official conducting the briefing/meeting;

od ¢KS | 3§ y NGETREUSER TEBURRERTITIODUSECORD CONVERSATIONS WITH CITIZENS AND/OR
AGENCYNEPLOYEES unless a crime is occurring or about to occur;

4. A bodyworn camera shall not be used for the purpose of intimidating an individual or to discourage an
individual from observing police activity, making appropriate inquiries of an officer, or making a complaint;

5. A bodyworn camera shall not be used to record any court/judicial proceeding/hearing or any conversation,
conference or meeting between a prosecuting/defense attorney and officer unless criminal activity is taking place or
suspected:
Ad AF YIFIRSZI &dzOK .2/ NBE 02 NRA y 34 supénisér/com@antddficisd; NI SR A Y
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6. Any INADVERTENT/UNINTENTIONAL/ACCIDENTAL BWC recording made under this section shall be reported
iz GKS dzaSNRa AdzLISNIBA&A2NI | a a22y | & upedisoravil ieoBe | F 3G SNJ b K S
the situation as outlined in Section IXB ¢ 4 ¢k. Inadvertent/Unintentional/Accidental BWC Recording of
this policy and procedure;

7. Any violation of the above listed phabitions may result in disciplinary action.

IX¢Bg4ce.NOTIFICATION OF RECORDING:

Thea | NEf I yR t 2f A0S ¢aNI2AREANE3 / /I 25 Nad&H& B sEnyRigB®nérecommenation]:
F.NOTIFICATION

1. Except as otherwise exempted by law, a law enforcement officer shall notify, as soon as is practicable, the individ
that the individual is being recorded, unless it is unsafe, impractical, or impossible to do so.

2. Tke notice provision is satisfied even if another individual becomes a party to the communication after the initial
notice has been provided. 149

PS 88511reference:a @ golicy for the issuance and use of a bedyprn camera by a lavenforcement officer addresses:
(6) when recording may require consent of a subject being recorddé0
(8) providing notice of recording; 151
(15) notification requirements when another individual becomes a party to the communication following
the initial notification; 152

COMMENTARY

There are various legal and practical reasonsnotify individuals that they are beingecorded:
M CP8§ 10-402 (c) (11)(I) 4 requires it:
y Law enforcement NOTIFIES, as soon as is practicable, the individual that the individual is being recorded, u
unsafe, impractical or impossible to d&p.

MO2YYdzyAGleé YSYOSNB YIeé& KI@S LINARGIOe O02yOSNya gKAOK

program [policy and procedure] after notifying an individual that the encounter is being recorded;
Msome agencies have found that announcing the camera is running promotes better behavior and defuses potentid
confrontational encounters. 153

REFERENCE MATERIAL

f R 0SS NBIdZANBR (2 Aufldsioidg soandeiddSuddata, imprsciioAl
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GhTTAOSNE &K2dz
2N AYLR&EAGE S
G¢KS YSNB 1y26ftSRIAS GKIG 2yS Aa 06SAy3a NBEO2NRSRub@Fy K9
Many police executives have found that officers can avoid adversarial situations if they inform people that they are
0SAy3 NBIB2 NRSR®E¢

2R LINI OGAOS F2NJ 2FFAOSNE (res ark nofreqdlded b
E &Ctodrinendaton thad cifiSarsitidikh a Gezshittihaiha or she is being recorde
AOSNE VYdzaid Fftaz2 260GFAy (GKS LISNBR2Y QA

Gwz2 KAt S8 Al Aa 2
frgzr GKS t2fA0S8 9
doesnotYSIy GKIFG 2F°F
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SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢Bg4ce. . NOTIFICATION OF RECORDING:

1. BWC users shall:
i. notify, as soon as practicable, an individual that he/she is being recorded by a healn camera
unless it is unsafe, impractical or impossible to do so:
a. the notice provision is satisfiedven if another individual becomes a party to the
communication after the initial notice has been provided;
b. multiple individuals at the scene of an incident ddOTREQUIRE INDIVIDUAL NOTAHIION;

ii. when multiple BWC users are on the scene of an incident which requires recording under this policy

and procedure, it is the responsibility of thEIRSTOFFICER ON THE SCENE WHO IS EQUIPPED WITH A

BWC TO PROVIDE THE NOTIFICATION:
a. the BWC user providing notification, if different from the officer handling the incident, shall

ensure that:
a-i. the officerassigned/handling the incident is informed that notification was given;

aAAd GKS NBO2NRAY3 2F (GKS y20ATFAOFLGA2Y A&

BWC recording of the incident;

IX¢Bg4¢f. CONTINUOUS BWC RECORDING OF AN:EVEN

Thea | NEf I YR t 2f A0S ¢aNI2AEANE3 / /I 25 Nad&H& B EnyRiSB®nérecommenation]:

E.ENDING A RECORDING

Once recording with a BWC has been initiated, officers shall not end the recording until:
1. the event or encounter has fully concludedi58

PS 88511reference:d @ golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:
(7) when a recording mabe ended; 159

REFERENCE MATERIAL

GhyO0S I Ob A Gwdinariera hiu®l remairRirecording mode until the conclusion of the incident or encounte
officer has left the scene, or a supervisor has authorized (on camera) that a recording may cease .Prior to deactivating
camer& 2FFAOSNEH &K2dzZ R Fyy2dzy OS GKIFIG GKS XN§OARSYyd KI a

COMMENTARY

b2 gAGKAGI yRAY3 |y 3SyoOeqa 02 Y XdmnyndymemberencblBi@2 iNdre ate
limited number of situationsduring which BWC recording may be inappropriate. Incidents that involve nudity, partial nuc1
medical treatment, incidents in which infants and/or young children are present but are not involved as victims of a cr
and/or their presence isof no evidénA I NB @I f dz§ G2 'y 2FFAOSNRa OFasSz | NJ
consider of such a sensitive nature that they may be reluctant to activate or continue to use their BWCs. Agency exec
after consultation with their Legal Advisor, ay want to consider adding these encounters to the list of situations in which|
officer may use discretion, with supervisory approval, to begin or continue to record an event. Law enforcement exec(
may want to consider providing their BWC users wjilocedural options, such as obtaining supervisory permission befo
suspending/terminating such a recording and documenting the circumstances which led to that decision

on the bodyworn camera or incident report. While there are advocates of BWC recmyavho suggest that
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BWC users, while recording an event, be told not to focus on individuals whom they do not believe should be videoed,
adzOK | RSYFYR 2y 2FFAOSNER 6KAES KFEyRtAy3d gKI
It is suggested that consideration be given to wordiagencyBWC policy and procedure in such a manner that discretion|
recording for these eventis an optionfor BWC users

Policies should provide clear guidance regarding the circumstances undéhndfficers will be allowed to exercise
discretion to record, the factors that officers should consider when deciding whether to record, and the process for
documenting whether to record. 161

G{AIYATAOI yi canhdsaihed énterli@wh@cEing/igtims, particularly in situations involving rape, abuse, o
other sensitive matters.Some agencies prefer to give officers discretion regarding whether to record in these circumstar]
In such cases, officers shouéke into account the evidentiary value of recording and the willingness of the victim to spea]
oncamera{ 2YS | 3SyO0AasSa 3I2 | &AGSLI FAINIKSNI I yR NBIljdzA NE 2 FFA
M ¢2 LINE Y22GS adlity,mbsOdiNikslrequide affigeis to document, on camera or in writing, the
reasons why the officer deactivated the camena situations that are otherwise required to be recordets2

Patient Privacy:

a. Membersshallnot record patients during medical or psychological treatment or evaluations by a clinician or similar
medicalprofessional unless they are engaged in official police action (e.g., transports or questioning in an ambular
medical facilty).

b. When recording in hospitals or other medical or psychiatric facilities, members shall [attempt to] be careful to avoi
when possible, recording persons other than the suspect, complainant, and witnesS&s

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢Bg4¢f. CONTINUOUS BWC RECORDING OF AN EVENT:

1. Once BWC users activate their bedyrn cameras they shall:
i. CONTINUE TO RECORD the event/intcidanounter until the event is ended as set forth in this
policy and procedure;

2. ThefNAME OF AGENCrérognizes that certain situations may create extremely sensitive scenes or
encounters that warrant personal privacy for the person being recorded such as:
i. instances of nudity/partial nudity;
ii. medical consultation with a medical professional/treatment by a medical professionalluding
psychiatric/mental health treatment;
iii. scenes in which infants or young children who are bystanders are being recorded, etc.
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oo /| dZNNBy G {GFrGS t+F¢g LXIFOSa&a .2/ NBO2NRAy3Ia Ay GKS
members of the public who request them under the Maryland Public Information Act unless the recording fits
one of the law eligible exemptions:

i. considering this, unless a BWC user determines, at the time that a recording is being made, that a
BWC recording may contain EVIDENTIARY material or will likely contain otherwise immediately
recogniable evidence with probative value such as an inculpatory or exculpatory statements or
photographic evidence of injury/damage or lack of injury or damage that supports/fails to support a
crime, a BWC user has the discretiondospend/interruptthe. BWC recording until the community
YSYOSNDA AYRAGARdAzZEf NBFaz2ylFotS LINAGIOe 02y OSSNy

a. ltis the policy of thNAME OF AGENCHiat BWC users are permitted to take the
following action under the circumstances described in the above paragraph:

a-i. seek supervisory approval fBEMPORARILstispend/interrupt recording until
the privacy concern(s) is resolved with recording to resumecerthe privacy
concern(s) is resolved,;

a-ii. in the event a supervisor is unavailable, the BWC user MEMPORARILY
suspend/interrupt recording until the privacy concern(s) is resolved PROVIDED
THE BWC USER RECORDS THE REASDNEFEMPORARSUSPENSION
PRIOR TO INTERRUPTING THE RECORDING with recording to resume once the
privacy concern(s) is resolved; or

a-iii. the BWC user may record only the audio portion of the event unless the audio
portion of the event contributes to the privacy concern with recording to
resume once the privacy concern(s) is resolved,;

a-iv. the BWC user includes a complete explanation of the temporary suspension of
recording in the incident report or suppleent to the incident report.

IX¢Bg4¢g.TERMINATING A BWC RECORDING:

Thea | NEf I yR t 2f A0S ¢ANI2AREANEA / /I 2N NadH& R sEhhigR®nérecommenation]:

E. ENDING A RECORDING

Once recording with a BWRas been initiated, officers shall not end the recording until:

1. The event or encounter has fully concluded; or

2. The officer leaves the scene and anticipates no further involvement in the event; or

3. A supervisor or agency policy has authorized that a recording may cease because the officer is no lor
engaged in a related enforcement or investigative activity; or

4. When victims, witnesses or other individuals wish to make a statement or share information but refusq
do so while being recorded, or request that the camera be turned off, officers may turn off the BWC in|
order to obtain the statement or information. 164

PS 88511reference & @ golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:
(7) when a recording may be ended; 165

COMMENTARY

Research has shown that most law enforcement agencies belieiged best practice that 8WC user stop recording only
when he/she is certain that the incident/event/encounter has completely endésll 3 Sy 0e Qa . 2/ LJkf )'I
should include provisions that cover the termination of recording including whether an officer should announce thai

recording has stopped.
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REFERENCE MATERIAL

GhyO0S I Oi A GiwérScBraeraisHodd ramaiRiBecording mode until the conclusion of an incident/encounter, the
officer has left the scene, or a supervisor has authorized (on camera) that a recording may cease.
M hTFFAOSNER aK2dzZ R | faz2 | yy2dzy0S ¢ KA odcluied Snd (e racSriidg wik &
y2g OS166 S a

ahyO0S (KS .2/ aeaidisSy Aa FOGAGFGISR Al akKlft NBYLFAYy 2y
contact or incident has concluded. For purposes of this section, conclusion of an incident has occurred when an officer
terminated cantact with an individual, cleared the scene of a reported incident, or has completed transport of a civilian 0|
arrestee. In any instance in which cessation of the recording prior to the conclusion of the incident may be permitted, th
officer should sek and obtain supervisory approval prior to deactivating the BWC, whenever possible. If supervisory
approval cannot be reasonably obtained, officers must document on the BWC the reason for termination of the recordin
prior to deactivation of the BWC by riimg the date, time, and the reason for the deactivation on the recording and in
addz0aSldzSyild SNRARGGSYy ANBSLIR2 NI a & | L)X AOlof Sodé

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

IX¢ B¢ 4cg. TERMINATING BWC RECORDING:

1. BWC users shall deactivate their BWC after they:

L y20AFe GKS RA&ALI GOKSNI 2F GKSANI FaaAadyySyidoa
to service;

ii. in case of arresthave completely transferred custody of an arrestee to another member of the
agency or booking personnel:
a.BWC usershall resume recording if they accompany the arrestee to the booking facility,
stationhouse or other location [e.g. medical facility] where they have contact with the

RA&LIZAA

arresteeANDTHERE IS NO SEPARATE SECURITY CAMERA SYSTEM THAT MAKES BOTH

AUDIOCAND VIDEO RECORDINGS OF EVENTS:
a-i. if BWC recording continues/resumes the BWC user shall make a reasonable
attempt to notify the individuals present that a recording is being made;

iii. haveconcluded their involvement in an investigative or enforcement contact with an individual and
the individual and/or officer has left the scene:
a.if there is areasonablepotential that either the individual and/or officer may resume contact
at the scene or near the scene of the original encounftre individual continues to remain at
the scene of the contact or close bythe BWC user shall allow the recording to continue until
either the individual and/or the officer leaves the scene;

iv. receive an order from a higheranking member to cease recordin
a. members shall document the order and the name of the official on the BWC and in any

associated Incident Report noting the date/time and reason for the termination of the recording
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IX¢Bg4¢h.DOCUMENTION OF A BWC RECORDING:

Thea NBEf YR t 2t A0S ¢aNI2ARENYT / /I 2SS \NAdH s8R InyhiEdnérecommeration]:

O.INCIDENT REPORTS

Incident reports should note any use of BW@.68

COMMENTARY

Research has shown that most agencies that use BWCs require that officers include the notation that a BWC recordin
AYOARSYy(G KIFa 0SSy YIRS Ay (KS [3SydeqQa LyOARSyid wSLR|
present aproblem when agency policy requires that a report be written for a call for service or other offitteren
SyO2dzy i SNE | 3SyOASa GKFG Fff2¢ GKSAN LISNE 2 withSut coripieting dh4
agency report may dcide to document that a BWC recording was made by capturing this information on dispatch tap
when an officer calls back in service from such an encounter. In as much as most agencies already retain dispatch tap
minimum period of time, it may béeneficial to marry the retention periods for the dispatch tapes for coded calls for sery
with the retention periods for norevidentiary BWC recordirg

Agencies may want to remind officethat a BWC recording islOTa substitute for a complete, accurate report of the
recorded incident/encounter.

REFERENCE MATERIAL

oOfficers who activate a bodyorn camera while on duty should be requiredrtote the existence of a recording in an officia
incident report. Thisensures that the presence of video footage is accurately documented in the case file so that
investigators, prosecutors, oversight boards, and courts are aware of its existénces9

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢B¢4¢h. DOCUMENTION OF A BWC RECORDING:

1. BWC users shall:
i. note in the FIRST LINH& an Incident Report whether a BWC recording was made;

ii. if no recording was made, explain in detail in the Incident Report why a BWC recordingqnetas
YIRS 46KSy 20KSNBAAS NBIJdZANBR o6& G(G(KAa 3SydeQa .2/ L
i.AFT | O f { CGDEN] BN®RIZBIDENT RERDRTIS REQUIRED TO BE WRITTEN per agency

policy, the dispatcher shall be notified, via radio, that a BWC recording was made:
iv. - OFff FT2NJ AaSNWAOS (KI (i nofibe godeNi¥d BIWC @ecoling\vithéto £ S T2 NJ & C

made:
a. an Incident Report will be completed explaining the reason why a BWC recordinghas

made;

2. A BWC recording iOTa replacement/substitution for an agency:
i. Incident Report/other offense report;
i. investigative report such as a crime scene diagram/sketch; or
iii. written property or evidence inventory etc.;
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IX¢Bg4¢i. FAILURE TO RECORD/INTERRUPTING A RECORDING:

Theal NBEf FyR t2f A0S ¢oNI2ARAENY3A / /I 2NSYNdH&oRInyhigR®nérecommeration:

B. MALFUNCTIONS

Upon discovering a BWC malfunction, agency members shall promptly report the malfunction to a supervisor or of
appropriate authority in accordance with agency policy regarding malfuoos. 170

COMMENTARY

There will undoubtedly be times when officers fail to record an event/incident/encounter as specifiethin

I 3 Sy gbkcwand procedure. An equipment malfunction may occur; it may unsafe, impractical or impossil
record;an officer may simply forget to activate his/her camera for some reason. In as much as one of th
primary reasons for adopting abodg 2 NJy OF YSNJ} LINRP3INI Y A& (G2 ONBIGS
and to reinforce a sense of accountability for oidNB Q | OG A2y ax lye FlI Afdz2NB
should lead to the documentation of the circumstances/reason for that failure to recandl should be reviewed
by supervisors to ensure that agency policy and procedure are not being cirented.

REFERENCE MATERIAL

GThere may béimes when an officer fails to recordn event or activity otherwise required by agency policy:
M & KcBnditions make it unsafe or impossible to activate the camera;

M & K S gfficdr gkercisesliscretion, per agency policyp not record because doing so would be detrimental to other

agency priorities (e g., protecting privacy rights, preserving community relations, or facilitating intelligence gatherirj

M ¢ K S yaméri Balfunctionsor otherwise fails to capture the event/activity In these situationf§icers should
document in writing and/or on camera their reasons for not recording:

y this holds officers accountable, allows supervisors to investigecording irregularities, and documents the absen|

of video footage for investigations and court proceedings;

AF y2 .2/ NBO2ZNRAY3I GF18a LIXFOS & LISN 3Syde LrRftmobe
report. If the officer deactivates the camera in the middle of recording, the officer should state on camera the reasong w
171

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢B¢4¢i. FAILURE TO RECORD/INTERRUPTING A RECORDING:

1. Whenever an officer who is equipped with a BWC fails to record an event/incident/encounter or interrupts the
recording of an event/incident/encounter as required by this policy and procedure the offiskall:
i. document in an Incident Report the reason why a BWC recording was not made such as:

a. equipment malfunction;

b. unsafe/impractical/impossible circumstances surrounding the event/incident/encounter:
(b-i. DETAILEBxplanation required;)

c. discretionary reason as explained in this policy and procedure:
(ci. DETAILEPBxplanation required;)

d. at the request of a victim/witness/individual sharing information with an officer;

e. any other unforeseemeason:
(e-i. DETAILEBxplanation required;)
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ii. ensure that the supervisor is notified as soon as practical that a BWC recording was not made as
required by this policy and procedure:

a. submission of a Incident Report for supervisory review SOTCONSIDERED NOTIFICATION
of the supervisor;

IX¢Bg4¢j. MULTIPLE BWC USERS:

Theat NBEF YR t2tA0S CaNI2ARBNGI / /1 23\l &ctaaehylissian secommenation]:
NOSPECIFIRECOMMENDATION

PS 88511reference:d @ golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:
(17) anyadditionalissues determined to be relevant in the implementation and use of besgrn
OF' YSNI a oe@ tl 6 SYIF2NOSYSYy(ld 2FFAOSNEPE

COMMENTARY

With the increasing use of bodworn cameras the likelihood that multiple officers at a given event/incident/encounter wil
be equipped with a BW@icreases Officers from the same agency will most likely be recording the same incident but t
possibility exists that officers from allied agencies who may besmene will also be recording the same event.

Multiple recordings of the same incident will undotgdly capture images of the same event from different vantage points
These images may add clarity to a confused situation or, just as well, further confuse what occurred during an incidg
Notwithstanding these possibilities, all of the recordings ofetisame incidenshouldbe gathered together and

GOl 33SRéEkOFGST2NAT SR G2 SyadaNB GGKIFEd ¢6KSYy GKS AyOARSYy
attempt to develop a clear picture of what occurred.

Likewise, for criminal investigatin purposes, multiple recordings of crime scenes, statements and like activities can proj

investigators with valuable investigative information. Prosecutors too may be able to use multiple recordings to piec]
together a case.

Therefore,agencies may wat to consider that theirBWC policy and procedeascontain a section that sets forth a process {|
gather together multiple recordings of an incident and to ensure that these recordings are accounted for, downloaded
stored according to agency policy.

REFERENCE MATERIAL

oMembers equipped with BWCs who are on the scene of an incident and are not the primary reporting member shall in

the reporting member of their BWC recording(s) so that the primary member may record this information in his or her
report.e 173

SAMPLEPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

IX¢Bg4¢j. MULTIPLE BWC USERS:

1. In the event there aréULTIPLBWC users at an incident/encount&tACHBWC USER SHALL:

i. record the incident until he/she is permitted by this policy to terminate recording the event:

ii. atthe conclusion of the event, the secondary/bacip officer(s) shall notify the PRIMARY officer, as
soon as practical, that he/she has recordell or a part of the incident;

iii. the PRIMARY officer will document the secondary/bagkl,) 2 FFAOSNEQ Yy I YSa | yR AyTF21
in his/her Incident Report;
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iv. any secondary/backup officer who made a BWC recording at the incident will complete a

SupplementaRS L2 NIi G2 GKS twLa!w, 2FFAOSNR&E LyOARSyd wSLR

that report:
a. the secondary/bacldzL 2 ¥ F A O S Nagdrizethis/hedrécbrding ac€ording as per policy;
b. depending on the incident, it may be necessary for the secondary/back up officer to review
his/her recording with the PRIMARY officer to ensure that a complete Incident Report or
Offense Report is submitted;

c.the secondary/bacidzLd 2 FFAOSNNa .2/ NBO2NRAYy3 gAtft 065 R2gy

with this policy and procedure;

v. if the secondary/backup officer is a member of aALLIETAGENCY, the PRIMARY officer shall obtain
his/her name andrequestthat the allied member also submit a Supplemental Report that WB
NBEO2NRAY3 4l a YFRS a4 LISNIGKS FttASR F3Syodeqa LRtA

vi. the PRIMARY officer shatquestto view the BWC recording of the ALLIED officer to ensure that the

twLal!w, 2FFAOSNRAE LYyOARSyd wSLRNI 2iNbde redomify & S wS L2 NIi

YIRS o0& GKS IffABMENTEINRY OeQa 2FFAOSNI A&
a. if the recording is determined to bEVIDENTIARNe PRIMARY officer shall request:

ah @ GKS FftftASR 3Syod0eQa 2FTTAOBINIEI2 R2g6yf 2|

OF AGENCY]2 / NBO2NRAYy3 NBiGSylGAz2y FAES AT GKS

Aad O2YLI GAotS G2 dGKAaa F3Sydeqa .2/ Sljdzih LIYS

ah A ® AT GKS ffASR | 3%ofcommtbletothe NBXO2NRA Y3
[NAME OF AGENCBWC equipment, the PRIMARY officer shall request that an

uneditedO2 Ll 2F (GKS fftASR 2FFAOSNDRAE NBO2NRAYT

PRIMARY officer for retention as evidence until the recorded incident is
adjudicated or otherwise ended:
A. upon receipt of the recording the PRIMARY officer will handlel sitore

GKS tftASR | 3Sydeqa [NAMEONEEEMNRAY3A | 002N

established evidence policy and procedure;

aiii. ifnecessaryii KS twLa!w, 2FFAOSNNE adzZLISNIBAA2NI gAf ¢

copy of therecording is made available;
b. if the recording is determinedNONEVIDENTIARe primary officer shall:

b-i. request that therecording be downloaded and retained by the allied agency
according to its recording retention schedule unless the recording is later
determined to be needed for court in which case the PRIMARY officer will
request a copy as evidence ensuring the chain of custody is maintained;

bAA® I NBI|jdzS&ad F2NI Iy SEGSyarzy 2F GKS NBO2ZNJ

agercy in writing;

IX¢B¢4¢k. INADVERTENT/UNINTENTIONAL/ACCIDENTAL BWC RECORDING:

Thea NEf YR t 2f A0S CONIZARENGI / /I 2NS Wi &cGooaemyhisEi@n secommeration]:
NOSPECIFIRECOMMENDATION

COMMENTARY

Notwithstanding training given to personnel on the operation of bodyorn cameraspccasionallya recording will be
inadvertently/unintentionally/accidentally made. Because of limited BWC recording storage capacity it may be morg
efficient for agencies talelete such norevidentiary/no investigative value recordings. If agencies decide to allow for th
deletion of these types of BWC recordings yhmay want to consider establishing clear cut procedure to ensure that thosj
recordings are accounted for.
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REFERENCE MATERIAL

Accidental Recordings:

1. In the event of amccidental activatiorof their BWC where theesulting recording has no investigative or
evidentiary value,members may submit a deletion request to their watch commander, who will forward the
same to the MPD BWC Coordinator for review and tracking.

2. Members shall ensure the request contains sufficient information (e.g. date, time, BWC numloegte the
recording.

3. The MPD BWC Coordinator shall review accidental recordings and determine whether or not the recording
had an official purpose. If the recording had no official purpose, it may be delktedudit log o the history
of every recording will be maintained in the storage system.74

aLy GKS @idtémyfainal activationy6f BWC equipment during neenforcement or noninvestigative activities €.g.,
in the restroom, during a meal break, iorother areas where reasonable expectation of employee privacy exsts),
Department member may request a recording deletioAn interoffice correspondence detailing the circumstances of the
unintentional recording will be forwarded via the chainofcomyiR (2 GKS YSYdSNDa I LILINE LI
actual deletion requires twa.J- NI & F dzi K2 NAT I GA2yd hyS 2F (K2a$S LI NGASA
MSA.Only the MSA shall facilitate the actual removal of any recorcpapved for deletion.Records related to any request f
1KS RStSGA2y 2F NBO2NRa 4Kttt 0SS YFIAydGlFrAySR o0& GKS af

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

IX¢ BG4 ¢ k. INADVERTENT/UNINTENTIONAL/ACCIDENTAL BWC RECORDING:

1.In the event thata BWC user believes that he/she smdvertently/unintentionally/accidentally made a BWC
recording, the BWC user shall:
i. notify his/her supervisorwho will review the BWC recording with the recording officer;
ii. together with the supervisor determine if the recording has any EVIDENTIARY or investigative value;
iii. if the supervisor agrees that no EVIDENTIARY or investigative \etigts, theBWC user will:
adidl 3¢ 0K as NGDIERNENA/YNINTENTIONAL/ACCIDENTAL;

b. document the reason it was INADVERTENTLY/UNINTENTIONALLY/ACCIDENTALLY recorded

in an Incident Report;

c.download the recordingas per BWC policy/procedure;

d. submit awritten request, via his/her supervisor, to the Unit BWC Unit Coordinator to
review the recordingand make a recommendation to the BWAOMINISTRATQ¥hether the
recording should be deleted from the recording files or retained for the minimuentein
period set forth in the BWC policy and procedure;

e.the BWC Unit Coordinator will review the recording and make a written recommendation
for action to the BWGADMINISTRATCOES outlined in this policy/procedure;

f. the BWCADMINISTRATORII take action as outlined in this policy/procedure and notify
the BWC user, in writing, of the final action taken.
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IX¢Bg4¢l. BWC RECORDINGPECIAL EVENTS/SECONDARY EMPLOYMENT/OVERTIME DETAILS

Thea | NBEf I yR t 2f A0S ¢aNI2AREANEA / /I 25 il &l coGaehylisBi@n fecommenation]:
NOSPECIFIRECOMMENDATION

PS 88511reference:a @& golicy for the issuance and use of a bedprn camera by a law enforcement officer addresses:
(17) anyadditionalissues determined to be relevant in the implementation and use of beagrn
OF YSNI & oé trg SAM2NOSYSyYyili 2FFAOSNE bE

COMMENTARY

Maryland law, in Courts and Judicial Proceedindgs10-402 (c ) (11) (Il) stateg part:
LG Aa floFdzZ =X dzyRSNJ KAa adzodAdtS T2 NRHEGUEARBUTEE T 2 ND
to intercept an oral communication with a bodyvorn digital recording device or electronic control device
capable of recording video and oral communications if:
1. The law enforcement officer ilN UNIFORMr prominSy (i f @ RA&LI I @Ay 3 GKS 2FFA
insignia; etc. 177

The decision about whether to allow the use of bedprn cameras during authorized secondary employment and/or sped
events or overtime assignments can pose gtiens for law enforcement administrators, especially when an agency hag
enough resources to assign a BWC to individual officers as part of their equipment. In this case, lack of equipment do
settle the issue. Usually, however, the availability oi@ugh BWCs to equip both officers working regular duty assignmer
such as patrol as wells as officers working secondary employment and/or special events is problematiafigragencies.

The dilemma about whether to authorize or require officers to use BWCs when engaged-itutyffassignments is further
compounded when the secondary employment/special event is sponsored and paid for by the local jurisdiction. Resea
shown that sone agencies have decided to allow officers to use them for any agency authorized secondary employ
assignment; others have decided not to allow officers to use them for any secondary employment assignments; whilg
others have authorized the use oMBCs only when the special event or secondary employment assignment is sponsore
the local jurisdiction. The purpose for including this section in the 2 FroceduralReferenceD dzA B & &lert law
enforcement executives to the issue and to suggesttttieey include either their authorization for or prohibition against the
use ofBWCs for authorizedjzy A F2 NY SR &4SO02y RIFNE SYLX 2eYS8Syd Ay

REFERENCE MATERIAL

EXAMPLES& BWC procedureg secondary employment/overtime assignnms/special events

a ! dffiters issued a BWC are required to wear and use their BWC while working in any uniformed assignment. This ap
to overtime assignmentsout of class assignments aspecial details.178

GhFTFFAOSNE aKissuéd B/gstwhile adtySwotkibgtirban official law enforcement capacity, aling
secondary employment assignmengs179

GhTFAOSNA INB y2i ldzik2NAT SR G2 @S || .2/{ RdNAy3I &aSsSd

GThe use of theWVs for recording official activities at special events shall be at the discretion of the Support Bureau
Commander, Special Operations Division Commandethe commander of the special evenThe commander shall instruct
officers on the types of activitgethat shall be recorded.

FTFAOSNAE 6K2 | NB
|

dzSR | 2+{ YR 68§
O2NR 2FFAOAI ¢ AdA i i K 2

NIy 2FFAOAIE H
{ LzNEdz yi (2 1

I
+

-
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SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢Bg4¢l. BWC RECORDINGPECIAL EVENTS/SECONDARY EMPLOYMENT/OVERTIME DETAILS:

TO BE DETERMINED BY ISSUING AGENCY

<
T —

1. In the event agency bodworn cameras are authorized for use during a special event/authorized secondary
employment/overtime assignments all BWC users shall:

A dzZaSk2LISNIF GS GKS .2/ Ay | 06@amRl yOS sAGK GKAa 3

ii. if a special event/secondary employment/overtime assignment does not have a supervisor assigned
to oversee the event then an oduty supervisor will respond to any request for assistance or support
from a BWC user includingre-deployment inspection of the BWC;

iii. all recordings made during a special event/secondary employment/overtime assignment will be
NEGASHSRE adGlF33SRé YR R2syt2FRSR a LISN .2/ LlRtAaode

IX¢Bg4gm.. 2/ | { 9 wQPRIGRITBOWNIOADING TO RETENTION FILES:

Thea  NEf I YR t 2f AOS CONI2ARBNGT / /I 2SIl #ctGaeylisEidn §ecommeration]:

. REVIEW OF RECORDINGS

Mod ! ISy OASaQ sgNRAGGSY LRtAOASa akKltf AyOfdzRS 6KSy Y
recordings may include, but are not limited to:
a. report writing or preparation of other official documents;
b. courtpreparation;
c. review of prosecution evidence
d. victim/witness/suspect statements;
e. crime scenes;
f. statement of charges;
g. administrative investigations;
h. training;
i. performance review;
j. incident critique;
k. Maryland PublicInforh i A2y ! Ol o6atL! 0 NBljdSaiaTQ
I. policy compliance; and
m. disclosures required by law;
2. Additional considerations:
a. a BWC recording of constitutionally protected activity may NOT be used to identify persons present at thq
activity who are not suspected of being engaged in illegal activity or in need of assistance.
b. The stored video and audio data from a bogyorn camera may not:
i. be used to create database or pool of mug shots;
ii. be used as fillers in photo arrays; or
iii. be searched using facial or voice recognition software.
3. This subsection does not prohibit an agency from using recognition software to analyze the recording of a partif
incident when a supervisory law enforcement officer has reason to believe that a specific suspect or person in n
of assistance may be a subject of a particular recording82
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PS 88511reference:a @ golicy for the issuance andse of a bodyworn camera by a law enforcement officer addresses:
(12) the review and use of recordingsiL83

COMMENTARY

GDAGSY (KS A-Mddlcénierasickr have i 2rifidal and administrative proceedings, there is some question
whether officers should be allowed to review camera footage prior to making a statement about an incident in which t
were involved According to many police executives, the primary benefieltowing officer review is that it allows officers to
recall events more clearly, which helps get to the truth of what really happened. Some police executives, on the other
have maintainedd KI & A G A& o0SGGSNI F2NJ Iy 2FFAOSNRE adl G§SySyi
gKFG GKS OF YSNIY F220F3S NBJSIt SRE
G¢KS YIFE22NAGe 2F LRfAOS SESOdziA@S& O2y &dzZ (ivdi canéra fookageC
prior to making a statement about an incident in which they were involved. They believe that this approach provides thd
SOARSYOS 2F gKI G 18400 dzZ f & G221 LI O

Somebody-6 2 N OF YSNI} & N8B SljdzA LIISR 6AGK | aL)X l&dol O1¢ F8§
video/audio recordingsprior to downloading the recording into the BWC recording retention file. Where that camera opti|
exists an agency shoulcbnsiderincluding its use in its BWC policy and procedure.

REFERENCE MATERIAL

GhTFAOSNR &K2dZ R 0SS LISNX¥YAGGSR G2 NBGASYg GARS2 F220lF 39
statement about the incident. Most agencies that PERF satied permit officers to review video footage of an incident in
which they were involved, such as a shooting, prior to making a statement that might be used in an administrative reviq
court proceedingThe reasons for this policy include the followgn
M NBEGASsAyYyA TeadtdithedIrdth opthefintideft Bythelping officers to remember an incident
more clearly;
I ebklime recording is considered best evidenaemd provides a more accurate record thantfe ¥ F A OS ND &
recollection;
M NBEaSINDODK Ayid2 SeSgiilysa strefshilzsituations with maoy distraitisng 2 y a G NI {
are difficult for even trained observers to recall correctly;
MofficerswillK 1 @S G2 SELX LAY FyR | OO02dzyd FT2NJ GKSA8BI | OGAzy

G!'a LI NG 2F GKS Ay OA RSy banvfficdrdé dermnied fosek ywitat his SodyNBnizen dnd SteR
cameras recorded. He should be cautiondtwever, to regard the footage only as informationate shouldhot allow it to
supplanthisfirst-mt K YR YSY2NE 2F (KS AYyOARSYy(lod WAdAGATAOFIGAZ2Y ¥
officer reasonably perceived, not necessarily fronkw G I Ol YI86NJ &l ¢ d&

& X 6 2um cameras have significantly improved how officers capture evidence for investigations and court proceedin|
Along with documenting encounters with members of the pulidimly-worn cameras can provide a record of integations
YR I NNBadaz a ¢Sttt | a ¢KI (-wenkae@sSchidure gveriitlying that happéns @sNA Y
officers travel around the scene and interview multiple people. The badgrn cameras have been incredibly useful in

accurately prestlIZ A Y 3 A y BoglyNdwrh daretagapture more reliable evidence for court, particularly in matters likg
R2YSalAO @GA2tSy0S OlFrasSa GKIdG OlF y 0S5 -wrkhgmdrds tafvideotdpe victiiNe &
statements. The footage showsr§t-K | y R G KS @GAOGAYQa Aye2dNASazr RBRSYSEy2NE
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SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢BgdgY® . 2/ | {9 WPROR MDWNLDADING TO RETENTION FILES:

1. The[NAME OF AGEN{Trécognizes that there may bermimber of valid reasons for various personnel to
review a BWC recordingeforeA it A& R2gyf2FRSR Ayid2 GKS [F3Sydeqa .2/ N
i. BWC users may need to review their own recordings in ordeotoplete an Incident/Offense report
or statement of charges, etc.;
ii. an investigator may need to review a recording in ortelbegin or continue an investigation;
iii. a supervisor or command official may need to review a recording in response to allegations of
inappropriate conduct, etc.;
iv. victim/witness/suspect statements/claims may need to be verifidny officers/investigators;

&
O«

2. Itis the policy ofNAME OF AGENCg]allow personnel to review BWC recording@RIORo downloading a
NEO2NRAY3I F2NI NBG Sy cdeding fileh howeiiek Geview BFRAM BWO gecordihgs unbiEbthis
section will be forOFFICIAAgency business only;

3. The following procedures will be followed when accessing BWC recordings for reRRR@R TO DOWNLOADING
G2 GKS F3SyOeqQa .2/ NBO2NRAy3a FAfSY

IXcBc4cmc¢l.BWC USER:

i. ABWC user:
a. may review a BWC recording he/she has made in the course of his/her shift/tour of duty in
order to:
a-i. prepare and/or conplete an Incident/Offense report or other official agency

document;
a-ii. conduct an agencyuthorized/official investigation into a recorded incidengvent;
0P Yl & NBIldzSaid G2 NBIASH | ysaamehdderbdpartial/ dza SND& NB
recording of the same incident;
c. shall document in his/her Incident Report/Offense Report the fact that a BWC recording
was reviewed and which BWC recang)(s) was reviewed,;

i. AFTEB h2b[ h! 5LbD (2 GKS |38Sydeqa .2/ NBO2NRAy3Ia NBGSy

BW(C recordings will be approved and facilitated by the BWQMINISTRATOE set forh in this
policy and procedure.

IX¢Bg4qmc2. OTHER AGENCY PERSONNEL REVIEW PRIOR TO DOWNLOADING:

A® lye 20KSNJ I 3Sy0e LISNER2YYSt ¢ KGFFIgAbSsivess efoeNtS OA S6 |
is downloaded shall:

a. notify the BWC user and request that the BWC recording be made available and the reason
for the viewing;

b. document the fact that he/she has viewed the BWC recording and the reason for viewing it in
a Supplement Report/Offense Report;
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IX¢Bg4¢m¢g3. SUPERVISOR/COMMAND OFFICIAL REVIEW PRIOR TO DOWNLOADING:

i. A supervisor/commad official may review any BWC recordimgior to downloading into the
3Sydega .2/ NBO2NRAYy3IaQ NBGSyildAz2zy FTAES G2V
a. evaluate an allegation/complaint of inappropriate behavior/misconduct/violation of
policy and/or procedure during an event/incident/encounter that may have been
recorded by a BWC:
ai. any subsequent investigationthats¥ed FNRBY NBOJASSG 2F +y 2FFAOS
behavior shall be conducted in accordance with established internal investigation

L2tAde YR GKS [l 6 9YyTF2NODSYSyYyild hcFFAaAOSNRA
PS § 3101- 109];

b. debrief/critique aparticular event/incident/encounter with personnel:
b-i. to obtain recordings for training/instructional purposes;

c. when any use of force is reported to have occurred during a recorded event by either an
officer or member of the public;
ci. areview of a BWC recording(s) shall only compase step in a complete use
of force examination and evaluation by a supervisor and/or command official:
A. digital evidence captured bthe BWC isNOTALL INCLUSIVE:
A-1.the system captures a less broad and less detailed image
than the totality of the human senses;
A2.ay 2FFAOSNRA NBO2ttSOlGAzZYy 27F
the time may be different than whats captured in digital
evidence;

B. all use of force investigations will be conducted according to established
agency policy and procedure;

POTENTIAL LIMITATIONKE BWC RECORDINGS

BWCs normally have a field of vision of between 75 degrees to 130 degrees. While human beings have a field of vis
180 degrees, the human brain has a field of attention of approximately 50 to 60 degrees. Under stress, this field c
narrow down to a ¥2 degree. Stress also induces auditory exclusion and prevents the brain from analyzing and
remembering all the stimuli that it takes in through the senses. Officers make decisions based on the totality of the ht
aSyasSaoe | ygollegtidrifohspesificldetailshiday be different than what is captured in digital evidence since BW
only capture audio and video. Officers should review digital evidence prior to completing reports to assist in priming 1
recollection. Officers shall wvite their reports to what they remember and notate any discrepancies from what the
recording shows. Officers shall not write their reports based solely on what they viewed from the BWC recofgg.

d. to evaluate the performance of a probationary officer either during a period of field
training or prior to release from a probationary status;

e. to observe an officer who has a pattern of allegations of misconduct or poor performance;

f. to audit the use of bodyworn cameras to ensure compliance with established policy and
procedure;

g. Nothing in this section precludes a supervisor/command official from reviewing any BWC
dza SND&a NBO2NRAy3Ia F2NI Fye 2GKSNI 2FFAOALE 3Syode
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NOTbe used toROUTINELY + ! [ | 1 ¢9 ! b Lb5L*xL5] ! [ROUTINEBWWChwa! b/ 9
LOOK FOR VIOLATIONS OF POLICY/PROCEDURE and/or RULES/REGULATIONS IN ORDER TO
INSTITUTE DISCIPLINARY ACTIGH

g-i. itisNOTthe intent of the Department to review digital evidencéor the purpose of
general performance review, foroutine preparation of performance reports, or to
discover policy violations in order to initiate disciplinary action;

g-ii. notwithstanding the intent of the supervisor/command officialeviewing a
.2/ NBO2NRAYy3AI @ArztliAzya GKIFIG FNB RA
2TTAOAIE QA | dzRAG 2F GKS .2/ aeadasSy akl
official deems appropriate;

ii. for purposes of BWC recording review, Field Training Officers [FTOs] may use footage captured via a
BWC to provide immediate training to recruits and to assist with the completion of the Daily
Observation Report (DOR){190

IX¢cBgd4cmeg4.2a9a. 9w{ hC '[[L95 t} . [L/ {!'C9¢, ' D9b/ LO9{k{ ¢

A D aSYOSNRBR 2F FEtASR fl g SyF2NOSYSyiliklLldzontAO al ¥Side
with an official business need to view a BWC recording may, at the discretion of thduig
supervisor, be allowed to view a BWC recording prior to downloading into the BWC retention files.

IX¢Bg4gn. GENERALt wlL hw ¢ h S5REVIEW PROYISIONS:

M P LY .2/ KINRGINB A& GLAftlLotS G2 adGl3¢& yR R28yf2IR
alr3¢é FYR R2gyt2FR NBO2NRAYy3Ia Ay (GKS T addrdhg adzOK adl 33A
i. BWC recordings shalotdo S NR dzi Ay Sfé& NBOASESR Ay GKS FASER SEOSLI
EXCEPTION:

Under exigent circumstancesuch as to immediately describe/identify/help apprehend a
criminal suspect or to protect | and/or property;

ii. under ordinary circumstances, BWC recordings should only be reviewed at an agency facility

equipped for such purposes;

2. A victim/witness/suspect or any other unauthorized person shidiDTordinarily be permitted to vew a BWC
recording of an incident in which they were involved or a statement that they have given and recorded by a BWC:
EXCEPTION
An onduty supervisor/command official is authorized to review a BWC recording of an
incidentwith a member of the community prior to downloading the recording to the BWC
NBEO2NRAY3I NBGSYydA2y FAES AF: Ay G(GKS adzLJSNIIA
AYOARSY(G yR NBOSAGAY3I |y SE Liupenisotichramand2 ¥ | y
2TTAOALIE gAtt Y2adh tA1Ste alrdaraFekNBazt @gS KA
withdraw a complaint. 191
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3. Stored video and audio data from a bodyorn camera shalNOT.

i. be used to create a database or pool of msigpts;

ii. be used as fillers in photo arrays; or

iii. be searched using facial or voice recognition software:

EXCEPTION

An agency may use recognition software to analyze a recording of a particular incident
when a supervisory law enforcement officer Baeason to believe that a specific
suspect or person in need of assistance may be a subject of a particular recortiizg.

4. Under no circumstances are members with access to BWC recordings permitted to use, show, reproduce or
release recordings for the purpose of ridicule or embarrassment of any officer or individual or for other non
law enforcement related purposes193

5, AFTEBR h2b[ h! 5LbD (2 (KS | 3Sydeqa .2/ NBO2NRAYy3IaE NBISylArzy

recordings will be approved and facilitated by the BWADMINISTRATO4#S set forth in this policy and
procedure.

IX¢Bg4¢o. DOWNLOADING BWC RECORDINGS:

IX¢Bg4cogi. ¢! DDLbD€é w9/ hw5LbD{Y

Thea I NEt I YR t 2f AOS CONI2ARBNGT / /I 2SIl #ctGaemiisEidn §ecommeration]:
NOSPECIFIRECOMMENDATION

PS 88511reference:a @ golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:
(17) any additional issues determined to be relevant in the implementation and use of bedyn
OFYSNI & o0& flg SyMmeNOSYSyl 2FFAOSNAEDE

COMMENTARY

Downloading procedures for recordings made by beagrn cameras will vary depending on the bodyorn camera system
being used by each agency. Generally, DOWNLOADING a BWC recording refers to the process by which BWC user
BWC recordings and attersht metadata froma bodyg 2 N3y O YSNY (G2 |y | 3Sydeqa .2/

lf2y3 gAGK R2gyf2FRAY3I GKS .2/ NBO2NRAy3Iasz .2/ dz
each recording according to a BWC recording retentiat déireated by each agency, often selecting a category from a
pre-established drop down menu. While some bedy2 N}y O YSNI aeadsSvya tt2g FT2NJ
dZAAYy 3  aaYlFNI LK2ySékaidlof SiékY20o A frJacdheBWC ifit&adgckiyg|statibr]
G2 adGlF3¢ IyR R2gyf2FIR NBO2NRAYy3IaAD

Basically, once a BWC is connected to docking station or remotely to downloading software by use of a
GAYI NILK2YySékéilGloft SGékyY20At S RIGF  (id8ritiféd atdortity toSHe BWC dedc® 2
GKIFG 61a daSR G2 YI18 GKS NBO2NRAY3I yR GKS RFGS FyR
BWC user then manually enters the incident number/complaint number /CAD number/arrest nunsieéects one of several
pre-established incident categories and enters the location of the incident/event/encounter. Some systems may requirg
.2/ dzaASNR&a L5k. RIS ydzYoSNI I fa2 068 SyidSNBR | ided§ukifas
whether the recording is evidentiary or neavidentiary.

aLi A& thavwidiodlie brgpérly categorized according to the type of event contained in the footage. How the vid

are categorized will determine how long they are retainedho has access to them, and whether they can be disclosed to

LJdzo f WDPRRAGAZ2YFEf &2 LINRPLISNI aidr3I3a3Ay3Ié A& LI NI 2F GKS U
EVIDENTIARN nature and may be necessary for trial.
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.80 dzAS &l 33AYyIEékOF1SA2NAT Ay3 SIOK NBO2NRAY3I RSG SN
files, each law enforcement agency will have different retention philosophies and priorii@sh agencyshouldcarefully

consider the EIDENTIARY VALUE of each recording as it determines in what category to place a recéwgarg.ies should
consider conductingd OG A OF £ & i 33 A v aspartDEHeiNGuirad BWE Saibingy LI S &

ac¢lkIIAYyIE .2/ NGB SBRNIRVCE¥@rdings 6 thelzctRal recordings should be protected by multiple lay
of encryption.

PROPERownloading and tagging procedureshould bean ESSENTIALUF NIi 2 F | y

I 3SyOeQa
LINPINIY YR a!{¢ /hbChwa ¢hCIATIPNSa! b! C! / ¢

REFERENCE MATERIAL

GhTFFAOSNE &K2dzZ R LINE Lisdkdcé@mer@ vided Atahdinie Seylang Bowrildaded. Gidessashould be
classified according to the type of event or incident captured in the footajevideo contains footagehat can be used in an
investigation or captures a confrontational encounter between an officer and a member of the public, it should be deem
GSOARSYGAFINEBE FyR OFGSI2NAT SR FyR GF33SR | O02NFRaof@

captures aroutine, NnofO2 Y FNB Y G GA2y & Sy 02 dzy i SNEARSY GKIZ2NHeR. DN 1020

category of the event captured in the video. Thpsoper tagging is critical for determining how long the data will be retain
Ay GKS | 3Sgefobdaccuraiedtanding Netps supervisors, prosecutors, and other authorized personnel to readi
identify and access the data they need for investigations or court proceedings.

Gt N2PLISNJ £ 1 0StAy3a 2F NBO2NRSR RIFGlF A& ONRGAOI TQNJon"jth’Eq

G{2YS I 3SyOASa NBLERZNI GKIF{G NBOA S g&dnsuming psocessdhat B Brang B huiBnO 2
error. One agency addressed this issueMoyking with the cameramanufacturer to develop an automated process that link|
iKS NBO2NRSR RIGF G2 GKS 3SydeqQa NBO2NRA& YIlyl3aSySyi
tablets that officers can use to review and tag recorded data while still in theRiab%96

oProperly categorizing and labeling/tagging recorded video is important for the following reasons:
M 8L 2F SPGSyidkAhiyOArR Sichie daafetaitiorSimésA RS2 gAft t (& LA Ol f £ 4§
M Syl ofSa adzSNDAA2NAS NM2ESEE Br ARG 2NARSYYIR TROINBDDOS dri 2 N

a{2YS OFYSNI &aeaitsSvya OFly o6S ftAy1SR (2 Iy I3Sydeqa NB(
documentation. Some camergstems can be linked to electronic tablets that officers can use to review and tag recorded
6KAES Ay (GKS FASEtRO ¢KAA &l @S& (KS 2FFABGENI GAYS &LISy

Gazat F3ISyOASa GKIFG t 9twddwridadadadday lideés byNie lprakbfedeh shiid®A O S N&
SAMPLE:
The San Diego Police Department states in its BWC policy and procedure:

L. Entering Metadata:

Each recorded segment requires metadata be entered, even if the segments atreafame eventAll officers are
required to add metadata at the conclusion of the everfthe only exception is for officer safety reasons, at which timj
metadata should be added as soon as possMkgadata consists of an identifidéon field, retention category, and
recording title. If an incident number exists, the complete incident number shall be input into the identification field
Absent an incident number, a citation number or field interview number mag bsed. Officers shall select the
retention category that most accurately fits the recordinfecording titles may vary and include the location, crime ty
or suspect nameViewing or adding metadata will not alter the video recording as it is protected with multiple layers
encryptionon the aforementioned devices, the BWC itself and at Evidence.caim.
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SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢Bc4cocA d ! DIDLbDéE w9/ hw5LbD{Y

1. As part oDOWNLOADING PROCESBNJ . 2/ NBO2NRAy3Ia .2/ dzaSNBR akKlft dac¢! D
as follows:

i. select andassign theMOSTAPPROPRIATaAtegory for each individual BWC recording utilizi@iNLY
ONEof the categories listed below for each event recorded:

A. TRAFFIC STOP:
a. includesALLtraffic stops:

a-i. resulting inenforcement action such as:
arrest¢ operator/passenger;
traffic citations;
warnings;
repair orders;

a-ii. those that didnot lead to enforcement action:
assist motorist;

a-iii. vehicle searches:
consent searches;

K-9 scans;
Carrollsearches;
vehicle inventories;

B. TRAFFIC ACCIDENT:
a. personal injury as required by agency policy;
b. property damage as required by agency policy;
c. multi-passenger commercial vehigéus/school bus/van;
d. emergency vehicle/government vehicle as required by agency policy;

C. POLIGEITIZEN FIELD CONTACT/STOP/ENCOUNTERS:
a. includesALLFIELD CONTACTS/STOP OF ANY DURATION:
a-i. investigative stops;
a-ii. stop and frisk;
b. doesNOTINCLUDE:
b-i. CASUAL ENCOUNTERS;
b-ii. requests for general information/directions;

D.VIOLENTCALL FOR SERVICE:
a. includesSELANITIATERNnd DISPATCHEfls for service;
b. with-without arrest;
c.considered to have HIGBVIDENTIARY/INVESTIGATIVE VALUE:
d. includes, but is not limited to:
d-i. homicide/attempt homicide;
d-ii. aggravated assault:
d-iii. common assault with arrest;
d-iv. assault on police with/without weapon;
d-v. sexual assault/offenseany type;
d-vi. assault and robberg with/without weapon;
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d-vii. burglary;

d-viii. domestic abuse with/without arrest;

d-ix. child abuse with/without arrest;

d-x. elder abuse with/withoutarrest;

d-xi. any weaponrinvolved call for service;
d-xii. hate crime; or

d-xiii. any other crime involving forcel/violence;

E. OTHER CALL FOR SERWIEHARREST:
a. includesSELANITIATERnd DISPATCHHEfalIs for service;
b. considered toHAVE EVIDENTIARY VAldJEEourt appearance/further investigation;
c. includes any noiviolent call for servicdVITHARREST:
c-i. property crimewithout violence/weapon;
c-ii. vandalism/malicious destruction of property
c-iii. disorderly conduct;
c-iv. unauthorized use of a vehicle;
c-v. emergency detention;

F. OTHER CALL FOR SERVMITEHOUTRRREST:
a.includesSELANITIATERNd DISPATCHEfAIs for service /withwithout arrest;
b. consicered to haveLIMITEDNO EVIDENTIARMLUE;
c. includes any norviolent call for serviceVITHOUTARREST:
¢i. incident- No Official Police Action Taken/Caller Advised;
c-ii. coded call;

G. ARREST/ENFORCEMENT ACTION:
a.includesALL other arrests not previously mentioned in this policy/procedure:
a-i. during execution of search and seizure warrants;
a-ii. surrender on arrest warrant; etc.
b. issuance of criminal or civil citations;
c. violations of locabrdinances;

H. REQUIREJRTHER/LATERIPERVISOR/COMMAND REVIEW:
a.a supervisor/command official may designate a BWC recording for
FURTHER/LATER review
b. this categorynormally applies, but is not limited to,BAWWC recording of a incident
that may require review by a SUPERVISOR and/or COMMAND OFRIiAlay
require possible extended retentiosuch as:

b-i. member of the agency or an allied agency is injured or killethg
the performance of their duties;

b-ii. member of the agency or an allied agency is involved in an incident
that results in serious injury or fatality including, but not limited to,
in-cusibdy deaths, vehicle accidents, vehicular pursuits resulting in
serious personal injury or death, etc.;

b-iii. ANY use of forceby a member of the agency/allied agency;

b-iv. member of the agency has reason to believe that the event may result
in a complaint or the recording may be of use in a future court
proceeding;

b-v. member of the agency is involved in any criminal or suspected criminal
behavior;

b-vi. vehicle or foot pursuit;
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b-vii. CRITICAL INCIDENT
b-viii. potential TRAININ@ecording;
b-ix. officer performance critique/personalized training;
b-x. any recording of an arrest of a person as a result of apparent First
Amendment activity;
c.whenaBWCusedl 4 S32NAT S& | NBO2NRAY3I & awov! Lwo/{
wO+xL92¢3 GKS .2/ dzASN) aKlIff y2iAFe& KA&kKSNJ
recording or end of his/her shift, whichever comes first;
ci. the supervisor and/or command official shaéview the recording
within 24 hours or next business day:
cii. in the event that the supervisor and/or command official is likely to
be absent beyond this time period the BWC user shall notify, in
writing, the Unit BWC COORDINATOR or the BMOMINISTRATOR
who will ensure that a member of higher command is notified of
the recording and reviews it;

|. CRIME SCENE/EVIDENCE or INVESTIGATIVE RECORDING:
a.any crime scene recording made with &/B;
b. any victim/witness statement recorded using a BWC,;
c.any other BWC recordingssociated with an active or open investigation without
an arrest or citatiorhaving investigative/evidentiary value;

J. OTHER:
a.recordingdfiles d contacts/encounters with the public:
a-i. havingNO IMMEDIATE EVIDENTIARY VAltlie time of the recording;
a-ii. not tagged into another category by a member;
a-iii. accidentalBWC recordings;

K. PENDING REVIEW BY BW®IINISTRATOR
a.includes aWC recording in which there is a TECHNICAL ISSUE:
a-i. will be reviewed by the BWEDMINISTRATOBR BWC VENDOR
REPRESENTATIVE;

2. selectonhONE. 2/ aqGF33Ay3Ié¢ OFGSI2NRY
i. if a BWC user believes that a specific BWC recoiBdj dzA NB & Gl 33Ay3IE AY Y2NB (K
he/she will notify his/hesupervisor who will decide into which category to place the recording;
oo AyOf dzRS GKS F2tf2¢6Ay3 ARSYGAFEAYI AYyTF2NNIGA2Y 6KSY a
i. theCOMPLAINT or INCIDENT NUMBER/CAD NUMBER/ARREST NUMBER;
ii. LOCATION OF THE INCIDENT/EVENT/ENCOUNTER;
iii. the ID # or BADGE # OF THE BWC USER,;
no GKS .2/ dzaSNJ Ydzald adGF3¢ YR R2gyt2FR !'[[ .2/ w9/ hws5L
i. includes BWC recordings of the same incident/event/encounter by multiple BWC users;
AAD® AF SdZALIISR gAGK GKS FLIINZLNAREFGS .2/ KFENRglINB (2
aK2dzZ R & 3dBWCydRordingsdmfrediately following an incident/event/encounter
unless more intensive review of the recording is necessary for investigative or report writing purposes;
p & Ch[[h2z '[[] a&a¢!DDLbD¢ twh/ 95, w9{ !'{ 59{/wL.95 Lb ¢1L({
DURING AGENCY BWC TRAINING;
6. ALLdownloaded BWC recordings will be retained in the recording retention file as set forth in SeciQH.
RETENTIONF BWC RECORDING#isfpolicy.
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IX¢Bg4cgocii. DOWNLOADING BWC RECORDING:

Thea | NBEf I yR t 2f A0S ¢aNI2AREANEA / /I 25l &l coGaehylisBi@n fecommenation]:
NOSPECIFIRECOMMDATIONS

PS 88511reference:a @ golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:
(17) any additional issues determined to be relevant in the implementation and use of bedyn
cameras by lav y T2 NOSYSy @012 FFA OSNRA d¢

COMMENTARY

G ¢ 33 A \DBWNLDADRNG BWC recording are virtually, though not always, part of the same process. Both requ]
GKFG GKS . 2-¢2 N3 SANUESHI2Z R&S aR201SRé (2 SljdaAaLIYSyd GKI G
body6 2 Ny OF YSNI (2 @KS 0 aDy oRimas NG OeyWRS: yia2 awstiBlyRSR (K S
GKS | 3Sydeqa .2/ NBO2NRAYy3 FAf{Sa FT2NI NBGSyidAaz2y I 002N
systems the docking station by which BWC recordings are downloaded & KS | 3Sy deqQa .2/ NB(

function as battery recharging stations.

G ¢l IIDOWHEOADING . 2/ NBO2NRAY3I Aad |y AydSaNrtt adSLI Ay S3
use in court.

While the DOWNLOADIN@ocesss relatively straightforward, agencies should consider conductpracticald G I 3 3 A V]
downloadingtraining exercises with BWC usedsiring agency training to ensure familiarity with the process.

REFERENCE MATERIAL

G{LISOATe pKSYy @GARS2a gAtt 0SS R2gyf2FRSR FTNBY {KmBe njoriy3
of existing policies require the camera operator to download the footage by the end of each dhithe case of an officer
involved sheting or other serious incident, some policies require supervisors to step in and physically take possession (
OFYSN} FyR [aadzyS R263022F RAy3 NBaLRYyaAoAf AGASadE

Gt 2t AOASa akKz2dAZ R RSaAaaylrdisS GKS 27T7TA Odddata fiomhi&kd het Bodyra y
camera.

G5FGF akK2dz R 0S5 R2 gwoin 2am&&Sky thd ed@ of each KHift inavRi¢h #he camera was used. Howe
in certain clearly identified circumstances (e.qg., offieevolved shootings, ircustody deths, or other incidents involving thg
2FFAOSNI GKIFG NBadzZ 0 Ay | LISNER2yQa o02RAf& KINY 2N RSH{
GKS OF YSN} FYyR aK2dzZ R 0SS NBXaa@@yairofS T2NI R2gyf 2l RAy3

) LX 2FRAY3 GARS2 FAESa OFy GF1S [dAGS | oAl 27F G Yigthe
camera unit to a computer via USB and waiting for the files to tranSfane agenies use norsworn personnel to transfer
the files. An even better option is to acquire an automated upload cradle from the cameras' manufacturer. These devicq
allow officers to deposit their cameras at the end of the shift into a device that both charges the cameras and transfers
evidence b the agency's server or cloud service for storage)4

GX!'& YSyiGA2ySR:E Ylye .2/ dzyAida OFLy Ftf2é F2N YIOyeloftht |
disadvantages of these BWCs is that the officers may be responsible for dpigavideo to the agency systems themselves
as opposed to an ailwmated or third-party process. As a result, ensuring that this is done properly becomes an importang
GNJI AYAYyZS AaadzsSoé
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Gt 2f A0S SESOdzi A @Sa vy 2 i S Rhelpagghdids prétetd the Ttegrity Ak prigadyofSheir réckrded
data, regardless of which storage method is used. These lessons learned regarding data storage include the following:
Mconsult with prosecutors and legal advisors:
Y legal experts can advise whether data storage policies and practices are in compliance with all relevant |f
and adequately preserve evidentiary chain of custody;
Mexplicitly prohibit data tampering, €liting, and copying;
binclude protections against tampering with the data prior to downloading:
Yy this helps to mitigate concerns that officers will be able to alter or delete recordings prior to downloading
them; some bodyworn camera systems are sold with technological safeguards that make it impossible for an officer to
access the data prior to downloading206

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

IX¢Bg4¢ocgii. DOWNLOADING A BWC RECORDING:

1. All BWC users shall:
A 5h2b[ h!5 | yR dNQLBEERarehby theNsBdDRhISRek shifl/tour of duty:
a.includes BWC recordings of the same incident/event/encounter by multiple BWC ysers
b.AT SldzA LIISR gAGK GKS FLIINBLNARFGS .2/ KIFINRglNBZ
recordings immediately following an incident/event/encounter unless viewing the recording is
necessary for investigative or report writing purposes;
ii. IMMEDIATELY NOTIFY his/her supervisor:
Fd AF Fyé LINRBOEtSY IINAaAS&a RdNAYy3I (GKS adl33Ay3Aéxks5h
OBGAT | LI NILAOdzE FNJ .2/ NBO2NRAy3 KFa 0SSy aidlk33asr
iii. ENSURE that all Incident Reports/Offense Regpaontain documentation as to the use of a BWC to
record an event;

2.ALL AGENCY PERSONNEL ARE STRICTLY PROHIBITERFFIRGM\ETERING,
COPYING, RESING, MODIFYINBAMPERING WITH ANY BWC RECORDING.

Ay GKS S@Syd | &adzZISNIBA a2 NI K| -&ornicanield,ysuch d® fosalisedifokcy 2 F | . 2/
investigation, citizen complaint, officer injury, etbe SUPERVISOR IS RESPONSIBLE FOR ENSURING THAT ALL BWC
w9/ hwS5LbD{ !éw9l bd5¢ !50n*ObS[ h! 595 | a F LIINBLINAIFGS 06ST2NB GKS S

4.once downloadedALL. 2/ NBO2NRAyYy3Ia NB O2yaARSNBR aGaAYLRdzyRSR: Ay
will remain in those files according to Section H. Retention of BWC Recordings of this policy and procedure;

5. A BWC recording NOTa replacement/substitution for an agency Incident
Report/other offense report/investigative report such as aime scene
diagram/sketch or written property or evidence inventory.
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IX¢Bg4¢p. CHAIN OF CUSTODBWC RECORDINGS:

Thea | NBEf I yR t 2f A0S ¢aNI2AREANEA / /I 251l &l GoGaehylisBi@n fecommenation]:
NOSPECIFIRECOMMENDATION

PS 88511reference:d @ golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:
(17) any additional issues determined to be relevant in the implementation and use of badyn
OF YSNI & o0& fl¢g SyBm2NOSYSyid 2FFAOSNE OE

COMMENTARY

victim/witness/suspect statements, crime scene images and/or recordings of evidence. If these recordings are to be of
the prosecution and are to be introduced at trial they must be treated as any other physical evidence with a clear chai
Odzat2Red a¢k3IIAYyIE YR R2oyt2FRAY3I | .2/ NBO2NRAYS3
established This section 6thed . 2 / t NEPRE&&dhcNdzX Rd8irésses this issue. Chain of custody issues will be
repeated in a later section of thidocument in the sectiorthat deals with the retention of BWC recordings.

A number of BWC recordings will capture images that are of EVIDENTIARY VALUE whether in the form of suspect a’|

REFERENCE MATERIAL
G¢KS o0S8Sad Lkt A da aiddnce, isadaliviys duglré thelidkegrity of the evidence, and ensure policies and
procedures maintaining a strict chainf-custody are followed (IACP, 2004). This would include being sure that recordings
include information necessary to be admissibin court. Specifically, time and date stamp/identifiers must be imprinted on]
the media, either in the video images directly or in the underlying metadata information of the data fil@si8

Consult with prosecutors and legal advisolsegal expertan advise whether data storage policies and practices are in
compliance with all relevant laws and adequately preserve evidentiary chain of custaty

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

IX¢Bg4¢p. CHAIN OF CUSTODBWC RECORDINGS:

1. BWC recordings determined to hai#®/IDENTIARYALUE shall be considered to be and treated as evidence

FOO2NRAY3I (2 (GKAa | 3Syodeqa SPARSYyOS NBGSylGAzy LRtAalde

2. RETREIVAL/COPYING OF BWC RECORDINGS FOR PROSECUTION REVIEW AND/OR FOR TRIAL SHALL BE

COORDINATED BY THE B\B®IINISTRATORS SET FORTH IN SECTIQR &2 ¢ BWC FILE SHARING
{¢lr¢e9Qf{ ! ¢¢hwhTHISROLIAQY BNLLPROCEDURE;

IX¢B¢4¢g. BWC DOCKINGEND OF SHIFT:
1. At the end of his/her shift/tour of dutgach BWC user shall:

i. INSPECT his/her assigned BWC to ensure the device is not damaged and is operable:
a. report anydamage/operability problem immediately to his/her supervisor;
ii. INSERT the BWC into the battery charging docking station as demonstrated during BWC training:
a. depending on the BWC system being used, the docking station used for transferring BWC
recordings to the BWC recording retention files and the battery recharging station may be
the same station;
iii. ENSURE the battery charging docking station is operating and that the BWC is charging as
demonstrated during BWC training;
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X.STORAGE/RETENTION/MAINTENANCE OF RECORDINGS:

Theat NBEF YR t2tA0S8 CaNI2ARBNGI / /1 23\l &ctaaehylissidn secommenation]:

H.REQUIRED STORAGE AND MAINTENANCE OF RECORDINGS

1. All files shall be securely saved and stored in accordance with agency policy.
H® 9F OK 38y0eQa gNRGGSY LRfAOe akKlfft AyOfdzRS adl yR
a. security and access control;
b. creation of audit trails and access logs.
3. Each agency shall retain an unedited original version of stored bodyn camera footage, and should log anytime the
footage is viewed, for what length of time and by whom, as well as any copying or editBibl

PS 885114 i I i % faovcy fiorah® ibsuance and use of a bedyprn camera by a law enforcement officer addresses:
(10) the secure storage of data from a bogyorn camera; 212

COMMENTARY

This section of théBWCProceduralReferenceD dzA BRd8résses the storage and maintenance of BWC recordings. Adthé

HocCommission clearly noted in its recommendatioBECURITI¥ one of the critical issues to be addressed in creating a B

NBEO2NRAYy3IaAaQ NBOSyiGAz2zy FA{Sd {2YS 6 Sy¥F2NOSYSyid I 3

server(s) or other digital medium while other agencies have choed & 12 NB (G KSANJ NBEO2 NRA y ]
party vendor. Consideration of BWC recording files SECURITY should also include any applicable CJIS standards
storage of criminal information if a third party vendor is uselgencies may wanto considerthat SECURITé0mmitments

from a third party BWC recordings storage vendor be documented in writing to ensure accountability if there is a brea

the system.

While cost is normally the first major factor that agencies consider in deterimgnwhich option to select, the ability for ready
access and SECURITY are two other issues that need consideration. Just as no one BWC policy and procedure fits

enforcement agencies, no one BWC recording retention system fits all departments. chegsmouldexamine their
recordings storage needs in light of their recordings retention schedule and the amount of BWC recordings that thq
anticipate will be made when making the decision to adopt one BWC recording retention over another.

REFERENCE MERIAL

expensive aspectof abodg 2 N}y OF YSNI LINPINI YX¢KS O2ad 2F RFEGE adz2N
K2g t2y3 @GARS2a NS {SLIIX IyR 6KSNB (GKS @GARS2a |tidBosta
typically go toward paying a thireparty vendor to manage the data and to provide other services, such as technical
assistance and forensic auditing. If videos are stored on ahdnise server, agencies must often purchase additional
computer equipment and spend money on technical staff and systems to ensure the data are secue.3

! f K2dzAK GKS AyAdGALf Oz2ada 27 LszNbKl-éxwfaadauéﬁ@ageﬁsthéﬁwugtj

! Y2y3a L2t A0S SES O dziskedrifyarelidbifity, Sostland $eghfical capacityt were Beprimary factors cit
for choosing a particulamethod for storing video files from bodyvorn camerasAmong the more than 40 departments tha
PERF consulted, all stored boelyorn camera video [either] on an ihouse server (managed internally) or on an online
WOt 2dzRQ RI Gl o6l asS oVWSYyRIBMB Pée || GKANR LI NIe&

G . 2-Woén cameras record their video files intelly onto flash memory. ThRIF G Ydzad 6S dzLJ 21 RS
agency's evidence management and storage system, which means your-taag camera policy must cover how the videc;l
SOARSYOS gAtt 0SS dzLX 21 RSR | yR2IBG2NBRZ o0& ¢K2YZ | yR 7T
G ¢ KA a dnédf tReamorné Bnportant items for an agency to consider before purchasing BWC uthétisx storage and
retention. Storage issues such as how long and who has access to the recordings must also be constdettezimore,
states have different laws on how long recordings must be stored based on the typmofent and how or whether it is useq
in court. This is one ofhe most important things for an agency to consider as this can have a significant cost to a
department. Not only must the data be protected and backed up regularly, but it must be accessible to all parties involv
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Some data needs to be retainedrever; other data can be deleted quickly. Crime recordings must be managed by law avl
through policies. Even video of standaudficer interaction may be retained for a default period of time to cover potential
performance complaints. Policies should dval the period of time this data is maintainedAs recordings become more or
less important to your agencgdjustments need to be made. The length of storage time can cost numerous-hwans in

addition to the actual cost of the storage devic&here areservices available that provide etio-end data management of thq
SEIFIOG AlGSYa Y8WiA2ySR | 0620Sdé

dhy OS NI O2 NRagsfckes will s to ¥dnsri&r all aspects of storage and handling, including alfainstody
A&dadzSaxaz2NB Sdieddaievans® safeguards to control data handling and thus assist in ehéitustody
control. They can require a party other than the officer to upload the data. These sueas can often support chaiof-
custody issues. 217

Gt 2t AOASa aKzdzZ R avbrbtaNdravidengidreiicde sioke@HeBecisich Bf dvhere to store recorded dat|
grtf RSLISYR 2y SIOK 3S8Sy0eQa ySSR& I yR NBaz2d2NOSad t 9
should consult wiKk G KSANJ RSLI NIYSyidQa tS3lFft O2dzyasSt FyR 6AlGK L]
legal requirements and chakof-custody needs. Common storage locations includehimuse servers (managed internally)
and online cloud databases (manaddy a thirdparty vendor). Some agencies burn recorded data to discs as part of the
evidence file folder. Factors that agency leaders should consider when determining storage location include the followi

M aSO0dzNAG& O2yOSNYyarT

M N3XBié methods for backing up data;

M O Kdf-dusfody issues;

M OF LI OAle FT2M RIGF ad2Nr3ISo

Gt 2f A OS S E S Audded oPishrategigsahatEan hdlp agencies protect the integrity and privacy of their recorded
data, regardles of which storage method is used. Lessons learned regarding data storage include:
Mconsult with prosecutors and legal advisors:

Y legal experts can advise whether data storage policies and practices are in compliance with all

relevant laws and adequately preserve evidentiary chain of custody;
M xPlicitly prohibit data tampering, editing, and mging;
include protections against tampering with the data prior to downloading:

Y this helps to mitigate concerns that officers will be able to alter or delete recordings prior to downloading
them; some bodyworn camera systems are sold with technological safeguards that make it impossible fo]
officer to access the data prior to downloading;

Mcreate an auditing systent; is important to have agcord of who accesses video data, when, and for what purpose
some storage systems include a birltaudit trail;
Mexplicitly state who will be authorized to access data:

y many written policies outlinevho will have access to the data (e.g., supervisors, Internal Affairs, certain off
officers and department personnel, and prosecutors) and for what purpose (e.g., administrative review,
training, and investigations);

bensure there is a reliable backp system:
Yy some systems have a builh backup system that preserves recorded data;
Yy some departments copy recordings to disc and store them as evidence;
Mconsider third-party vendors carefully:

y overwhelmingly, the police executives whom PERF interviewed reported thateigeiradviers and
prosecutors were comfortable using a third party vendor to manage the storage system;

y ' when deciding whether to use a thigharty vendor, department®2 y a8 A RSNJ (i KS @SsfaRcd NJ
capabilities and whether the system includes protections such as an audit trail, backup system, etc.

y executives stressed the importanceendtering into a legal contract with the vendor thatrotects the
F3SyodeqQa RIGE®

These strategies are important not only for protecting the privacy rights of the people recorded but also for preserving
evidence and resolving allegations of data tamperin@.19
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& 2hat you need from youevidence management system is ease of use and seculitydence management software mu
help you track your files and recover them for authorized viewing. It also has to preserve the chain of cudfotyu have in
car video systems, you may want to use the same make of camera so that you can use the same evidence ma
software. However, some body camera evidence managementvacdt can handle ktar video from other makes of came
Whichever way you choose to gomake sure it suits your need$or sending files to other officers, to attorneys anj
prosecutors, and for honoring public records requests.

Once you start a bodworn canera programyou will be inundated with dataSo storage is liély to be your body camera
program's greatest ongoing expense. You will either need to store your data emonse serers or on the cloud through a
service provided by your camera maker or a third party. Be sure that you know the security concerns tiorabd make sure
you are aware of all the costs that each might entaii20

The Scientific Working Group On Digital Evidence [a group of law enforcement professiengéged in the field of digital
and multimedia evidence to foster communication armboperation as well as to ensure quality and consistency within the
forensic community@ www.swgde.ord offers the following direction regarding the archiving/storage of digital data to la
enforcement agencies:
LG A& SaaSydalt ( Kstofe thht HabaynGick awaylzd wyider cenditibs dhiatiwill petmit dcce
when it is neededArchiving is the process sforing data in a manner suitable for long term availability and rietval.
In cases where archiving is desired, there should be an archiving plan from the moment the digital evidence is
LINE OSaaSRXL G ¥ dondstfy &dddptaczasHpsaititesd forlestdblishing and/or maintaining the ialale
digital data archiving media should be used.

Why Archiving is Needed:
! NOKAGAY3I Aa ySSRSR (2 Sy adzNFBhe tech@igNd BmpRyed shoultl Be chogeh to {
ensure data can be located and accesgaghiving may also involve the long term storage of data as required per
statutory requirement and or departmental policies/regulations.

What Should be Archived:
a!ye RIGF G K Idior fifuredaccesS shollsl hedaichivlBaep in mind that it may be necessary to retain
original software and/or hardware in order to access the archived data at a later time.

Archive Maintenance:
! G GKS GAYS | yfshbudDekvarified aghidst it® digirndlie. $ésh verification)As new versions of
hardware and software are released, backwards compatibility is not always ensukEver versions of
software/hardware will not always be able access the older daté.might be necessary over time to ensure that the
newer versions of software/hardware will be able to access the older daAachivists should be aware that software
providers occasionally cease support for their proprietary file formé¢saware that hardware/media generally has a
specific lifespan as defined by the manufacturéstilize media recommended for long term storage when archiving
data; if you archive to a server, it may be necessary to have a backup solutitedia should be handled and stored in
F YFYYSNI O2yaAradSyd oAdGK (K Sndefbpfirdamicabditions Babiliied whieie rehives
are maintained should be climate controlled according to recommended specifications.

Archive Management:
The following issues should be considered when dealing with archive management:
wArchives should be securely stored.
wStorage facilities should be adequate in size for the data to be maintained as well as allow for growth.
wMedia in which archived data is to be stored should be of adequate capacity.
wArchived data shoulde readily accessible via cataloging and/or indexing.
wChain of custody documentation may be needad dictated by agency policy and/or legal statutes.
wData should be disposed of in accordance with statutory requiremeand/or departmentalpolicies/regulations.

Standard Operating Procedures:
Agencies should develop, maintain and adhere to standard operating procedures (SOPs) governing the archiving
data, maintenance and management of those archss 221
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SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

X¢A.STORAGE AND MAINTENANCE OF BWC RECORDINGS:

L o T p——————_——

H

!

Because each agency will determine how it will store and manage its BWC recordingsndusl policy i
and procedure will only providggeneralguidance and direction on BWC recording file retention anc§

maintenance issues including security concerns. ;
#

1. ALLBWC RECORDINGS SHALL ONLY BE DOWNLOADED AND STORED ON STORAGE DEVICES/MEDIUM, SERVERS
hw w9ah¢9 Lbc¢cOLOUB®E& ¢ILI¢c® {|SHECHICALI Y APPRMAEDHENAME OF AGENCY]

2. The BW@DMINISTRATORYr individual designated by thédead of the agencyo oversee the BWC program]
shall rve as thedesignated custodian of records for all BWC recordings.

o® hyO0S aiGl33aSRé FyR R2éyft2F RSR Ay iBNEDREBWE BB&oxiOE Qa . 2/ N
shall beconsidered to belMPOUNDEPI.e. under direct control of thdNAME OF THRGENC)Y
AP GKS Z2ZNAIAYIEEZ !'b95L¢95 .2/ NBO2NRAYy3I gAatt 68 NBGI
Section X H. Retention of BWC Recordings of this policy and procedure;

4. ALL BWQcordings are theSOLproperty of the [NAME OF AGENT Yo BWC recording may be accessed,
reviewed, erased, destroyed/deleted, edited/modified/changed/altered, tampered with, copied, or
disseminated without the expressed authorization of thdead of the agencyr designee [the BWC

ADMINISTRATOR

REVIEW OF IMPOUNDED BWC RECORDINGS

Depending on the BWC recording retention system used by an agency each BWC user may be a
F0O0Saa KA&akKSNI .2/ NBO2NRAYy3Ia GAYLRdzyRSRE A
agencies ensure that such access is alwpgsswordprotectedr ~ @i&v oalyf wSEOSLIGI 1
Administrator] and track any access or viewing of each BWC recording. Agency policy and proce
should reflect how access to impounded BWC recordings is granted and tracked.

lye NBIdzSad G2 JA Scoldiggs byany KtlieNdhemBert shalsd & NEXe in writir
to the BWCADMINISTRATO8h a form developed to request the inspectioneview, copying or
dissemination of any BWC recording.

5. BWC recordings shall normally be used only @dficial law enforcement purposes:
i. exceptions may be authorized, in writing, by thdeadof [NAME OF AGENCY]

o
w

c o [ [ aG2NBRkaAYLERddzyRSR: . 2/ NBO2 NRaeyahiembefhhstreceivedyfte &
WRITTENpproval of his/her supervisor or command officiahd the BWCADMINISTRATO4ting as the
designee of theHead of the agency
i. the BWCADMINISTRATOd$hall coordinate the copying of ALL BWC recordings.
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7. lItis strictly prohibited for any member of thtNAME OF AGENCtd]
i. view BWC recordings for anything other thafficial law enforcement purposes;
ii. download or convert any BWC recording for personal use;
iii. post any BWC recording on anyaal media site;
iv. share/disseminate/release any BWC recording except as permitted in this policy and procedure.

8. BWC recordings shall be retained by thiéAME OF AGENCaGcording to the retention schedule set forth in this
policy and procedue unless ordered otherwise by a court of competent jurisdiction or by tHeadof [NAME OF
AGENCY]

BWC RECORDING STORAGE/MAINTENANCE POLICY

Each agency should set forth its BWC recording STORAGE/MAINTENANCE protocol in this section of @sgo
procedure. It is suggested that agencies include, at a minimum, the following information:

A. SYSTEM DESCRIPTION:
M ® aOf 2dzR¢ ol AaSRKGKANR LI NIé @SyR2NY
a. third party vendor responsibilities/liabilities:
i. system access/maintenance;
ii. technical assistance;
iii. security:
iii-a. CJIS compliance [if applicable];
iii-b. response to data breach/compromise;
iv. system bactup;
b. dedicated agency server/other digital storage medium:
2. security measures;
3. recordinggetention backup;

B. BWC ADMINISTRATOR RESPONSIBILITIES;

C. SYSTEM OPERATION:
1. downloading BWC recordings;
H O FO0OSaaAay3a aiG2NBRkAAYLRdzyRSRé .2/ NBO2NRA)
a. to view [only];
od O2LBRAYy3 aG2NBRkAGAYLRdzyRSR: .2/ NBO2NRAy3:

D. CHAIN OEUSTODY;
E. SHARING WITH ALLIED LAW ENFORCEMENT AGENCIES/CRIMINAL JUSTICE AGENCIES;
F. DATA RETENTION SCHEDULE:

1. EVIDENTIARY recordings;
2. NONEVIDENTIARY recordings;
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X¢ B. BWC RECORDING RETENTION FILES SECURITY/CONFIDENTIALITY/PRIVACY

Thea | NBEf I yR t 2f A0S ¢aNI2AREANEA / /I 25l &l coGaehylisBi@n fecommenation]:

H. Required Storage and Maintenance of Recording

1. All files shall b SECUREISAVED and STORED in accordance with agency policy.
H® 9 OK |3ASydeqa oNRGGSYy LlRtAOe akKlftt AyOfdRRS &ail y
a. SECURITand access control;
b. creation of audit trails and access log®22

PS 88511reference:a @ golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:
(9) access to and confidentiality of recording®23

COMMENTARY

The use of bodyvorn cameras to record a variety of law enforcement related events/incidents/encounters and the
technology to store those images, sometimes indefinitely, have raised a number of questions abo@EB&JRITAf such
recordings and created dilemma for law enforcement executives adopting a BWC program for their agency. On one h{

they understand that BWC recordings are considered, by law, as a public record/document subject to release to the
upon request, with some exceptions. Oretther hand, they may view BWC recordings as criminal justice information/d
0KFG aK2dzZ R 0S adzn2SO00 G2 adNmROG tS@Sta 2F aSOdzNAése

0/ WL{ 0 {SOdz2NA(G& t 2f pefrdodbe at &oSsguPosésdodneanaider,fi.ei dna Gl for publid access
another calls for strict security of that information. Add the availability of third party vendors who store BWC recordinévl
GKS a0t 2dzR¢ (2 (KA & xe¥utivies need B gitelcasefubcyiBideMdidS tb Bhyit iiypeSf security measu
gAff &dzNNRdzy R GKSANI | 3SyOAS&aQ .2/ NBO2NRAYy3I NBGSy A
recordingsshould considehaving in place security measurebat reflect professional and legal standards if those files arg
determined to be criminal information files.

It also needs to be pointed out that, although treatexbparatelyin this¢ . 2 Best Practice®roceduralDevelopment
Guide/Toolkité the issuesof BWC RECORDINGS SECURITY, CONFIDENTIALITY AND PRIVACY ARE INTERCQO|

Because each agency will determine how it will store and manage its BWC recordingsldtisnentonly provides general
guidanceand direction on BWC recording file retention and maintenance issues including security concerns.

REFERENCE MATERIAL

G! 3SyOASa akKz2dzZ R RSGSt 2L yR AYLX SYSyid GSOKyAOFftzZ 2LJ3
appropriate secuty of the technology (including networks and infrastructure) and the data it provides to safeguard agair
risks of loss, unauthorized access or use, destruction, modification, or unintended or inappropriate discloBhieprinciple
includes meetingsté | yR FSRSNIf &aSOdaNARGe YIyRIFiSa o60So3aods (KS (
respond if a data breach, loss, compromise, or unauthorized disclosure occurs, including whether, how, and when affeq
persons will be notified, andemedial and corrective actions to be taker224

The following excerpt from an IACP publication entited SOKy 2 f 2 3& t 2\WIA Ydzl CRtdvides o]
guidance for developinECURITpfocedures for dealing with digital data, including BWC recordings:

M 5SFTAYS AYyT2NNIGA2y adaiSvya aSOdaNRGe NBIjdzANBYSyida
the systems and confidentiality of the @afThe security policy should address all state and federal mandated secl
policies,andclearly address procedures to be followed in the event of a lossmpromise, unauthorized access or
use, destruction, modification or unintended or inappropriate disclosure of data, including how and when affecte
LISNA2ya gAff 6S y20AFASRIE YR NEB»BSRAIFIET FyR O2NNBO
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X ¢ B.CONFIDENTIALIY/PRIVACY:

Theat NBEF YR t2tA0S CaNI2ARBNGI / /1 2S il &cta@ehylissian secommenation]:

G.CONFIDENTIALITY

2. Except as authorized by agency policy, copying, releasing, altering, erasing or allowing unauthorized viewing off
agency video recording (or portion thereof) is prohibited and may be subject an officer to disciplinary actidB6

COMMENTARY

Privacy or the potential lack thereof is one of the greatest concerns associated with the use ofweodycameras by law
SYyF2NOSYSyili F3SyOASaed 2KAtS AdG Oy o068 FNHdzSR GKFG F
a20AS80Geé Ay S6KAOK Al asSSvya GkKIFd S@SNB2yS Aa Sldz LILISR
public activity, many individuals still have mixed feelings about being recorded by law enforcement officers even in a
setting. The fact that lbdy-worn cameras can record the reactions of crime victims and witnesses during traumatic even|
during other events when victims and witnesses may be at their most vulnerable, even when those incidents occur in
creates concerns for many individuals. Coupled with the likelihood that law enforcement officers will record calls fores
whentheyNS & LI2 yR (2 | LISNBER2y Qa4 NB&AARSYyOS 2NJ 20KSNJ &aLINR I
further magnified. And finally, add to the privacy mix the ability of a law enforcement agency to indefinitely store/retai
reproduce and posbly release those recordings to others and there can be little doubt that confidentiality and privacy
488y 0@ Ylye Fa 2dzaid Fy2iKSN 32 @ Eokferhs gbdut confidenfialitydiad prizagy
be further complicatedf and when direct access to BWC recording files is granted to allied law enforcement agencieq
20KSNJ ONRYAYLf 2dzadAO0S 3SyOASa adzOK | a

Likewise, agency executives need to consider the question as to whether the agen®RGACTIVEk&ease certain BWC
recordings and include this in its BWC policy and procedure.

b2aGgAGKadGryRAY3I I tFg SyT2NDOSYSydfadbaigyfransparant afiascoubtabiedot tiy
actions of its personnel, agencies must be able to balance those motives with the concerns of the public for privacy.
quest for confidentiality and privacy appears through much of literature detailithge use of bodyworn cameras and is
reflected by the following excerpts from some of that literature.

REFERENCE MATERIAL

GbSs GSOKy2ft23A8a Ay LREAOAYI NIA&S ydzySNRdza L2t Avioen A
cameras, which can have significant implications in terms of privammmunity relationships, and internal departmental
affairs. Asagencies develop boeyorn camera programs, it is crucial that they thoughtfully examine how their policies and
practices intersect with these larger questioPalicy issues to look at include theffect these cameras have on privaeynd
community relationships, the concerns raised by frontline officérs,expectations that cameras create in terms of court
proceedingd YR 2FFAOSNJ ONBRAOGATAGRET YR GKS2FIAYylIyOAlt O2ya

G¢ KS LINET AT Sboies adyan@Fin sOrvelahdeltechnology, and the emergence of social media have ch
the way people view privacycontributing to the sense that, as Pollce Commissioner Charles Ramsey of Philadelpftia sali
az2zySiavysa ¥S Sf a faA quK)\E)/dEEl K\ SIESNGRGOoNFRRSeydBamNA axpectatlons of privacy evolve, it is
ONRGAOFE GKIFIG tFg SyF2NOSYSyd 3SyOaAsSa OFNBTFTdAte 02y3
especially when courts have not yet provided igance on these issues. Bodyorn cameras raise many privacy issues that
have not been considered before.

Unlike many traditional surveillance methods, bedlgrn cameras can simultaneously record both audio and video and cay
closeup images that allovior the potential use of facial recognition technology. In addition, while stationary surveillance
cameras generally cover only public spadexly-worn cameras give officers the ability to record inside private homes and
film sensitive situationsthd YA 3K{i SYSNHS RdBRBy3I OFffa F2NJ aSNIAOS d¢
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G¢KSNB Aa Ffaz 02y OSNY [-wohdamerisanight beks®redraduieBod ekamplelBiYa p@rgoﬁl
0SS oftS (2 2060l Ay @OARS2 (KI i Willagench&edrviidoshaefinkefyald iRp8ssibble that
the body-worn camera footage might be improperly posted onlin&¥hen implementing bodyworn cameras, law
enforcement agencies must balance these privacy considerations with the need for transparency of ppksatmns,
accurate documentation of events, and evidence collectidis meansnaking careful decisionabout when officers will be
required to activate cameratow long recorded dad should be retained, who has access to the footage, who owns the
recoRSR RIGIS FyR K2g (2 KFEYyRES AyOaSMylt FyR SEGSNYyLFf N

Gt NAGFO& A& Iy AYLRNIFIYyG O2yaARSNIGAZ2Y Ay GKS AYLI SYS
referenced when discussing the MPI&he privacy issu@volves both policy and legal aspectalthough cameras may
provide valuable evidence for complaint resolution and litigati@ry sensitive information may also be recorded during
police/citizen interactions or as police respond to emergenci€sr example, some individuals may be afraid to report
criminal information to the police if they believe their identity will be preserved and/or possibly made known during civil
criminal litigation. Officers also have privacy concerns. Even while on dutyersfsometimes discuss personal matters whe
not taking police action, and may have legitimate concerns regarding the potential of reprisal for protected speech. I\(I;);I
L2fAOS 2FFAOSNE 2FiGSy SyidSNI LIS2LX SQawidg eaive§ af sdmgtimesStyesild
and embarrassing situations. Under some circumstances, officers may incidentally record people who have no involvery
in the matter at hand.A law enforcement agency's policy regarding continuous versus discretiorcamgireg will play a
significant role in this area. The Workgroup believes #g#ncies using BWC should have a clear policy in place addressin
privacy issues to include how to handle inadvertent recordings and private conversations that have no reletance
SyF2NOSYSy @230 OGADAGASEDE

LG A&a Ffaz2 AYLRNIFyYyGd ¥F2 Nlvided s dndy dcaessedBwhénpdbriitied s8d0rdiyRo the 2 9
LRfAOweB8XEYR GKIG NB Diakrs éhaddh@ Be atild tof fgrxampleSpass holuieb of a drunk city
council member, or video generated by an officer responding to a call in a topless bar, or video of a citizen providing
information on a local street ganf.is vital that public confidence in the integrity of body camera privagsotections be
maintained.2 S R2y Qi 6l yiG ONAYS @AOiGAYa G2 0SS FNFIAR G2 OFf{
become public or reach the wrong partonfidence can only be created if good policies are put in place lzaxcked up by
322R GSOKy2f238 dé

OPrivacy is a counterpoint to access: increasing transparency necessarily means more people will viewedroeya footage,

which will frequently feature civilians who may not want the recordings of themselves sharBtis type of access raises the
issue of whether officers must affirmatively warn all citizens that they are being recorded. The ACLU, for one, has callg
y2iA0S (G2 OAGAT Sya WegKSNBGBSNI LINIF Oi A Olaocif AST 06 NUzall SyAdyAT fut
2LISNI GA2yQ 2N g2BNRa (2 GKIG STFSOGoQ

BWC ecording in aRESIDENCE

G¢KSNBE Aa | O2yOSNYy GKFIG F22G13S GF1Sy AYyaiARS | LINRGI
problematic in states withd N2 | R LJdzo f A O Herk i Slbugurdasserythihgdsogen t& public record unless it i
LI NI 2F +y 2y32Ay3a Ay@SaatAalrarzye {2 AT LRtAOS 02YS A
used in an investigation,yoNJ Yy SA3Ko62NJ Ol y NBIljdzSaid GKS F220F 38 dzyRSNJ

232

{02l DNBSys22R 2F (KS ! /[! KIL& SELINBaA&ESR &AYAfl N OF
Wiy 2FFAOSNI YATIKG 6S ff2¢gSR (2 32 nleghihat evergtling NdSideA R S
ought to be public record.The warrant is an exception to the Fourth Amendment, not a waiver. We do not want
this to show up on YouTub®ly next-door neighbor should never be able to view something thzppened inside
Y& K2dzAS gA0K2dzi28% e LISNX¥AAAA2YDPQ a
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. SOFdzaS 2F GKS dzyAljdzSt e AyGNHzaABS ylLiadaNBE 2F LRt AOS N
especially sure to provide clear notice of a camavaen entering a home, except in circumstances such as an emergency
raid. Departments might also consider a policy under which officers ask residents whether they wish for a camera to be
turned off before they enter a home in no®xigent circumstancegCitizen requests for cameras to be turned off should
themselves be recorded to document such requestSsgmeras should never be turned off in SWAT raids and similar polic
F OGABBY a de

GXljdzSatAz2ya NBYFAYZ S&aLISOAL (0S8 NBO2MR AYKES FYUILRNR LAINTEIA RS
F220F385Q8 WdzyAljd28T BA A FNMIzA A @Bt Vil & dANB @B oA Sg G LISas &f
recorded search of a home or a vehicle can lead to the discovery of evidenceadbiat otherwise have gone unnoticed.

Beyond initial policeitizen encountersthe longterm digital storage of those interactions, especially intimate interactions
6adz0OK a NBO2NRAy3Ia 2F R2YSadAO0 RA &Lz Sthethame lcduld, for inddanke 14
requested by other citizens (like neighbors), even though the privacy implications of these sorts of requests remain larg
unexplored.Contextual policies thus need to be developed about when cameras should stopxdiliggR ¢ KSy T2
OSIasS (2 0S a02NBRP 2A6GK2dzi FdzNHKSNJ 3dzA R yOS 2y ( Kidal 9
Y& NIAAS LINA @G Oe O2yOSNya &5y SEOdzaS (G2 OdNIil Af LI

at 2t A0S 6 2 R &thabrhary3nsthnaes of Entirgly innocent behavior (on the part of both officers and the public)
will be recorded, with significant privacy implication®erhapsnost troubling is that some recordings will be made inside
LIS2 LY SQa K2YSas sKibedng i Mitanded of cOrSenigl énBy (e.g., responding to a burglary call,
voluntarily participating in an investigation) and such things as domestic violence dallthe case of dasbams,we have
also seen video of particular incidents relead for no important public reason, and instead serving only to embarrass
individuals.Examples have included DUI stops of celebrities and ordinary individuals whose troubled and/or intoxicated
behavior has been widely circulated and now immortalized onliine potential for such merely embarrassing and titillating
releases of video is significantly increased by body caffteereforeit is vital that any deployment of these cameras be
accompanied by good privacy policies so that the benefits of the technélogl NB y 2 i 2dzigSAIKSR g
236

However, Chris Burbank, Chief of Poljcgalt Lake City (Utah) Police Departmemtinters this privacy concern:
dhyS 2F GKS (KAyHRI ®S56$ NBt NBINBS (& $ omeshm havtBetocimérit all
GKSasS o0AGa 2F AYTF2N¥IGA2Yy WKIKY s5RNS0 $RINSEROCHNE MR 2 S
O2yRAGAZ2Y 2F (KS K2YS> S&aLSOALtfte AF AGQa | OFL&asS | o
are just a technologically advanced type of police report that should be treated no differently from an initial contact
form that we currently fill out every day. The advantage of a camera is now you have a factual representation as
2LI02aSR (2 Iy AYyGSNREINSGEFGAZ2Y o6& |y 2FFAOSNIDE

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

X¢B. BWC RECORDING RETENTION FILES SECURITY/CONFIDENTIALITY/PRIVACY:

1. ALLBWC recordings are thBOLBproperty of the NAME OF AGENCY]

i. No member of the agency may access, review, erakstroy/delete, edit/modify/change/alter, tamper
with, copy, or disseminate a BWC recording without teepressedauthorization of the BWC
ADMINISTRATORr individual designated by thédead of the agencii 2 2 3SNBESS (KS
program] oras otherwise identified in this policy and procedure.
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X¢C BWC RECORDINGS AS EVIDENCE:

Theat NBEF YR t2tA0S8 CaNI2ARBNGI / /1 2SNl &ctaaehylisEian secommenation]:
NOSPECIFIRECOMMENDATION

PS 88511reference: & & golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses]
(17) any additional issues determined to be relevant in the implementation and use of bedyn
OFYSNI & o068 fl ¢ SyB2NOSYSYyld 2FFAOSNA DE

COMMENTARY

It is an understatement to say that BWC recordings can have signifiGADENTIARMIue. BWCs may record suspects
actually committing a criminal offense whether against a community member or an officer; they can be used to capty
victim, witness and/or suspect statements; they can record crime scenes and other forms of physical evidemell as
capture the environment in which such evidence is found; they can capture footage of personal injuries to victims or dg
G2 LISNB2YFt LINPLISNIE (G2 adzZJR2NI | GAO0OGAYQa Of I Averty2 T
RFEYIF3AS &2 |a (2 adzlll2NI +y | ffS3ISR &dza LIS O EVEDENTIARMINE ofii
SFOK .2/ NBO2NRAy3I gAft 2FGSy 0SS RSLWSyRSyil 2y GKS .2
his/her investigative ability. Because BWC recordings may present signifiEBAanDENTIARMIue, agencies should consider
how they need to be handled and secured i@dated to other physical evidence.

When considering the evidentiary value of BWC recordings agen®cutives should consider that BWC recordings may|

contain not only inculpatory evidence that may help investigators and prosecutors in developing a case against an indi

but also may contain potentially exculpatory evidence that may be subjectite Bradyrules. It is suggested that agency

[ S3It ! ROAA2NE | yYRk2NIJ NBLINBaSydal 6AgSa 2F GKS t20Ft {
should be handled and released.

Additionally, procedures by which to access to and revievEMIDENTIARBWC recordings for legally permissible
investigative purposes should be developed by an agency as part of its BWC policy and procedure. In as much as the
Commission recommended as a best practic® I OK | 3Sy 0e Q& ¢ dde standagls aniproseuies thak |
address:
a. security and access control;
b. creation of audit trails and access logs;
andad 9F OK I 3SyOeXxakKz2dzZz R t23 FtyeiAyYyS G(KS F22i04Fr3S8S Aa OASs
S R A (i 43¢ aAgéncies shouldonsiderdevelogng a procedure, dependent on its storage and maintenance method, byl
which personnel can view and use BWC recordings in criminal investigations.

REFERENCE MATERIAL

G9 ELISOG I G A 2-idin chniethsipan ats@afeéct how cases are prosecuted in criminal courts. Some police execl
said that judges and juries have come to rely heavily on camera footage as evidence, and some judges have even disn|
casewhenk RS2 RAR y2i0 SEA&A(G® WWIZNASE yziKSEISGNY Al yi@saddS SK §
5SGS0GAGS |/ KSBLNBe vided only bifesi aisiiall Sidapsbhotiéf everitsdoes not capture the entire scene, or
AaK2¢g GKS @IRAOSNRASEAX2 2N aK2g Fy 2FFAOSNRA Ay@Sadaidl
iSadayzyeod LQY O2yOSNYySR (KIFG AT 2d2NARSa NBfe& 2yt @ imng
02 dziRdb & Q

a ieeos of officers' encounters with the public are digital media captured by htgbh devicesbut in some ways thegre no
different than the evidence stored in your agency's evidence lockers. Which means the chain of custody mustdesvae,
documented and organized. Many of the manufacturers of boglyorn camera systems supply their ciesners with
evidence management softare designed to maintain the chain of custody. But even if you use evidence management
software, your policy needs to cover how éhchain of custody for the files will be maintained. Be sure to include how the
files will be accessed by neagency personnel such as pesutors, defense attorneys, and attorneys working civil suits an
FRYAYAAGN) G R4S KSI NAyJaodé
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& ¢ K S pdiy,asiwith any physical evidence, is to always guard the integrity of the evidence, and ensure policies and
procedures maintaining a strict chaiof-custody are followed (IACP, 2004). This would include being sure that recording
include information recessary to be admissible in court. Specifically, time and date stamp/identifiers must be imprinted q
1KS YSRAIFZ SAGKSNI Ay GKS @GARS2 AYIFI3IS& RANBOGIR2 2NJ Ay

I Consult with prosecutorand legal advisorsiglgal experts can advise whether data storage policeesl practices
are in compliance with all relevant laws and adequately preserve evidentiary chain of cust@ez.

GhyOS 'y I dzRA 2k @A RS 2eviteBed®ia Al@UrtydEHawAtlie quedtion bftadmis&bility dan be linked to
whether an officer can authenticate the audio/video recording as a true and accurate depiction of the

events. The defensen order to prevent incriminating evidence from being meted at trial,Y I @ OKI f £ Sy 3§
admissibility based on the chain of custodyhe best policy, as with any physical evidence, is to always guard the integrit
the evidence, and ensure policies and procedures maintaining a strict co&icustody are followed (IACP, 2004). This woul
include being sure that recordings include information necessary to be admissible in court. Specifically, time and date
stamp/identifiers must be imprinted on the media, either in the video images directly ottle underlying metadata
AYF2NNEGARZY 2P440GKS REGE FAf Saoé

G X 6 2w cameras have significantly improved how officers capture evidence for investigations and court proceedin|
Along with documenting encounters with members of the pulidimgly-worn cameras can provide a record of interrogations
and arrests, as well as what officers witness at crime scef®®sme prosecutors have started encouraging police
departments to use bodyworn cameras to capture more reliable evidence for court, particularlyniatters like domestic
violence cases that can be difficult to prosecutéody worn cameras havdhanged how domestic violence cases are handl
hFiSydAYSaXikKS adzallJSO0G A& NBLISEFGSRfe& | o6dzaAy3 eiek Smpfhd i
Sy2dzaK S@PARSYyOS G2 32 G2 GNAIFf dod2 A GK (KS-wanicanierayvi®a O
GARS20G LIS GA Gobtag¥ shaws firstkS YWSR/ (iiakxS GA OGAYQa Ay2dNASas RSYS
cases, officers capture the assalitself on video if they arrive on the scene while the incident is still-gningK Y S y @A
OGKSNBE Aa Sy2dza3K SPHARSYyOS G2 Y20S FT2NBINR gAGK GKS OF
domestic violence cases [are shown] footage from the badyn cameras, often they plead guilty without even having to ga
trial. 245

General principles for seizing and maintaining video evidest®uld be followed by law enforcement agencies:
1. Rules of Evidence:
Thesame general rules of evidence should be applied to all video evidence just as it would to any other type
of exhibit such as a knife at a homicide or fingerprints at a bri@ak
2. Chain of Custody:
Proper documentation of the chain of custody should be used and preserved to ensure the video evidence c4
be tendered in court as an exhibit.
3. Evidence Preservation:
Upon seizing the video evidencaction should be taken to ensure the evidence is not changed:
a. For analog video evidence, the record tab needs to be removed or moved to a saved position.
b. Fordigital video evidence, write protection needs to be in place.
4. Evidence Storage:
A climatecontrolled room should be used to store video evidence.
5. Custodian Responsibility:
Maintaining theevidentiary value of video evidence is the responsibility of the individual who has seized or sig
for receipt of the evidence. The individual is responsible for all actions taken in respect to that item until it is
formally transferred to another individualk46
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6C22dF3S FTNRBY 02Re& OFYSNIa Yire KSELI 020K LINRaSOdzi 2 NR
whether a confession was voluntary, asearchw@2 y a Sy i SR 2 2NJ 2dAGAFASRI 2NJ |
recent survey of prosecutors confirms this: ninegix percent of prosecutors said that video evidence improved their ability
to prosecute casedn particular,video evidence ha§ KS | R@I y il 3S 2T WNBETNBAK®OAYy A8
I OO0dzN) 08 2F gNRGGSY NBLRNIAa | ySlodeirdlian& vrbvidéovidandzNNse siggvEral
concerns: For one, as discussed below, film is not inhélseabjective. It is also inevitable that video footage will not be
g At 6fS Ay SOSNEB OFasSs &2 ONBLIGAy3dI &dzOK Ly SELISOGL
evidence, such as statements from police officers or other eygiv & & & © Q ¢

G! FAYLFEZ FdzyRFEYSyihGlt O2yOSNYy NB3IFNRAYy3I o02Ré& OF YSNI &
footage they produceThis footage is, undoubtedly, the main advantage of the cameras in that it allows for review of offi
conductin the field. Bui KS LISNOSAGSR a202S0GAQAGe¢e 2F @OARS2 SOARSY
to be an objective, unbdi 8 SRX G NJ yaLl NByid 20aSNBSNI 2F SgSyida GKIG §
WOFENRY |y SGARSY(GAINER aidl yRLRAY(GZ @ARS2 S@PARSYyOS 27T
at all times, though, the picture m& y 2 G OF LJGdzNB SAGKSNI WgKI G KFLIISYSR 2d
FOliA2ya &aK2gy & & & RSLISYRwAYy3IB8 2y (KS OF YSNI Q& Pdr3padtive]
Y& KFE@S |y 2dziail SRimprgsdidn dinhg @deo: BryhstanceFmolkjufies shéwd bdasson
AYOSNNRIlIGAZ2Y GF LIS gAlGK2dzi GKS 2FFAOSNI 2y aONBSy ikeNB®
believe in the truth and accuracy of theconfes8 Yy 2 Q G KIFy | N8 2dz2NENE 6K2 | NS aKkz({
angle that includes the officer. This sort of distortion is especially concerning given that&adya footage will always be
filmed from the perspective of the officer, mak/3 A G SIF AASNJ F2NJ I 24&NE (2 ONBRAI

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

X¢C BWC RECORDINGS AS EVIDENCE:

1. BWC recordings determined to ha{#®/IDENTIARYALUE shall be considered to be and treated as evidence
according to thefNAME OF AGENC&flidence handling and retention policy and procedures.

2. RETREIVAL/COPYING OF BWC RECORDINGS FOR PROSECUTION REVIEW AND/OR FOR TRIAL SHALL BE

COORDINATED BY THE BAB®IINISTRATO® set forth in Section X G¢ 2. BWC File Sharing{ G I G4 $Qa
lGG2NySeQa hF¥FAO0S 2F (KAa Lktaldey
i. access t&VIDENTIARBWC recordings by members of tfilAME OF AGENCId} investigative
purposes will be dependent on the type of method used to store and manage BWC recordings:

X¢C-1. INTERNAL STORAGE:

i. if storedinternally on a dedicated agency server, access to the BWC recording files will be controlled by

G KS | 38y ADMOSSTRATGRIless a securefindividual password protected BWC recording
access and recording review documentation protocol is developed;

ii. if storedinternally on other digital data storage medium such as a compact disc, th@h,

thumb drive, etc., access to BWC recordings will be controlled/documented by the procedure used
when accessing or otherwise handling other physical evidence stored/retained by the agency;
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X¢Cq2. EXTERNAL STORAGE:

i. If storedexternallys Ay GKS &/ [ h! 5¢
controlled by the protocols set up by the vendor with the concurrence of iveAME OF AGENGY]

including access and recordingview documentation protocols:

a. this access will be fareview only;

b. is individualpasswordprotected;

c. is limited to BWC EVIDENTIARY recordings made by the officer whose password is used to
access the recording files.

d. third parties who have a legitimate reason to access/review BWC recordings made by other
officers will either hae to be given unique password to access the files or coordinate their
review of the BWC recording with the BWADMINISTRATOR

3. notwithstanding the method used to store and manage BWC recordings EMIDENTIARBWC RECORDINGS

08 F UKANR LI NIeée @SyR2NE

I

ARECONSIDERED AND WILL BE HANDLED IN THE SAME MANNER AS ANY OTHER ITEM OF PHYSICAL EVIDENCE

as set forth in[NAME OF AGENC&fjidence policy and procedures;

4. All agency personnel are reminded that BWC recordings may contain notinolypatory evidence but may also
contain exculpatory evidence which may be subject to tBeadydiscovery rules/motions:
A LISNE2yy St akKlff | fSNI GKS taaradlyd {dFaGasSoa
impounded BWC recordip containspotential exculpatory material and document notification in
the case file;

X¢ E CHAIN OF CUSTODY:

Thea I NEf I YR t 2f AOS CONI2ARBNGT / /I 2SIl #crGaeylisEiin §ecommeration]:
NOSPECIFIRECOMMENDATION

PS83¢511reference:a @ golicy for the issuance and use of a bedprn camera by a law enforcement officer addresses:
(17) any additional issues determined to be relevant in the implementation and use of badyn
OF YSNI & o0& fl g SyBBB2NOSYSyld 2FFAOSNA®E

COMMENTARY

Because some BWC recordings may have investigative/EVIDENTIARY/probative value the chain of custody must be ¢
As pointed out earlier in thislocumentd K & Aa 2y S NBFazy GKFdG .2/ NBO2NRAY

¢CKS OKFAYy 2F Odzati2Reé Aa 3ISySNIftte StSOGNRYAOLFffte& YIA
other third party vendor site. However, downloadingWC recordings to internal agency servers and or portable storag
devices/media may reqyirg agpncies toydevelqp a chaiq of custody, record if the reco[dings are removed from stgragj

NEOJASGEZ OFasS LINBLI NXuaA2y 2N OasddaAy3d F2N UKS{

GKFd RSLISYyRAYy3 2y F+y |3Syodeqa .2/ NB(
dG2Reé¢ YSIadNBa Ay GKS F3Syodeqa .2/ LA

LG A& adza3asai

O »
8
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REFERENCE MATERIAL

Once an audio/visual recording is admitted as evidence in a court offlaviest for admissibility becomes whether an office|
can authenticate the audio/video recording as a true and accurate depiction of what transpired during the incident.
However, toprevent incriminating evidence from being presented at¥ial i KS RS¥SyaS Yl & OKI f ¢
admissibility based on the chain of custodflthough prosecutors across the country are split on whether video recording
into this categorythe best policy, as with any physical evidence, is to always guard the integrity of the evidence and ens
policies and procedures maintain a strict chain of custody and are follow2&0

Camera metadata:

Camera metadata was automatically generated by tbemera technologyThese data included the camera serial number,
officer to whom it was assigned, date/time stamps of activation and deactivation, length of recordings, and freeform dat
entered by users that briefly described the nature or importaetails of the recording (e.g. departmental report number,
accidental activation, relevant information about the recordinghl

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

X¢ E CHAIN OF CUSTODY:

M b VSl 9{{ G2 I & i UNEBIEEREiginkl B\RC rBcdrding ivilt e RGrtEd only as described in
this policy and procedure:
i. this procedure will bestrictly adhered to by ALL personnel in order to ensure that a proper CHAIN OF
CUSTODMr any BWC recording deemed to have EVIDENTIARY value is maintained;

2. Any BWC recording which has been redacted, edited, or altered for any reason and in any way in accordance with the
procedures @scribed in this policy and procedure shall be:
i. clearly labelled as having been altered; and
i acopy of the altered/redacted recording shall be maintained in the BWC recording file along with the
original, UNEDITE®ersion.

X¢F BWC FILEB\RING: ALLIED LAW ENFORCEMENT AGENSHERJRITY CONSIDERATIONS:

Theal NEf YR t 2f A0S CONIZARENGI / /I 2NS R &cGooaemylisEi@n secommeration]:
NOSPECIFIRECOMMENDATION

PS 88511reference:a @ golicy for the issuancand use of a bodywvorn camera by a law enforcement officer addresses:
(17) any additional issues determined to be relevant in the implementation and use of badyn
OF YSNI & o0& ftl g SyB2NOSYSYyil 2FFAOSNRADE

GOMMENTARY

Ly G2RIFeQa RAIAGIE +F3ST AKINARY3I AYyF2NNIGAZ2Y gAGK |1
along lookouts, BOLOs or sharing written crime or intelligence reports. With the use of-baiy cameras,
victim/witness/suspect statements may be recorded and made available to other law enforcement agencies as investig
tools. Likewise, BWC recordings of critical incidents may be beneficial for debriefing or training purposes and shared
allied agendes. Because of the confidentiality, privacy and security issues that are involved in sharing BWC recording
suggested that agencies include, in their written policy and procedure, clear directions that address how the sharing off

recordings withallied law enforcement agencies will be handled.
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REFERENCE MATERIAL

The following from an IACP publication entitiedt SOKy 2t 238 t 2 WA Yadz CBUMASiEegudince for
developing procedures for dealing with digital daincluding BW@ecordings:

MDefine what constitutes authorized use of data captured, stored, generated, or otherwise produced by
a technology.

MDefine who is authorized to approve access and use of the data, for what purposesiaddr what circumstances.

MSpecify whether data captured, stored, generated, or otherwise produced by a technology can be shared with
agencies, under what circumstances, how authorization is provided, how information teathared is
tracked/logged, how use is monitored, and how policy provisions (including privacy) will be managed and enfor

ANy agency contributing and/or accessing shared information should be a signatory of a data sharing
Memorandum of Understanding (MOU).

MDissemination of any shared information should be governed by compliance with applicable state and federal |
standards, agency privacy policies, and procedures as agre¢ioeiMMOU. 253

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

X¢F BWC FILE SHARINBLLIED LAW ENFORCEMENT AGENSHESJRITY CONSIDERATIONS:

X¢F¢1.BWC FILE SHARINGLLIED LAWNFORCEMENT AGENCIES:

1. Itis the general policy of theNAME OF AGENCtg]share investigative information/criminal
intelligence with allied law enforcement agencies as permitted by law:

i. certain EVIDENTIARY BWC recordings may have either criminal investigative or intelligence
value and may be shared with allied law enforcement agencies;

ii. requests for sharing BWC recordings with allied law enforcement officers/agents shall have
supervisory approval and shall be made, in writing, to the BWDMINISTRATO®h the
appropriate agency form:

a. the BWQADMINISTRATOshall maintain a copy of that form in file for as long as the
BWC recording is retainebly the agency;

iii. BEFORE BWC recording is shared, allied law enforcement officers/agents with whom
EVIDENTIARY BWC recordings are shared shall be asked to sigiiki& OF AGENCBWC
RECORDINGS LIMITATIONS OF USE AGREEMENT whicluglegtirovisions concerning:

a. limitations of use for lawful law enforcement purposes;
b. confidentiality/privacy restrictions;
€. noncopying restrictions;
d. nondissemination restrictions:
d-i. retention of ownership by the recording agency;
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XCFC2. BWCFILESHARING ¢! ¢ 9 Of ! ¢ ¢ h wBETCURDIRY CONSIDERAJIONS:

Theat NBEF YR t2tA0S CaNI2ARBNGI / /1 2S il &cte@ehylissian secommenation]:
NOSPECIFIRECOMMENDATION

PS 88511reference:a @ goticy for the issuance and use of a badyprn camera by a law enforcement officer addresseq
(17) any additional issues determined to be relevant in the implementation and use of badyn
OFYSNI & o0& flg SyFBNOSYSyli 2FFAOSNADE

COMMENTARY

It is suggested that agencies develop a cleagrkingl AINBESYSy ik YSY2 NI yRdzy 2F dzy RSN
lGid2NySeQa h T FEMOBENTRERA/E teddidifga thdl ay be needed for prosecutorial review, discoveny
motions, or for trial presentation will be handled. This type of data sharing is becoming more common with the expansi
the use of bodyworn cameras and can have real implicatiord NJ § KS &S Odz2NA G& 2F |y | 3

BWC recording files that are retained solely by the agency in its server(s) or on other data storage media will requireto
2F LINBROSRAz2NB& @ .S0FdzaS &a2YS a/[h!5¢ o6laSR ad2Nr3sS 7
access¥ | ASydeqQa .2/ NBO2NRAy3Ia GKFEG INB 9+2L59b¢L! w, I
require a different set of procedures.

In either case, it is suggested thatworkingl ANBSYSyilikah! AyOfdzRS K2g | yGekatan |
files will be handled; responsibility for reproduction of any necessary BWC recordings; responsibility for redaction in H
recordings; chain of custody issues; confidentiality and privacy restrictions; third party dissemination of the ragsrdhe
BWC recording medium to be used to share the files, i.e. discs, thumb drives, direct access to BWC recording files, e
Fye 2GKSNJ .2/ NBO2NRAY3I Aaadz§4 RSSYSR | LILINE LINpelofi S
agreement will provide some level ofonsistencyand accountability forEVIDENTIARBWC recordings shared with the
{Gra8oa 'Gd2NySeQa h¥FaosSo

REFERENCE MATERIAL

GhdzNJ | yI f e3aAGKEdAEBEEASE RLINKE §0dzi 2N 2 FFA OS  rBeei& &nd yegidw videlo O
files from officer worn body camerasCurrently the Maryvale precinct allocates specially assigned personnel to work alor]
iKS LINRP&aSOdzi2NDRa 2FFAOS (G2 SyadaNB GKS LINE uds pertaniag th tile 2 4
camera data. While this strategy is effective in the short term, it is necessary to revisit the issue in the near futstgdo e
that resources are allocated appropriately. Aside from the citywide strategic plan, the police, picedE | YR OA |
office should discuss associated issues and identify a short, medium and long term sustainability strategy for addressin|
t23Aa0A01t AdadzsSa |aaBoOAlIGSR gAGK .2/ @ARS2 TFAf Saodé

Included in this section is an example ofawdrk/ 3 | ANBSYSy i FNBY (GKS {ly 5Alt$32
provided for informational purposes only.

San Diego County District AttorneyBody Worn Camera Evidence Protocol
April 2, 2015

1. For those agencies that haetud basedstorage of their body worn camera videase will accept the videos from their
cloud storage. If permitted for the short terme will access, view and share the evidence from that platform.

2. Discovery of the video evidence will occur ordjter DDA review of the video(fdnd then either upomequest or within
the statutory discovery requirements.

3. Itis up to theassigned DDA to make the redaction decisiarg it ispresumed that DDA will do the redactionnless
special redaction is needed for tria{This applies to the evidence.com videos since tiye a redaction upon viewing
option.)
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4. For public defense lawyers we are going to provide BWC discovery via the €lfted they establish a my.evidence.conj
account.Shortlywe will include all private lawyers who use-@iscovery to openmy.evidence.com account§.he
remaining lawyers will get discdJpon deployment of cameras not usingy.evidence.com discs will be burned for
discovery until a cloud solution is developed.

5. The discovery link to my.evidence.com can be provided by the DDA after editing or as the Division/Branch Chief d
Disc discovery will track Branch/Division protocol.

6. Protocols relating to retention and storage of the videase being evaluated and will be disseminatéater this year.
For now all the videos are stored on our agency account at evidence.com.

7. Protective orders or restrictions for public dissemination are being evaluated.

8. If a vieving DDA has concerns about miscondudBmdymaterial they will alert their division chief. If it is determined
be misconduct oBradymaterial the Chief will forward the information to Special Operation. Special Operations will
iKS 2yte O2yRdAlG (G2 GKS LRfAOS RSLEWIYSYyidaQa AydSNyI

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

X¢Fc2. BWCFILESHARING ¢! ¢ 9 Qf ! ¢¢hwb9,6K Q{ hCCL/9Y

1. Itis the policy of thdNAME OF AGENCHht all of its members assist and cooperate with the
FLILINBLINR I GS NBLINBaSydalrdAagsSa 2F GKS {drdsSqQa !'ddz2NySe:
(if applicable)during any criminal invesgation undertaken by th§NAME OF AGENCY]

2. This cooperation includes the disclosure and sharing of any relevant evidence discovered or otherwise
collected during a criminal investigation that must be shared with prosecutors in order for them to:

i. develop sufficient factual information to enable the prosecutor to make a fair and objective
determination of whether and what charges should be brought and to guard against
prosecution of the innocent, and

ii. develop legally admissible evahce sufficient to obtain and sustain a conviction of those who
are guilty and warrant prosecution.

3. In as much as BWC recordings may be or contain items of relevant evidence that should be shared with
prosecutors, it is the policy of thfNAME OF AGENCté]make any relevanEVIDENTIARRWC recording
retained in the[NAME OF AGENCBWC recording retention files available to prosecutors according to
the Memorandum of Understanding/Working Agreement developed and entered into by
[NAME OF AGENCYY R G KS { Gl iGdSQa 'NyirNFgRBeQAl GFFA060G 2 WRRR2OA h

4. The member of thgNAME OF AGENCQ¥ho is thePRIMARYnhvestigating officer in the case shall be
responsible forpersonallynotifying the Assistant St Q& | GG 2Ny Se 2F NBO2NR 2NJ ! a
Attorney of record that a potential EVIDENTIARY BWC recording exists regarding the matter under
investigation or for which an individual has been charged:
i. thePRIMARYnhvestigating officermay be either:
a. the BWC user who made the recording if he/she maintains responsibility for
continuingthe investigation into the matter; or
b. the lead detective/investigator assigned to conduct an investigation into the matter;
ii. notification shall take place according the Memorandum of Understanding/Working
Agreement entered into by thdNAME OF AGENCYY R h¥FAOS 2F GKS {dl GSQa
and/orUS. Attorr5 8 Qa hFTTFAOST

ax
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iii. natification of the appropriate prosecutor of record shall be documented by tRRIMARY
investigating officer in a supplemental report maintained in the case file and shall include:
a. thename of the prosecutor of record [assigned to the case] who is notified,;
b. the date and time notified,
c. any particular/special instructions regarding the BWC recording;
iv. if requested to do so, make arrangements for the prosecutor of record to view a BWC
recording to determine if there is any probative/evidentiary value to the BWC recording;
v. if instructed to do so by the prosecutor of record, tiRRIMAR Ynvestigating officer shall be
responsible for:
a. obtaining a copy of the BWC recording from the BWEBMINISTRATOR
b. ensuring that the proper chain of custody form accompanies the BWC recording
copy;
c. delver the BWC recording to the prosecutor of record,;
d. obtain a copy of the chain of custody form and maintain it in the case file;

5. ltshalNEVER BE ASSUMER I i G KS !'aaAradlryd {dFrdSQa !'GaG2NySe 2N i
has been nofiied simply because the BWC user has included the appropriate notation that a BWC
NBO2NRAY3 o4l & YIRS Ay (GKS LYOARSYy(d wSLERNI GKFG YIe

6. The Memorandum of Understanding/Working Agreement shall includat bot be limited to:
i. when a member of thENAME OF AGENTshall notify the prosecutor of record that an
EVIDENTIARY BWC recording exists;
i. when and how the prosecutor of record may view a potential EVIDENTIARY BWC recording
to determine if it has probative value and/or is subject tBradyor discovery rules/motions;
iii. how BWC recordigs will be provided to the prosecutor of record;

AQo F'ye NBIdANBYSYyGakNBaGNROGAZ2Yya NBIFNRAYI |y
v. whether an EVIDENTIARY BWC recording is subject to redaction and who will redact the

recording;
BR D K2g GRAA02@GSNIofS¢ .2/ NBO2NRAy3Ia gAftft oS

vii. how any prosecutorial concerns about the contents of an EVIDENTIARY BWC recording will
be @mmunicated to thelNAME OF AGENETY

viii. restrictions on viewing of any EVIDENTIARY BWC recording in the possession of the
prosecutor of record;

ix. how EVIDENTIARY recordings will be returned to[theME OF AGENCTafter a case has
been concluded;

x. how modifications/changes to this agreement will be made;

X¢ G RETENTIONF BWC RECORDINGS:

Theal NEf YR t2f A0S CONIZARENGI / /I 2NS Wi &cGooaeyhisEi@n secommeration]:

J.RETENTION OF RECORDS

ly 3SyodeQa ogNARGGESY Lk2tAOe aKFif AZDE dzRS NBGESYyliAzy

PS 88511reference:a @ golicy for the issuance and use of a bedyprn camera by a law enforcement officerddresses:
(12) retention of recordings; 258
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COMMENTARY

As most law enforcement executives who decide to implement a baayn camera program in their agency will come to
appreciate, developing a data retention schedule can be a challenge. Unfortunately, there is no simple matrix that ca
used to develop a ®/C recording schedule. While there are some general rules that can guide each law enforcement a'l
as it develops its own BWC recordings retention schedule, the final retention schedule rests with each agency and thg
of incidents/events/encountersecorded by the BWC. The reference material that is presented in this section indicates
there is a wide variety of philosophies regarding the retention of BWC recordings, especially those determined to hg

potential EVIDENTIARYALUE.

Research has shown that BWC recordings that have been determined to NOMEVIDENTIARYlue can be purged in a
relatively short period of time. However, BWC recordings deemed to EVEDENTIARMIue may have to be retained for
years, if not indefiniely. The costs associated with the storage and maintenance of BWC recordings will increase as
number of recordings rises. Additionally, the length that BWC recordings are retained will have an impact on security
privacy concerns as the longer BW(@$ are retained the greater the potential for a security and/or privacy breach ever]
gKSYy &02NBR AYy I aaSOdaNBé¢ Sy@ANRBYYSyliod ! fazz G(KS 2y
information requests. These are several isstigst a law enforcement executive must consider when developing his/he
F3SydeQa .2/ NBGSyilrAzy &aOKSRdz So

1 3Sy0é SESOdziA@Sa YILeé glyi (2 SyadNB i K-kvidentiafy BWCE racSrligs id
married to those time period during which it will accept complaints from the public about officer misconduct. In any evg
GKS .2/ NBO2NRAY3I NB(ISyilAzy &aOKSRdz S aK2dzZ R 0S5 LJ NI.

REFERENCE MATERIAL

at 2t A OA Decificallg atefthe length of time that recorded data must be retained. For example, many agencies
provide 6Gday or 98day retention times fornon-evidentiary data. Agencies shouldlearly state alretention times in the

policy and make the retentioriimes public by posting them on their websites to ensure community members are aware (
the amount of time they have to request copies of video footageetention times for recorded data are typically subject to

state laws and regulations that govern otheypes of evidenceAgencies shouldonsult with legal counsel to ensure
retention policies are in compliance with these laws.

MForevidentiary data, most state laws provide specific retention times depending on the type of incident.

Agencies shouldet retention times for recorded data to meet the minimum time required by law but may decide
keep recorded data longer.

MFornon-evidentiary data, policies should follow state law requirements when apmble However|f the law does

not provide specific requirements for noevidentiary data, the agency should set a retention time that takes into
account the following:

y Departmental policies govering retention of other types of electronic records;

yhLlSyySaa 2F (GKS adldSQa LlzofAO RAAOf2adNBE Il ga
Yy Need to preserve footage to promote transparency and investigate citizen complaints;

y Capacity for data storage.

| 3SyOASa aK2dAZ R 200FAYy SNARGGSY | LILINR DI f

FT2NJ NBG Sy (A2

G¢2 KSfLI LINPGSOG LINKR G O& NRIKGAZ AMides fodnor@dagrifiadatd. The misS
common retention time for this video is between 60 and 90 days. When setting retention times, agencies should consid
(o) LINR @I Oe& OQYOSNyaT

M GKS a02L 2F (GKS adldSQa LlzftAO RAAOf2adNBE I gaT
m (KS I-Y2dzy(] 2F GAYS (GKS Lzt A0 ySSRa (2 FAtS 0O2YL]
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90



G¢KS fSyaidkK 2F GAYS (-KdricaniRr@ fabtagdiplagsya ey rolbliriplivacy. The Brigér that recor
videos are retained, the longer they are subject to public disclosure, which can be problematic if the video contains foo
associated with privacy concern&ndO2 YYdzy A& YSY0OSNBEQ O2yOSN¥ya | o2dzi LI
in the first place are lessened if the videos are not retained for long periods of tiffieeretention times are generally
dictated by the type of encounter or incident that the footage captureslthough protocols vary by departmerigotage is
typically categorized & S A (i KSNJ WS GRARSR/IIVAG ANENE &®NJ Wy 2y

¢Evidentiaryvideo involves footage of an incident or encounter that could prove useful for investigative purposash as a
crime, an arrest or citation, a search, a use of force incident, or a confrontational encounter with a member of the publig
Evidentiary footage is usually further categorized by specific incident type, and the retention period is governeatey st
evidentiary rules for that incident For examplemany state laws require that footage involving a homicide be retained
indefinitely, but video of a traffic citation must be kept for only a matter of months. Departments often purge evidentiary
videos d the conclusion of the investigation, cougiroceeding, or administrative hearing for which they were use@61

Gt 2t AOASa aKz2dA R ALISOATAOIfte adldsS (K& exaipigmanKagehdes i A Y
provide 6Gday or 9Gday retention times forNONEVIDENTIARYata. Most state laws provide specific retention times for
videos that contairEVIDENTIARotage that may be used for investigations and court proceedings. These retentiorvtiihg
depend on the type of incident captured in the footadgencies typically have more discretion when setting retention tim¢g
for videos that donot contain evidentiary footageWhen setting retention times, agencies should consider the following:
bState laws governing evidence retention;
MDepartmental policies governing retention of other types of electronic recorel2

a b Zeyidentiary video involves footage that does necessarily have value to aid in an investigation or prosecatich,as
footage of an incident or encounter thatloes not lead to an arrest or citatioor of general activities that an officer might
perform while on duty (e.g., assisting a motorist or clearing a roadwaggncies often have more leeway in setting retentio
times for nonevidentiary videos, which argenerally not subject to state evidentiary laws.

Gh¥ GKS RSLI NI YS y ihd mdstcommort ré&emtdn tidhe fgranaxvidedtiary video was between 60 and 9
days.Some departments retain nomvidentiary video for an even shorter period-ort Collins, Colorado, for example, disca
footage after seven days if there is no citizemiact recorded and after 30 days if contact is made but no enforcement act
is taken. On the other end of the spectrusame departments, such as Albuquerque, retain rewidentiary video for a full
S e

Galyeé LRfAOS SES O dnieifdd sharterSefehidimes fot noreuNEhffasy Mdo.Shorter retention
periods not only address privacy concerns but also reduce the costs associated with data st@agée other hand, police
executives noted that they must keep videos long enough to demonstrate transparency and to have footage of an enc
OrasS I O2YLX FAYyG FNRASaE | 0@paitmehtyin RiahoF RoM SoNidd AAllolietylieA Zaytanad 3
.SFOKZ YR ¢2NRyi(G2 o6FasS NBGISyidAz2zy GAYSaAa Ay LIMNIL 2y K

G¢KS tSyaakK 2F GAYS GKFEG .2/ NBO2NRAy3a | NBE NBGFAYSR
on the privacy of officers and citizens alike. At the same time, for the recordings to provide the greatest value tangolice §
citizens, they must be kept for some reasonable period of tile data retention period for BWC could be driven by a
variety of factors, including but not limited to the following:

blength of time allotted for a citizen to file a complaint against an officer;

otime it typically takes to resolve complaints and complete investigations;

Mstatute of limitations in criminal cases;

Mperiod of time permitted for the filing of civil litigation.

One factor that cannot be overlooked when deciding on a retention period is cost. Storing audio and video recordings fq
extended periods requirefarge storage capacity, and increased storage capacity requirements add to the overall cost o
BWC programMembers of the Workgroup were unable to agree on an ideal retention period for images recorded by BW
the final analysis, data retention peds for BWC data may need to be established by either legislation or individual agenq
L2 f ADDB D¢
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Many states have laws specifying how long evidence and other records must be maintalRecbrdings should

be maintained in a secure manner for thgeriod of time required by state law or as otherwise designated by the law
enforcement agency. Retention schedules for recordings should take into consideration the possibility of a civilian comy
against an officer sometime after the encounteRecodings in these situations can prove invaluable in resolution of the
complaint. However, storage costs can become prohibitivegemcies must balance the need for retaining unspecified
recordings with the desire to have this information availabl@66

G5A3AGEE wSO2NRAYy3I& akKlfft 0S5 foriBastdmIEarR orif o caste@da NRdtigats
or litigation longer than two years, at least three years after the final disposition of tinatter (including appeals) unless
written request is made to store them for a longer period of time folegitimate law enforcement purpose267

a! 38y OASa akKzdZ R KI @S [|dataddlfedtiéhpetentidh)adcess) findl Lisepractices i alig“hdszmﬁ
their strategc and tactical objectives, anblat data are retained in conformance with local, state, and/or federal statute/la
or retention policies, and only as long as it has a demonstrable, practical value.

M 5 IRéténtionand Use:
Establish data retention schedules in accordance with state or federal law or policy, access privileges, purg
and deletion criteria for all data captured, stored, generated, or otherwise produced by a technoléggncies
should considedifferentiating between data that are part of an ongoing or continuing investigation and
information that is gathered and retained without specific suspicion or diréevestigative focusAgencies may
wish to limit the retention of general surveillance data68

G5 GF &aK2dZ R 68 NBOGIAYSR y2 f2y3aSN (KI y Fortev8siniajorityof pslie N
encounters with the public, there is no reason to preserve video evidence, and those recordings therefore should be dej
relatively quickly.
MRetention periods should be measured in weeks not yeaardvideo should be deleted aftethat period unless a
recording has been flagge®nce a recording has been flagged, it would then switch to a longer retention schedy
MtKSasS LREAOASAE aK2dZ R 0S8 LRaGSR 2ytAyS 2y (KS RSLY
police know how long they have to file a complaint or request access to footage
MFlagging should occur automaticallyrfany incident:o involving a use of force:
y that leads to detention or arrest; or
y where either a formal or informal complaint has been registered.
M !ye &adznaS0i 27T IletoNEy@ seduRling, &vendf Ko filirfy R com@aintobdpening an investigati
M ¢KS LR2tAOS RSLINIYSY(l oAyOftdRAY3I AYOiISNYylrt Ay@Sai
an incident if they have some basis to believe police misconduct has occurred or have reasonable suspicion thg
video contains evidence of a crime. We do not want the police or gadflies to be able to routinely flag all recordin
order to circumvent the retention limit.
blf any useful evidence is obtained during an authorized use of a recording (see below), the recavdind then be
retained in the same manner as any other evidence gatheéduring an investigation.

Backend systems to manage video data must be configured to retain the data, delete it after the retention period expirg
prevent deletion by individual officers, and provide an unimpeachable audit trail to protect chain aftedy, just as with any
SHARSPDS 4

Sample RETENTION SCHEDULES:

Laurel, Maryland Police Department:

F.VIDEO PURGE:
1. The video will be purged from the server after 181 days from the date of download.
2. Video may be purged at the discretion of those responsible of video retention and management.
a. The only exception will be that video which has been flagged for indefinite reteriith.
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Washington D.CMetropolitan Police Department:

E.RETENTION:

1. BWC recordings shall be retained and accessible on the BWC database for a period of 90 calendar days unless
FNBE OFGS3I2NAT SR & awSilAyéo

H® awShlFAyé Aa | aSO2yRINE OFGS32NER T2NJ dzaS o0& 27F°7

Court Liaison Division (CLD) and shall be applied to:
a. Any recording that has beeaviewed and flagged for retention beyond 90 calendar days; or
b. Any BWC recording of a papered case that has been flagged by the CLD.

3. Digital evidence captured by BWCs shall be treated as official records and hdmullesuant to existingDepartment
policies and proceduredcluding, but not limited to, SO6-03 [Records Retention arievidence Preservation
(Millicent Allewelt Act of 2004)].

4.2 NBOZNRAYIE 10xkyiSI2mhi SRS ANBWISKiySR dzydaft | £f NJ

litigation holds, complaints, administrative investigations or related incidents are resolveti/1

San Diego Police Department:

O.RETENTION @HGITAL EVIDENCE:
All recordings related to any criminal proceeding, claim filed, pending litigation, or a personnel complaint, shall be
preserved until that matter is resolved and/or in accordance with the lan272

LouisvilleMetro Police Department

4.31.14 RETENTION/DISTRIBUTION:
WVS recordings shall be retained for a minimum of 30 days ¢eeidentiary recordings), with the exception of thosd
recordings which need to be retained longer (evidkary recordings) due to an investigation (including criminal,
administrative, Administrative Incident Report (AIR), etc.), litigation or open records requ&bese recordings shall
be maintained until all investigative or legal activity is completgoljrsuant to KRS or applicable records retention
schedules. Recordings containing DUI video evidence shall be maintained and destroyed pursuant to KRS 182A

Milwaukee Police Department

I. DATA PRIVACY / RETENTION OF RECORDINGS / RECORDS REQUESTS:
1. All digital media that is captured with a BWC is the property of and will be retained by the Milwaukee Police
Department fora minimum of 120 days following the date it is recorded. Captured video mayeiained for longer
periods in the event the video is the subject of a litigation hold, a criminal case, part of discovery, eté4.

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

X¢ G RETENTIONF BWC RECORDINGS:

Because each agency will determine how it will RETAIN its BWC recordinggadiis| policy and
procedure will only providegeneralguidance and direction on BWC recording RETENTION.

| ————

R

1. ALLBWC recordings made by BWC users will be retained fotiidIMUM PERIOD OF _ DAYS:
EXCEPTION
A BWC recording that is determined to be accidentally/unintentionally/inadvertentltyade
and/or is of one of the prohibited activities as specified in this procedure may be deleted
by the BWCADMINISTRATOH set forth in Section X H. Deletion of BWC Recordings of
this policy and procedure;
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HO . 2/ NBO2 NRNGNEVIDENUARIHASLBE RETAINED IN THE BWC RECORDING FILES FOR
A MINIMUM PERIOD OF ___ DAYS:
Ad { dzZLISNBAEA2NEKO2YYFYR 2FFAOA FBVDENTIARYBWEK S | dzii K2 N
recording forextendedretention for cause:
a. requests to extend retention of a particular BWC recording shall be submitted in
writing to the BWCADMINISTRATCéd include:
a-i. the identifying information about the specific BWC recording to be
retained;
a-ii. the reason for the retention request;
a-iii. the anticipated length of the extension;

b. the BWCADMINISTRATOghall:
b-i. evaluate the request and respond to the requésy individual as
appropriate;
b-ii. notify the NAME OF THE THIRD PARTY VEND@GR] &« C[ ! D¢ ¢1 9 . 2/
RECORDING RREVENT DELETION UNTIL FURTHER NOTICE;

i. OTHER MEMBERS of the agency may request, in writing, that a specifiENVENENTIARY
BWC recording foextendedretention for investigative or other criminal justice purposes in
the manner described above;

od .2/ NBO2NREWDENTIARIHAIL BESRETAINED IN THE BWC RECORDING FILES UNTIL
FINALRESOLUTIOBDF ALL RELATED:
i. CRIMINAL PROCEEDINGS;
ii. CLAIMS, LITIGATION;
jii. LITIGATION HOLDS;
iv. COMPLAINTS;
v. ADMINISTRATIVE INVESTIGATIONS; OR
vi. RELATED MATTERS/INCIDENTS.

4. IN ANY MATTERS BEFORE THE COURT OR WITH THE POTENTIAL Of GOING TO COURT,
FINALRESOLUTION ! [ [ Lb/[!59 &!be¢L[ ! +!L[!.[9 1tto[[!¢9 I/

X¢ H. DELETIONf BWC recordings:

Theal NEf YR t 2f A0S CONIZARENGI / /I 2NS Wi &cooaemplisEi@n secommeration]:
NOSPECIFIRECOMMENDATION
PS §8511states:& @ policy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:

(17) any additional issues determined to be relevant in the implementation and use of badyn
OFYSNIa o6& fl g SyFENOSYSYyld 2FFAOSNA ®E

94



COMMENTARY

DELETINGnnecessary 2 / NBO2NRAy3Ia ai2NBR Ay |y |3Sydeqa .2/
AYLERNIFYG aGSLI Ay 1SS LIAGN&Aviable/ Lal enfrtdn@r@agenciés ivhicN BatealeRdy gdpie
body-worn camera programs and have gathered a significant number of recordings have realized that storing and
maintaining the amount of recorded data generated by BWCs is costly. Likewlss; tealize that unnecessarily warehousir
.2/ NBO2NRAYy3Ia AYyONBlIrasSa GKS LRGSydAalrt GKIFIG 'y AYRAG(
place. Thus, the deletion afnnecessanBWC recordings is a critical step in BWC recordittgyage and maintenance.

Notwithstanding the need to regularly/routinely deleteinnecessanBWC recordings, it is suggested that the process by
gKAOK (K2as8 FAftSa INB RSt SGSR akKz2dzZ R 0SS aSia 2 dzicCflegard
mistakenly or inadvertently deleted. Cleanut instructions as to who has the authority to delete those recordings and hg
those recordings are to be deleted should ensure that an agency is not embarrassed because of either BWC retentio

that contain unnecessary recordings or BWC retention files that are unable to produce necessary recordings.

REFERENCE MATERIAL

a{2YS RIi{il ySSRa (2 06S NBlI Ay SR .ErinbiRddEingE matib&nSandgdd byiaw ar(
through policies. Even video sfandard officer interaction may be retained for a default period of time to cover potential
performance complaintsPolicies should control the period of time this data is maintained. As recordings become more (
less importantto your agency, adjustments need to be madehe length of storage time can cost numerous mhaours in
addition to the actual cost of the storage device276

G5FGF aK2dzZ R 6S NBOIFIAYSR y2 f2y3aSNI (KI y FoyteQ&tnajoriydf paliceN
encounters with the public, there is no reason to preserve video evidence, and those recordings therefore should be dej
relatively quickly. Retention periods should be measured in weeks not years, and video should betethfter that period
unless a recording has been flagged277

GowSGSyidarzye L2t A0OASa aKz2dA R 6S LR
f

AyS 2y GKS
1y26 K2g f2y3 (KSe KIF@S (2 FA a

2NJ NBIj dzS §

9 LINE LIS NI @&

w)

éSystems should ensure that data retention and des®O G A 2y a OKSRdzZ S& | N

G¢2 LINRGSOG LINAQGI O8s @PARS2a &aK2dAZ R 0SS RSESGSR | FaleN {
length of time data is to be retained.
M b 2wdentiary footage:
Y The retention period of nomvidentiary footage should be measured in weeks, not years. Most
existing policies retain such footage between®Ddays.
™ 9FGARSYGAI NE F220G3SY
y Videoswhich are part of an investigation should be maintained until the investigation and any
ensuing litigation is concluded. In serious felony cases resulting in the conviction and sentence of a
number of years or imposition of a death sentence, the footage should be retained indefinié&l§.

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

X¢ H. DELETIONf BWC recordings:

1. TheNAME OF AGENCYgrmits the DELETION/ERASURE of BWC recordings under the following conditions:
i. a PROHIBITED ACTIVITY, as described in Secti@xXic d. Prohibited BWC Activation of this
policy and procedure, &s been recorded and there i® legitimate reason for the recording of that
activity;
ii. an accidental/unintentional/inadvertent BWC recording, as set forth in this policy, has been
made;
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iii. aNONEVIDENTIARBWC recording has been retained beyond the minimum day period
set forth in Section X H. Retention of BWC Recordings of this policy and procedure:

EXCEPDIN

I NBljdzSaid G2 aFtl 3¢ FyR NBGFIAY |
and approved by the BWBDMINISTRATOR

iv. anEVIDENTIARBWC recording after all criminal, civil, or administrative litigation has been

adjudicated/concluded including any appellate hearings;

ALISOATA

2. The BW@DMINISTRATORthe ONLYINVIDUAL PERMITTED DELETE OR AUTHORIZE A THIRD
PARTY VENDOR TO DELETEMAME OF AGENCBWC RECORDING;

3. ALLOTHER AGENCY PERSONNEL ARE STRICTLY PROHIBEEASHR®b OTHERWISE DELETING,
altering, copying, reusing, modifying, tampering withNYBWC recording whether that recording has
688y aidl 33SRQ | yYWRINREDYF THEIAGENBWGE rgddraling retention files or not.

4. Unless requested not to delete MONEVIDENTIARBWC recording for cause, the BWC
ADMINISTRATORHALL:

i. AUTHORIZE THEAME OF THE THIRD PARTY VENRE&RPONSIBLE FOR STORING AND
MAINTAINING THRIAME OF THE AGENBWC RECORDINGS TO DENERNE
EVIDENTIARBWC RECORDINGS that have been retained beyond the minimum ___ day
retention period AS SOON AS PRACTICAL AFTER THE MINIMUM ____ DAY retention period
has expired:

a. as part of its contract with thNAME OF THE THIRD PARTY VENBDORAME
OF THE AGENGNay develop a regular schedule for the deletion BON

EVIDENTIARBWC recordings;
b. electronic documentation that specifillONEVIDENTIARRWC recordings have

been deleted will be made by theNAME OF THE THIRD PARTY VEN&WR]
incorporated into the BWC recording retention files for rrence and audit purposes.

In the event that aNONEVIDENTIARBWC recording is stored on a dedicated agency
server or on portable digital data storage medium such as a compact disc, thumb drive,
memory card, etc. as set forth in this fioy and procedure the BWEDMINISTRATOR
SHALL ENSURE THAT THE BWC RECORDING IS DELETED FROM THAT INTERNAL STORAGE
DEVICE AS SOON AS PRACTICAL AFTER THE MINIMUM ___ DAY retention period has expired:
a. documentation that specifiNONEVIDENTIARBWC recordings have been deleted
will be made by the BW@DMINISTRATOHNd retained in the BWC recording

retention files.

In the case OEVIDENTIARRWC recordings that are no longer required to be stored and maintained as

set forth in this policy and procedure, the BWEDMINISTRATOshall:
AUTHORIZE THHRAME OF THE THIRD PARTY VENiDD®@Rlete a specific EVIDENTIARY BWC

5.

i.
recording;
ii. ensure that a record of the deletion of that specific BWC recording is retained in the BWC

recording file for audit and accountability purposes;
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Thea | NBEf I yR t 2f A0S ¢aNI2AREANEA / /I 25 il &l coGaehylisBi@n fecommenation]:

|. Review of Recordings

1. Agencies written policies shall include when members may view BWC recordings.

Reasons to view and use recordings may include, but not be limited to:
a. Report writing or preparation of other official documents;
b. Court preparatia;

c. Review of prosecution evidence;

d. Victim/witness/suspect statements;
e. Crime scenes;

f. Statement of charges;

g. Administrative investigations;

h. Training;

i. Performance review;

j. Incident critique;

k. Maryland Public Information Act (MPIA) requests;
|. Policy compliance;

m. Disclosures rguired by law;

2. Additional considerations:
a. A BWC recording of a constitutionally protected activity may not be used to identify persons presq
at the activity who are not suspected of being engaged in illegal activity or in need of assistance.
b. The stored video and audio data from a body worn camera may not:
i. be used to create a database or pool of mug shots;
ii. be used as fillers in photo arrays; or
iii. be searched using facial oice recognition software.

c. This subsection does not prohibit an agency from using recognition software to analyze the recor

of a particular incident when a supervisgraw enforcement officer has reason to believe that a
specific suspect or person in need of assistance may be subject of a particular recording.

H.Required Storage and Maintenance of Recordings

3. Each agency shall retain an unedited original version of stored badyn camera footage, and should log
anytime the footage is viewed, for what length of time and by whom, as well as any copying dimedi 281

PS 88511reference:a @ golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:
(11) the review and use of recordings282

COMMENTARY

As can be seen from the above, there are a variety of reasons why a stored/impounded BWC recording may need t
reviewed by different members of a law enforcement agency; from command officials to supervisors who are viewing
recording of a particudr incident to ensure that agency policy and procedure were followed; to patrol officers looking
complete an accurate Incident Report or who are preparing for a court appearance; to investigators who are conducti
criminal investigation; to crime sene technicians who are making sure that all physical evidence from an incident has b|
accounted for, etc. Additionally, on certain other occasions, personnel from allied law enforcement agencies and ot
criminal justice professionals may benefit frobeing able to view a particular stored/impounded BWC recording.
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As has been mentioned previously, BWC recordings can prove to be a worthwhile investigative tool running the gamu
recordings of crime scenes to recordings of suspects actually committing a crime or providing inculpatory statements
being interviaved by officers investigating a particular call for service. While their probative value in court is still bein
measured and evaluated by prosecutors and the coutt® potential for BWC recordings to have a positive impact on th
adjudication of crimind charges appears to be significant as BWC recordings capture criminal acts in progress or rec
inculpatory statements after a crime has occurred.

While there is still orgoing debate about whether officers involved in use of force incidents or otherdents in which
alleged inappropriate action was taken should be allowed to view BWC recordings of the event, the prevailing view is
under most circumstances officers should be given the opportunity to view the incident in order to document tderinan

the most accurate manner.

However, the benefits oftored. 2 / NB O2NRAy3& OFy 2yfte 68 NBItAT SR AF

and maintained securely with access carefully controlled ardorded handled under a clearly ideiified chain of custody

and free from any indication of tampering or unauthorized editing. Certain procedural stepsuldbe taken to ensure that
the full investigative and probative benefits of BWC recordings can be recogranedpreserved

¢ KS & .220/S RdMII D dids Rli®ady sRidrdssed tiiedreview of BWC recordings by agency personnel
PRIORi2 &l 33Ay 3¢ | yRBcREMY 22 | R X OIvOPRIGRIOOVINLOADING TO RETENTION H

M-1¢ BWC USER and-Blc OTHER AGENCY BERINER ¢ KA & & SEWNCPecedutifeferénkdd dza Bufliges the
steps thatagencies may want to consider takinghen allowing review ofSTOREBWC recordings.

REFERENCE MATERIAL

& Xody-worn cameras have significantly improved how officers captueidence for investigations and court proceedings.
Along with documenting encounters with members of the public, bedprn cameras can provide a record of interrogation
and arrests, as well as what officers witness at crime scenedficers are often feused on securing the scene and
performing life-saving measures and that withnesses and victims may not always remember what they had told officers iy
confusion. This can lead to conflicting reports when victiaasd witnesses are asked to repeat theiceounts in later
statements... bodyworn cameras capture everything that happens as officers travel around the scene and interview mu
people. Thebodys 2 N}y OF YSNI} & KI @S 06SSy AYONBRAOGE & @#BSFdA Ay |

a{ 2 YS cutdrshavSstarted encouraging police departmentsise bodyworn cameras to capture moreeliable evidence
F2NJ) O2dz2NI X LI NGAOdzAE I NI & Ay YFEOGGSNE fA1S RBYSEAGAO OA2f

Galyeée LRtAOS I 3Sy Odod-worr chiieraikchrisére @SaNiBefaiIraining fodl to help improve officer
performance.For exampleagencies are using footage from bodyorn cameras to provide scenaribased training, to
evaluate the performance of new officers in the field, and to identify new areas in which training is need&dusing body
worn cameras in this way, agencies have the opportunityaiee standards of performance when it comes to tactics,
communication, and customer servic&his can help increase the perceived legitimacy and sense of procedural justice thj
O2YYdzyAGASa KIFI @S | 02dzi285 KSANI L2t A0S RSLI NIYSydaode

0Given the impact that bodworn cameras can have in criminal and administrative proceedihgee is some quesbn as to
whether officers should be allowed to review camera footage prior to making a statement about an incident in which thq
were involved.According to many police executivele primary benefit to officer review is that it allows officers to recall
events more clearly, which helps get to the truth of what really happened. Some police executives, on the other hand, S
GKFG A0 A& o0SGOUSNI F2NIJ Ly 2FFAOSNRA adl iSYSyid G2 NBT& 9
footage revealed.

G¢KS YlI22NRAGe 2F LRfAOS SESOdziA@Sa 02y adz (-8 canmiera fodtayeC
prior to making a statement about an incident in which they were involved. They believe that this approach provides thg
best evidence of what actually took plac®ERF agrees with this position.
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be difficult to remember exactly whak | LJLJS &l Rdlic® Commissioner Ramsey of Philadelghfa2 L ¢ 2 dzf R

LINROESY AGK tf2Ay3a |y 2FTFAOSN XPolidéBx@cutieas who fagbk rEvie® saidIN
that officers will be held accountable for their adins regardless of whether they are allowed to watch the video recording
prior to making a statement.

permitted to review footageof an incident prior to making a statement’Ly (G SN¥a 2F (GKS 2FFAO
GKS 2FTFAOSNDRE LISNELISOGADGS |G (KEILARYSI2PNIEENSFOE BIE 2
County (Maryland) Police DepartyidiThat érspective is what they are going to have to testify to. If officers watch the
video before making a statement, they might tailor the statement to what they see. It can cause them to segoeds

i KSyaSt @Saz ¢gKAOK YIF1Sa GKSY aSSy tSaa ONBRAOGE SoQ

GhUKSNI L2t A0S SESOdzi A 938 ¥ RK I KSD 2 NF kﬁémé@muﬁaﬁmﬁrﬁrfsmuﬁh&a

6t 2t AOS SESOdziA@Sa NBLRNI (GKIFIdG sKSy ljdzSaidArzya dnvalvedS F
shooting, having video from a bodworn camera can help resolve the questions. Agencies are also reporting that, in mogd
thesecasesii KS NB&az2fdziAz2y A& Ay &adzllll2N¥6 2F GKS 2FFAOSNDRA | (

Officers should be permitted to review video footage of an incident in which they were involved, prior to making a
statement about the incidentThis can occur, for example, if afficer is involved in a shooting and has to give a statement
about the shooting that may be used in an administrative review or a criminal or civil court proceeding.
MReviewing footage will help officers remember the incident more clearly, whichde# more accuratelocumentation
of events. The goal is to find the truttwhich is facilitated by letting officers have all possible evidence of the event.
MReattime recording of the event is considered best evidence. It often providesiore accurate record thah y 2 ¥
recollection, which can be affected by stress and other factors. Research into eyewitness testimony demonstrates|
stressful situations with many distractions are difficult even for trainetservers to recall correctly.
Mblf a jury or administrative review body sees that the report says one thing and the video indicates another, this can
create inconsistencies in the evidence that might damage a case or unfairly underming thef A O S NX2 52870 NH

The IACP model Body worn Camera policy expresses a more restrictive view about officers viewing BWC recordings o
that they are involved in:
b dif an officer is suspected of wrongdoing or involvédan officer-involved shooting or otherserious use of force, the
department reserveghe right to limit or restrict an officer fromviewing the video file¢ 288

G2 NARGGSY LREAOASE &aK2dz R Of SINI & RSAONKIAKEZKET SRNID &Y §
body-worn camera footagePERF recommends that supervisors be authorized to review footage in the following
circumstances:
M 2 K Ssyperkisor needs to investigate a complaint against an officer or a specifidéntiin which the officer was
involved,;

M 2 K Ssyperlisor needs to identify videos for training purposes and for instructional use;

M 2 Kdfigers are still in a probationary period or are with a field training officer;

M 2 Kdfigers have had a pattern of allegations of abuse or misconduct;

M 2KSy 2FFTAOSNA KI@S 3INBSR (2 | Y2NB AyliSyairogsS NBoOA
M 2KSYy Iy 2FFAOSNI KFd 06SSy ARSYUBFASR GKNBdAK Iy SIN

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

X.£L 92 5h2b[h!595kalLath; b595¢kw9¢! Lb95 . 2/

Xl¢ A. REVIEVWOF BWC RECORDINGS:

1.Accesstany2 NAAA YL+t .2/ NBEO2NRAY3I [NAME @RASSENCBWG racpriirsy see@ionA v

files shall be covered by this section of tfiRAME OF AGENCBWC policy and procedure.
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2. ALL BWC RECORDINGS ARE THE PROPERTXARHIBEE AGENCAND SHALL ONLY BE ACCESSED FOR

REVIEW AND/OR COPYING IN ACCORDANCE WITH THIS POLICY:

i. a record [digital or other] shall be made each time a BWC recording is accessed and retainedjaesian

BWC is stored by theNAME OF AGENCY]

3. ThelNAME OF AGENCWi]l allow, subject to authorization by theéHead of the agencgr designee [BWC
ADMINISTRATQRhe VIEWIN@ ¥ | &ALISOAFAO { ¢hw95kdalL atlEQITVABERY . 2/ NBO2 N

ENFORCEMENT PURPOSES by:
i. agency personnel;
ii. personnel of an allied law enforcement agency;

AAA® ' NBLINBaSyidalraAdsS FTNBY GKS {dlF

iv. an official from a bona fide criminal justice agency;
v. any other individual authorized by the Head of the agency

4. LEGITIMATEAW ENFORCEMENT PURPOSES shall include, but not be limited to:
i a criminal investigation;
ii. aninternal and/or administrative investigation;
ii. a civil invedgation;
iv. incident debriefing/critique;
v. review of a use of force;
vi. review of an orduty dischargeof firearm [except training];
vii. line-of-duty injury/death;
viii. in-custody suspect injury/death;
iX. pursuits;
x. review of a departmental traffic accident;
xi. deposition or trial preparation;
xii. performance review;
xiii. policy and procedure compliance;
Xiv. training;

5ALINGS jdzSada G2 @GASse 2N 260G Ay | O2Lk 27

[N

by e

{¢hw95kaLat h|

[NAME OF AGENGd]member of an allied law enforcement agency or a representative of another criminal
justice agency shall be made IN WRITING onREQUEST TWEWBWC RECORDINgmM developed by the

BWCADMINISTRATOR
i. This form shall include, at a minimum, the following information:

a. name/rank/agency identification number of the individual requesting to view the BWC

recording;
. the date request submitted;
. the date viewing must occur by;
. the date/time/location of the incident/event/encounter recorded;
. the name of the officer(s) involved, if known;

if known, the name of the individual(s) involved in the recording;
. the purpose for which the review is necessary;

Q ™ 0O QO O T
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2/ &a!'{9owé 1 //9{{ ¢h {¢hw95kLath!

DEPENDING ON THE TYPE OF B@@RN CAMERA SYSTEM AN AGENCY ADOPTS ACCESS TO STO
RECORDINGS F@EWINGVIAY BE AVAILABLE TO INDIVIDUAL OFFICERS [PASSWORD PROTECT
EVIDENCE.COM.

IN THESE CASES, BWC USERS ARE ABEWARD IN SOME CASE®PY THEIR OWN BWC RECORDIN
WITHOUT THE INTERVENTION OF THRABMIBIISTRATOBR SIMILAR OFFICIAL. SUCH SYSTEMS GEN
AUTOMATICALLY RECORD EACH TIME A BWC RECORDING ISANCCERSHMHERWISE MANIPULATE
LOGGING THE DATE/TIME/PASSWORD OF THBINRIWHO HAS GAINED ACCESS TO THE RECOR

WHILE SOME SYSTEMS ALLOW BWC USERS TO COPY THEIR OWN RECORDINGS, OTHERS PRE
DELETING&OPYIN®R ANY OTHER TYPE OF MANIPULATION OF THE STORED RECORDING. AGENC
SHOULD CAREFULLY CONSMDER CONTROLS ARE NECESSARY FOR THEIR BWC PROGRAM

/' hhw5Lb! ¢9 ¢l 9Lw ! D9b/ K6 Qf b995{ 2L¢I| ¢

B

IF AN AGENCY HAS DETERMINED TO ABOPHRA . 2/ w9/ hw5LbD [/ ht 2L¢l b
t h[ LTHENIT IS SUGGESTED THAT THIS DECISRECBHECALCOMMUNICATED TO THE BWC VEND

IN CASES WHERE PERSONNEL CAN ANDES®Y THEIR OWN BWC RECORDINGS IT IS SUGGESTL
AGENCY POLICY AND PROCEBEXIRECITIDEFINE UNDER WHAT CIRCUMSTANCES THEY CAN MAKE
OF THAT RECORDING; H®EY CAN USE THAT RECORDING; SECURITY SAFEGUARDS FOR RETA
RECORDING; AND ENSURE THAT THE BWC VENDOR CAN TRACK THE COPYING OF ANY BWC

IN OTHER SYSTEMS, SUCH AS SYSTEMS IN WHICH THE AGENCY STORES BWC RECORDINGS ¢
SERVER GITHER DIGITAL MEDIUM, ACCESSEMISTORED BWC RECORDINGS MAY REQUIRE T:
Lb¢Owx9bc¢Lhb hC dADMINISTRATROPR OTHER AGENCY OFFICIAL. IN THESE CASE
MAY NOT BE AUTOMATICIALLY DOCUMENTED. LIKEWISE, COPYING A BWC RECORDING HAY
RESTRICTED/CONTROLLED BY THE AGENCY AND REQUIRE THE ASSISTANSENINETRBVGEBR
OTHERAGENCWOFFICIAL.

THE FOLLOWING SECTION OMTHIEEIPOLICY AND PROCEDURE ATTEMPTS TO ADDRESS THE LA?

OF SYSTEM IN WHICH COPIES OF BWC RECORBNBE WUTHORIZED AND MADE BY THE AGENCY;

AGENCY SHOULD DESCRIBE ITS OWN SYSTEM BY WHICH INDIVIDUALS WITHIN THE AGENCY C
VIEWRECORDINGS

6. The BW@DMINISTRATOshall review theREQUES®rm and reason for the viewing and:
i. authorize the request and make arrangements to view the recording if appropriate;
ii. deny the request, informing the individual making the request of the reason for the denial:
a. the individual denied access to the recording may request administatieview of that
decision to theHead of thefNAME OF AGENGY]
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7. AFTERiewing the BWC recording, if a copy of the recording is needed for LEGITIMATE law enforcement purposes
the individual requesting the copy of the recording shall complete the 2 GOPW 9 v | 9 { pbrfioh éf the
REQUEST TO VIEW BWC RECORDIMNB&dicating:

i. if a copy of the BWC recording is needed,;

ii. the purpose for which the copy of theecording will be used;

iii. the individual responsible for the security of the copy of the BWC recording;

iv. any redaction of the BWC recording that is necessary;

v. adherence to thNAME OF THE AGENBWC policy that NO BWC RECORDING WIDLEBRIBUTED
COPIED, POSTED ON SOCIAL MEDIA, SHOWN TO UNAUTHORIZED PERSONS OR OTHERWISE
DISSEMINATED WITHOUT THE APPROVAL BEABIBF THE AGENIR DESIGNHRNC
ADMINISTRATOR

vi. copies of BWC recording made pursuant to this section of the BWC policy and procedure shall be
O2yaARSNBR | a aLRGSy O dedmaintdngdisrbd/acerditgyofhe 6 At t 0SS KI y
[NAME OF THE AGEN@Yience handling and storage policy and procedures;

8. The BW@ADMINISTRATOs$hall retain, in file, all completedREQUESTS MIEWBWC RECORDINf88ns as long
as the BWC recording remains in tiitlAME OF AGENCBWC recording retention files.

9. Members may view BWC recordings when they are the subject of a criminal or administrative investigation when
that criminal/administrative investigation is the result of official law enforcement action taken/not taken by the
officer:

i. prior to writing an official agency report about the incident/event that they were involved in;
ii. prior to providing a statement about the incident/event that they were involved in.

10. Requests by individuals not affiliated with an allied law enforcement/criminal justice agency to view or
obtain copies of BWC recordings by way of thehland Public Information Act (MPIA) will be handled
separately as outlined in this policy and procedure:
EXCEPTION
A citizen/community member can be allowed taew a BWC recording when accompanied by a
command official/supervisor/investigator conducting an internal investigation of a member of
this agency who has been authorized to view a BWC recording of an incident, if the community
member indicates that viewing the BWC recording of the incident and receiving an explanation
2T Iy 2FFAOSNRAa OGA2ya FTNRY (GKS adzZlSNBAaA2NkO2YY
i. clarify the complaint; and/or
AA® Al GAaTekNBazt S KA&AKkKSNI O2y OSSNy a | o2dz
complaint.

Xl¢ B. DISCOVERY OF MEMBER MISCONDUCT:

Theal NEf FyR t2f A0S CONIZARENGI / /I 2NS Wi &cGooaeyhisEi@n secommeration]:
NOSPECIFIRECOMMENDATION

PS 88511reference:a @ golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:
(17) any additional issues determined to be relevant in the implementation and use of badyn
OFYSNI & o6& fl1 ¢ SyFRBNOSYSYyld 2FFAOSNA DE
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COMMENTARY

During research in preparation to complete this. 2 / t NIR&&ehddNdzX Ri&of the most frequently voiced
concerns about the use of bodyorn cameras from law enforcement officers was that supervisors and command officig
would ROUTINELMview BWC recordings in search of policy/procedureations and infractions of rules and regulations
with which to discipline officers. While there are situations when a particular BWC recording will need to be reviewed

evidence of policy/procedure violations, rule infractions or failure to follow aggrraining, the wholesale, routine review of
BWC recordings for this purpose is strongly discouraggdidvocates of BWC usk is suggested that agencies consider
including a note to that effect in their BWC policy and procedure.

REFERENCE MATERIAL

& C 2 NJ 4worrdcAnieda program to be effectivét needs the supporinot only of the community but alsof the frontline

officers who will be wearing the camera&ecuring this support can help ensure the legitimacy of a camera program and
make its implenentation more successfulAgency leaders should engage in ongoing communication with officers about tj
LINBINI YQ& 321 fax GKS o0SySFada FyR OKIFffSy3asSa 20 dzaAiy 3

dahyS 2F (KS LINJolick exBeuti@es ig tBeSiddl/tidat bdagorn cameras will erode the trust between officers
and the chief and top managers of the departmer@ome officers may view the cameras as a signal that their supervisor
and managers do not trust them, and they wiy that supervisors would use the cameras to track and scrutinize their eve]
Y2@SX¢KAA A& Sa LS OlaveltespdnsdioNitas, whoraliekdy fed ey @rd tddelian extraordinary amo
2F LINB&adzNB (2 20 SOSNEBIKAY3I NRIKG PE

& a 2 aéncids flermit supervisors to review videos so they can investigate a specific incident or comptientjfy videos
F2NJ GNFAYAYI LIdzN1J2aSazr SyadaNB (GKS daeaidsSy Aa 62NRRy3Is

G X0 KSNB A a overaviether RupendisdrsSshould also periodically and randomly review videos to monitor officer
performance. Some agencies allow periodic monitoring to help proactively identify problems and hold officers accountaj
for their performance. Other agenciesgomit periodic monitoring only in certain circumstances, such as when an officer i
still in a probationary period or after an officer has received a certain number of complaints. Some agencies prohibit rar]
monitoring altogether because they believe did &2 A& dzyySOSaal NB AT & dzLIJSNIIA &2

294
G¢KS ¢21LIS1F t2fA0S8 5SLI NIYSyid 38 ys8pedvidofs éan hIndrlically dekigvavideld: ify
officers have received numerous complain@hiefMiller of Topeka said thahis policy strikes a balance between showing
GNHza G Ay GKS 2FFAOSNA |yR K2f RAy3a GKSY | O02dzyilofSo Y
deliberate indifference because you had the videos but ignBre i KISY X XYou Have toWhow that you reviewed the
F22GF 38 2y0S @&82dz KRR | NBlFazy (2 R2 a2¢Q ¢

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

Xl¢ B. DISCOVERY OF MEMBER MISCONDUCT:

1. It isNOTthe intent of the NAME OF THE AGEN®Yieview digital evidence for the purpose of general
performance review, for normal preparation of performance reports, or to discover policy violations:

i. Command Officials and supervisors will NRDUTINELMview BWC recordings for violations of
existing policy and procedure and/or rules and regulations;

ii. Notwithstanding this stated intent, command officials or supervisors [including Fi€tdining Officers
who are acting in their capacity as FTOs] shall appropriately address any violation of existing policies
and procedures and/or rules or regulations or other observed performance issue thaited while
reviewing any BWC recording:

ab2iKAYy3a Ay (KAa F3SyodeqQa .2/ LINRPOSRAZNBE LINPKAOAI
addressing policy violations as warranted;
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2. Command Officials and supervisoshallPERIODICAL k&view random BWC recordings to ensure BWC policy
and procedures are being followed:
i. Command or supervisogudits of BWC recordings should imémarily used for maintenance and training
purposes and not for discipline, based on the seriousness of any observed policy and procedure violation
and the absence of any additional corroborating evidence or civilian complaint;

3. A command official and/or supervisor may revie®PECIFIBWC recordings for the purpose of:
i. training;
ii. performance review of a specific incident;
iii. incident critique/debriefing;
iv. early intervention inquiries;
V. supervisor complaints as paitted by agency policy and procedure.

4. Field Training Officers may use BWC recordings to provide immediate training to recruits and to assist with the
O2YLX StiA2y 2F | NBONHAGQE 5FAfé& hoadSNBIFGA2Y wSLE2NI 65hw

5. Membersreviewing BWC recordingshould remain focused on the incident or incidents in question and review
only those recordings relevant to their investigation:
i. if improper conduct is suspected during the review of any BWC recording the person who discovered the
conduct in question shall immediately notify a supervisor who will take the appropriate action.

6. Under no circumstances shall members with access to BWC recordings be allowed to review, use, show, reproduce
or release recordings to ridicule, lhass, intimidate or otherwise intentionally embarrass, any officer or individual
or for any other nonlaw enforcement related purposes:
i. this includes submission of any portion of a BWC recording to a media organization unless release has been
approved in advance by the Head of the ageachis designee as set forth in this policy and procedure;

7. For administrative/internal investigationghen digital evidence is used by tHelAME OF THE AGEN®¥]the
purpose of proving or disproving allegations of misconduct, only digital evidence relevant to the investigative
scope shall be viewed and retained by investigators:

i. information relevant to the recordings viewed and seized as evidence by invesiigashall be included
as part of the administrative investigative file;

Xl¢ C. RESTRICTED INVESTIGATIVE USES OF BWC RECORDINGS

Theal NBEf I yR t 2f A0S ¢oNI2ARENGT / /I 2NShdl & ébopghyhisBiin éecommenation]:

I. REVIEWDF RECORDINGS

2. Additional considerations:
a. A BWC recording of a CONSTITUTIONALLY PROTECTED ACT ImT emesged to identify persons presen{
at the activity who arenot:
m &4dzAaLISOGSR 2F 6SAy3 Sy3ar3aSR Ay AttS3art O
b in need of assistance.
b. The stored video and audio data from a bo#yorn camera may NOT
i. be used to create a database or pool of mug shots;
ii. be used as fillers in photo arrays; or
iii. be searched usingacial or voice recognition software.
c. This subsection does NOT prohibit an agency from using recognition software to analyze the recording @
PARTICULAR INCIDENT when a SUPERVISORY law enfo@ERI&ER has reason to BELIEVE that a SP{
SUSPECT or PERSON IN NEED OF ASSISTANCE MAY BE SUBJECT OF A PARTICULARERECORDI

104



COMMENTARY

Investigative uses for stored BWC recordings are increasing as software technology advances. Facial and voice reco
software improvements increase the probability that law enforcement agencies will be able to use digital data produce
body-worn cameras to generate the identification of unidentified individuals shown on BWC recordings. Members @&dh
HocCommission Regarding the Implementation and Use of Badyn Cameras by Law Enforcement Officers recognized
likelihood and included the abee listed recommendations in its report on the use of images and audio captured by B
While the recommendations do not prohibit the use of the data generated by the BWC, these restrictions should be no
Fy F3Sydeqa .2/ LkfAOé | yR LINE OSRdzN

REFERECE MATERIAL

The following excerpt from a working paper about body2 N3y Ol YSNI} & Sy&# 28 SR ¥SaAF &6
the Data and Society Research Institute in February, 2015 provides some clarity to this issue:

G ¢ KS dza Svorg cGamesaghBsdalready begun to intersect with other technologies such as facial recognition system
Serious concerns for privacy may arise if police use of badyn cameras to scan public spaces to identify individuals with
2dziad yRAY3 FNNBald o6 NNI yidax

GECICESRSNI £ . dzNBldz 2F Ly@dS&aidaalidArAzy RSTFAySa 6A2YSIEINRO
0SKI@A2NI £ OKFNIOGSNR&GAOE dzaSR F2NJ ARSYGATAON (A28,
DNA, voiceand iris scans can be used to identify individuals, usually by matching them against-& et & G A y 3

T« N Qx

'.F
I.

G¢2RI&3 a2YS8S tl g SyF2NOSYSyi | y hasadfacdhitiorsafigie Bacidl rAcghifioh
technology can scan videwor still images on a mass scale and in real time (or in retrospect) without the subject being a

or granting consentFor example, during the 2001 Super Bowl held in Tampa Florida, Tampa police used mass surveill

cameras and facial recognition tamlogy to scan the faces of people in attendance and compare them to criminal and te
RI { I 6 OusifigioKa controlled environment, facial recognition is prone to inaccuracy and a high fadsitive rate.

a{2YS ! o{d LRftAOS RSLINIYSyiGa KIFSS It NBFRe& 06S3dzy dzaAay
shot databases. Both Seattle and Chicago have begun implementing facial recognition on CCTV footage. In Seattle, th
has expressedoncern over the collection of information on people not suspected of criminal activity, a practice that will

likely become a major privacy concern as the technology spreads. Disparities between image databases in use across
departments will also pesent obstacles in the efficacy of facial recognition, as individual records may exist in one datab]
but not another. While bodyworn cameras facilitate surveillance on a smaller scale than CCTV footage, many of the sa

privacy risks will become salierior both.

awSOSyil IROIFIyOSa Ay (SOKy2f23e& IINB Ffaz2 YI{Ay3d LI2aaio
PGARS2 F220+3S® Ly HnanmnZ | &SOdNAGE SELISNI ¢+ & hesduson i
photograph of her hand. Researchers have also found a way to identify the person wearing aWwody camera by
comparing biometric markers such as camera motion (like shakes) and stride length, meaning that a person filming will
necessarily remain angymous.

G¢KSaS I ROIyOSa Ay GSOKyz2f23& YlIeé& KIF@S o02GK LRaAGASS
to privacy are struggling to keep up with these changes. Although the fourth amendment likely protects biometric
information such as DNA or fingerprints from collection without due cause, in 2013 the Supreme Court ruled that police
could take DNA samples from individuals arrested in connection to serious crimes. Laws are even less clear on when, i
something as publiclyigible as the human face can be protected from automatic identification. Moreover, there is an
increasingly blurred line between collection of criminal and n@niminal biometric data. Law enforcement bodies such as
iKS b, t50a CI OAl f beguS édtidng photdsdrysodiayhfedia pktFohS to identify suspects. The FBI is
in the process of building the Next Generation Identification program (NGI), a lesggle biometric database covering faceg
fingerprints, and other identifiers. This dabase will store both criminal and neariminal information, such as photoand
fingerprints submitted to employers. One concern raised by the Center for Democracy and Technology is that police
departments could draw bodyworn camera footage from databasesnd use facial recognition to catalogue attendees of
protests or political rallies.
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d! 002 NRA Y 3 4v@n carleraraise Wang ftidacy issues that have not been considered before. Unlike

many traditional surveillance methods, bodworn cameras can simultaneously record both audio and video and capture
closedzL) AYlI 38a GKIFG Fff2¢6 F2N 0KS LI (IDSWASW! i KISESS 2LINATA I Qg
evaluation of fodage must be strictly limited to narrow, welRSFA Y SR dzaSaxX | yR &adzoaSoi
rights community will have to pay particular attention to the growing privacy risks that may .be created as the use of
body-6 2 Ny OF YSNIr & 06S02YySa GASR @2 20KSNJ I ROFyOSR (SOKy?2

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

Xlg C. RESTRICTED INVESTIGATIVE USES OF BWC RECORDINGS

1. Members of thNAME OFAGENCY§hallNOTuse a BWC recording to:

i. identify any person present at a CONSTITUTIONALLY PROTECTED [First Amendment] activi{OAho is
a. suspected of being engaged in illegal activity; or
b. in need of assistance?298

2. Members of thefNAME OF AGENCsfjallNOTuse aSTOREBWC recording to:
i. create a database or pool of mug shots;
ii. be used as fillers in photo arrays; or
iii. be searched using facial or voice recogait software:
EXCEPTION:
The above does NOT prohibit a member from using recognition software to analyze a
recording of aPARTICULARICIDENT WHEN A SUPERVISOR/COMMAND OFHAGSIAL

REASON TO BELIEVE THAT A SPECIFIC SUSPECT OR PERSON IN NEED OF ASSISTANCE

MAY BE A SUBJECT (FARTICULARECORDING299
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XIl.COPYING/DISSEMINATION/RELEASE OF BWC RECORDINGS:

Theal NEf YR t2f A0S CONIZARENGI / /I 2NS W &cGoodehphisBi@n s¢ecommeration]:

K. DISSEMINATION AND RELEASE OF RECORDINGS

BWC video/audio recordings from body cameras will be released as required by the MPIA or gtverning law. 300

PS 88511reference:a @ golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:
(13) dissemination and release of recordingg01

COMMENTARY

Underthe Maryland Public Information Act§ A Gt S n 2F (KS DSy S Nidividuald\ibe @ritited t& né\dew
and receive copies of BWC recordings except under limited circumstances. Similar to the public information laws in n
other states, the broad reach of this law has caused many law enforcement executives concern meg#nei copying,
dissemination and release of BWC recordings to the general public. While intending to foster transparency and
accountability about the actions of their officers, law enforcement executives also aim to protect the privacy of innocq
persors whose images may be recorded during an incident/event/encounter. Victims, witnesses, innocent bystande
children and even individuals who may be suspected of committing a crime but have not been arrested or charged
individuals whose desire, and some cases need, for privacy may be compromised when BWC recordings are released
public. While redaction of certain images in the recordings can somewhat mitigate privacy concerns, redaction itself c
totally guarantee that individuals in a paitular BWC recording will not be identified by persons familiar with the incide
Creating a policy and procedure that adheres to the spirit as well as the letter of theA&Dattempts to protect the privacy
and confidentiality of innocent persons whar@recorded by a bodyvorn camera is one of several challenges that face ev
law enforcement executive who plans to implement a bedwrn camera program.

2KAES aLI OS tAYAGllIGA2ya LINBOSyid + RSGF AT S Rent\Bedash teness 6f
the law are presented below for information and reference purposes only.
CdzNIKSNJ RSGFAE yR SELXIylLiGAz2zy 2F (G(KS tFg OFLy o8
(14th ed., October 2015) which can be locatednatw.oag.state.md.us/Opengov/pia

REFERENCE MATERIAL

GENERAL:

dGal NBflFyRQa tdzofAO LYTF2NNIGA2Y 106G o6atL! 03X ¢AGES nof
access to records that are in the possession of State and local government agencies. It has been a part of the Annotat
of Maryland since its enactment as Chapter 698 of the Laws of Maryland 1970 and is similar in purpose to the federal
CNBSR2Y 2F LYF2NX¥FGA2Yy ! OG0 6a4aChL! €03 p ! d{d/ d 3 ppHZI
basic mandate othe PIA is to enable people to have access to government records without unnecessary cost or delay.
Custodians of records are to provide such access unless the requested records fall within one of the exceptions in the

& 0 I (1dz3e&Xg the PIA, the Listature sought to accord wideanging access to public information concerning the

2LISNI GA2y 2F I20SNYYSyiaxeKS tL! O20SNB GANILdzZ €& | fake
governmentg legislative, judicial, and exeutive. On the local level, the PIA covers all counties, cities, towns, school distrij
and special districts. 302

a! £t WLzt A0 NBO2NRAQ I NB O20SNBR o0& -1DKjRandircludes not En$y wiittni]
material but also photographs, photatats, films, microfilms, recordings, tapes, computerized records, maps, drawings, g
and 021l 2F | Lzt AO NBO2NRXtdzof A0 NBO2NRA& [ NB |yeé NB(
O2yySOtGA2Yy gAGK GKS OGNIyal OGAz2zy 2F LlzotAO o6dzaAySaad
fall withinthe defiy AG A2y 2F WL3dB0f A O NBO2NRADPQ ¢
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CUSTODIAN OF RECORDS:

G/ SYiNrt 2 GKS aGNHzOGdNBE 2F G KS toffidial O dERi 20RAS YN (253 (LBE
¢tKSe INB (KS LldzotA0 2FFAOALIf A K2 YdaAad GF1S FOlGAzya d
LIKeaAOlt OdzaG2Re yR O2yiaNRt 2F (GKS I 3SyOe Qaspdnkiadity th aowN
inspection of a record and to determine, in the first instance, whether inspection can or should be denied. The custodial
Ffa2 NBaLRyaAaofsS T2NJ LINBLI NRy3 ¢ NR G &gl O 88 i 2 R febofficdriol §f A
employee of the agency who has the overall legal responsibility for the care and keeping of public records. Often, the
cofficial Odza 1 2 RA L+ y¢ gAtft 0S5 (oRidal chsfdiaR is B Eonsidkr Slesigraty/ spetific typek & public
records of the unit that can be made available immediately on request and maintaining a list of such records. The offici
custodian is authorized to decide whether to seek court actionto o i NB O2 NR& FNRBY RA&Of 2
Ydzad SadlofAdaK aNBlFaz2ylofS ¥85S¢ &a0OKSRdzZ SaTXOFy |faz d
Odzad2Re yR O2y@BMRf 2F (KS NBO2NRa&®E

GENERAL ACCESS:

G Dt -1GB(ayiprovidedi K G Wwl 6t f LISNER2Yyd FNB SydAadt SR (2 KI@S I (
2FFAOALE | OG& 2F L2t A0 2FFAOAIf aH hy R S¥ub 2eSdB8HA0R0 & KH
otherwise provided by lawa custodian shall permit a person or governmental unit to inspect any public record at any
NEBIazyloftsS GAYSPQ LyalLlSoOoidAazy 2N O02LkAy3a 2F | Lzt A0 -N
HAMO L BOB HUO PE

G¢KS tL! ANryda I ONRBFR NRIKIG 2F AyalLlSoOidrzy G2 alye U
LISNB2Y ySSR y20 aK2g (GKIG KS 2NJ aKS Aa W 3I3aNRSITSR tsafN
Maryland. In most cases, a person need not justify or otherwise explain a request to inspect records, and a custodian o}
records may not require a person to say who they are or why they want the records as a prerequisite to responding to g
request. Norm& | Odza(G2RAlIY A3Jy2NB | NBjdzSad 2y (KS 3INBOzy RA

GLY a2yYS$8S AyadalyOSaz GKS tL! LINPBGARSa | GLISNE2Y Ay My
that available to other req$ & G S NE ® Ly KSasS AyaidlyoSas GKS OdzadG2RALl
AYUiSNBalodg {dzOK &LISOALFE NRIKGE 2F | O00OSaa FLWXe G2 GKS
AYOSaiAHS ARIYNIX a LISNE2Y AY Ay G S NIBAG) s the SubjecSof theyfeddrd oF i soMel]
OFaSaz GKIFIG LISNE2YyQa NBLINBaSyialGABdSe /aSa O2yaiNUzAy 3
have limited it to theperson that is belng |nvest|gated and have not extended it to either the complainant or the person
performlngthe|nvest|gat|on¢KS GSNY GLISNB2Y Ay AYyiSNBailiég AyOfdRSa i

NBE O2 BIR d¢

G2 KAES | Odzali2RALY OlFyy2i NBIdzZANB I NBIdzSaiGSNI G2 SEL3X
LINBNSIljdA AAGS G2 NBaLRyRAy3I (G2 | tL! NBljdzSaids G4KS NBIjd
certaincircumstan6 & ® C2NJ SEIl YLIX ST | NBI[dzSEaGSNI 6K2 sAaKSa (2 OF
NEIjdzS§aGSNI G2 61 A8S I FSSX 2NJ G2 NBESFaS NBEO2NRa O02@SN
purpose underlying the req8 a (B@Bs

GXNBO2NR& y2 f2y3ISNI NBilGFIAYSR o0& Iy F3aSyode Olyyz2id 6S 9
Ozvufmyéé gAGK  LISYRAY3I NB|jdzSad 2NJAY F YIBRY SN O2y{j
EXCEPTIONS TOOKSS:

G¢KS ISYSNIf NRIKG 2F | 0O0Saa G2 NBO2NRA& INIYGSR o0&
DAQSYy G(GKS tL!Qa LRtAOe Ay FrH@2NJ 2F LWzt AO0 | 00Saaz Iy
inspeQliA2y 2F || NBO2NRIQ (KS&aS SE@RLIiAzya aKz2ddZ R 65 02y
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OPIA exceptions fall into three basic categories:
1. if a source of law outside the Public Information Act prevents disclosure;
2. themandatory exceptions in Parts #nd Illlimpose an affirmative obligation on the custodian to deny inspection for
specific classes of records and information;
3. theexceptions in Part IV allow the custodian to exercise discretamto whether the specified records are tme
disclosed.
More than one exception may apply to a public record, and the exceptions are not mutually exclusitany of the
exceptions aren attempt by the Legislature to balance individual privacy interests against the public riglaicogssin
additon,t NI + O2y il Aya | aflaid NBaA2NIé LINRPDAAAZ2ZYIT $KAOK
approval to continue to withhold a record that otherwise would be subject to inspectidinless an agency obtains a spéci
court order under the statute to justify withholding a record, there is no basis for withholding a record other than atiaxcq
inthePIAO ¢ KSNB Aad y2 RAAONBGS alLlzmt A0 AyiaSNBaidzé aLISNA 2y
tL! 3loe

Galye {GFrdGS adlddziSa oF NI RA&aOft2adzNE 2F &ELISOAFASR NBOH
M / 2dzNI & YR WdzRA OA-SART (irdkBtionSSpRlitefeterds peRdiningtd Bifors)d o
Y (protection under statute only aplies to records concerning matter that could bring minor within jurisdiction o
GKS 2dz8SyRIRS O2dzNI O TE

a! Yy RSNJ { dzo (idciistodian mmay deny thelright of ifspection to certain records or parts of records, but inly
RA&Of 2adz2NB g2dzZ R 0S5 O2 ylheddradd@dsare (KS alLlzof AO Ay dSNBaiGd
MRecords of investigation, intelligence information, security procedures, or investigatory {ieB § 4 p m U3U3¢

G2 KSGKSNI RAa0Oft2adzNB 62dz R 0SS aO2yGNIFNB (G2 GKS Llzmf A0
dAAONBGA2YyZQ (2 6S SESNDAASR wz2yfeée | TSN Olnhakhgtis O2y &
determination,the custodian must carefully balance the possible consequences of disclosure against the public interest
favor of disclosurelf the custodian denies accessder one of the discretionary exemptioris,K S OdzA G 2 RA | y
brief explanation of why the(RSy A f A4 3MSOSaal NE dQa

INVESTIGATORY RECORDS:

OGP § 4351 permits the withholding of certain investigatory records and records that contain intelligence information an
security proceduresThe determinations required of the custodian vary depending on the particular records at issue. Forf
certain named agencies, the custodian may deny the right of inspection of records of investigations conducted by the a
intelligence information, or seurity procedures. The listed agencies are: any sheriff or police departmamy, county or city

FGd2NySes {GFdSoa !'dd2NySes 2N GKS 1 {id2NySe DSy SNIuity
procedures of these agenciess well as of State and local correctional facilifid¢any records received or created by law
enforcement agencies may fall within this category. [See, e.g., 92 Opinions of the Attorney General 26 (2007) (mug shd
O2yaARSNBR |y Ay@8BadAaal G2NE NBO2NRO B d¢

Gb2G SOSNE NBO2NR Ay (GKS LRaaSaairzy 2F GKS I [BeeSy T2 NI
Opinions of the Attorney General 288 (1986) (recordings of 911 calls generally not investigatory records); Opinions of tf
AttorneyGeS NI f pno omMdpTy 0 6FNNBald (28a y20 Ay@gSadaialrdz2Ne

G2 KSy GKS NBO2NR&a Ay ljdzSadAiaz2y INB Ay@SadaAaalra2NBI | yR
exception applies without need for an actual showing that the records wempiled for law enforcement or prosecution
purposes.The Court of Appeals has held that the investigatory records of one of the seven enumerated agencies are
presumed to be for law enforcement purpose$hus, an enumerated agency need not makeaxticularized showing of a

law enforcement purpose to justify the withholding of a record relating to a criminal investigation. However, once an

AyoSaidAaariAazy Aa Of 2aSRzX RAAOf 2adaNB A& f S&auiréanokf & 7
LI NI A OdzE F NAT SR FI Olidzl £ 0 IBERSE IBANNALY S&LIEK 1O RME DS 1B &iNS

AYUSNBalGé 2N dzyt Saa 24K Sdiéxaniple, the @odat oRApRSNIHSIE tifail it WR O dmited theN
LlJdzof AO AYyiSNBaid (2 RAaOft2a8S GKS . If0dAY2NB /AGée t2fA04§
Disclosure of an internal report would discourage witnesses or other persons with information from cooperating [Mayor
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City Council of Baltimore v. Maryland Committee Against the Gun Ban, 329 Md. 78 (1993)]; see also Opinions of the A
General 183 (1992) (custodian of an investigatory record containing the name and address of a crime victim would be 1
under the PIA to consider the assertions of the public interest made by the requester, as well as the privacy interests of|
victim); Opinions of the Attorney General 236 (1979) (police department need not disclose police investigative report to
extSy i GKIFG RAAOf2adNB g2dA R 818 O2y NI NB (G2 GKS Llzmt Aol

GLY 2dzaGATeAyda GKS RSyALFt 27F | NBY]LdhS éoiirts FageNdcogyized aytlidtiBciiah A
based on whether an investigation is ongoing or closed. WFih investigation is ongoing or the defendant is awaiting trial,
the public interest justification is obviousUnder GP §-851(b), howeverii K SersébA v A Vi éhiMl&I dolinSpect
investigatory records of which he or she is the subject unlessdurction would:

(2) interfere with a valid and proper law enforcement proceeding;

(2) deprive another person of a right to a fair trial or an impartial adjudication;

(3) constitute an unwarranted invasion of personal privacy;

(4) disclose the identity of a confidential source;

(5) disclose an investigative technique or procedure;

(6) prejudice an investigation; or

(7) endanger the life or physical safety of an individual.
Because g@erson in interestenjoys a favored status, a custodian must point out precisely which of the seven grounds
enumeratedinGP 8§46 pmMo o0 2dza A TASE (KS gAGKK2t RAy3 2F |y Ay@S{

319

G¢KS ydzYo SN I yR fdtorsSvill afterddaifto 2denialiokKd&eoSure by the law enforcement agency,
especially where records have been recently obtained and are in active use in investigations. The seven factors listed g
YEe Fftadz2 0SS O2yaiRSNBNS &G LB NDS NVFA ViFKISA 2ayLIdxoyE ARCS G\AyRIASY 3
not a person in interest[See National Archives and Records Administration v. Favish, 541 U.S. 157 (2004) (request-for
scene photographs of White House Counsel properly demnetr FOIA investigatory records exception in light of privacy
AYVISNBAlG 2F (KS RIYREBIY f Gar ATIISKA IORAND diYVaRIS RS as 2y S 2 7F
refusal to confirm or deny that a record existssomething oftertNEF SNNBR (2 & | WDt 2Yl NJ N
response that neither confirms nor denies the existence of documents responsive to the request, and is permissible wh
answer the FOIA inquiry by confirming or denying the existence of nssmdocuments would cause harm cognizable und
ChL! SEOSRIGIA2YEUDXE

G¢KS F20dza 2F (GKS LINRPGA&AZY GKIFG LINRPGSOGA GKS ARSyied
LRGSYGALFE KIENY (2 GKS AYyF2NXIyidid Wwlk iKSNE GKS LlzN1J & §
infoNYF G A2y o6& SyadaNRARy3d NBf dzOll yi &2 dzNO@eSugrdte Gouril HasSheliNtmi R
law enforcement agency is not entitled to a presumption that all sources supplying information to that agency in the co(
ofacriminalA Yy 3SaGA 3l A2y I NB WO2YyFARSY(UALET &2d2NOSEAQ 6AGKAY
narrowly defined circumstances provide a basis for inferring confidentiality, as when paid informants expect their
information to remain conficential. Thus, therev dza i 68 |y SELINBaa 2NJ AYLX ASR | ag

321
a! f 0K2dzAK | WLISNER2Y Ay AYyOiSNBadQ Aa SydaAadtSR (2 AstalL)
LISNE 2y Qa NRI§AI6H(E) dodmyt BvBritle @her exemptions under the PIA that might justify withholding the
NB O2 NiRa d ¢

GENERAL BWC REFERENCE COMMENTS:

a! LRt AOS RSLI NI Y-Soficaniefad isimakrg bXta2etnént tiiapitRdieves the actions of its officers arg
YFGGSNI 2F LESEAO NBEO2NRODE
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! 3SyOASa akKz2dzZ R KIF @S Of SI NJ | yR 02 eki@rhallyitoIhe publicihid@ie 2eg f a
YSRALF oF @1 ®F & tdzof A0 5Aa0f2adNBE t 2f A OA S a0 dpuldlic ddéosuredady G
(often known as Freedom of Information ActsPERF generally recommends a broad publicatiset policy for bodyvorn
camera videosBy implementing a bodyworn camera program, agencies are demonstrating that they are committed to
transparency and accountability, and their disclosure policies should reflect this commitmiivever, there arsome
situations when an agency may determine that publicly releasing badgrn camera footage is not appropriate. These
include the following:
MVideos that contain evidentiary footage being used in an ongoing investigation or court proceedintypieally
exempted from disclosure by state public disclosure laws.
MWhen the videos raise privacy concerns, such as recordings of crime victims or witnesses or footage taken insii
private home, agencies musalance privacy concerns against the need for transparency while complying with re
state public disclosure laws.

Implementation Tips:

M t 2t A O statawha ik alldaedto authorize the release of videos.

M 2 Kdetermining whether to proactively release videos to the publi@ther than in response to jpublic disclosure
request), agencies shoutnsider whether the footage will be used in a criminal cowdse and the potential effects
that releasing the data may have on the case.

ya2yYS | 3SyOasSa KI @S NBftSIFaSR F22i01 38 (2 akKlkNB o
incidents. In some cases, the video may support a contention that an officer was in compliance with the
other cases, the video may show that the department is taking appropriate action against an officer. Pol
should specify the circumstances in which this type of public release is allowed. When determining whe
proactively release data to the public, agencies should consider whether the foothdpe wsed in a criminal
court case, and the potential effects that releasing the data might have on the ¢&&k.

M t 2t A O Xkl8ally statké thelgroBess for responding to public disclosure requests, inclydie review and
redaction process.

MAgencies should alway32 YY dzy A OF S GKSANI Lzt AO R#HEaOf 2adzNB L2t A

dz
B

Gt 2t AOASa akKz2dA R AyO LIS
have builtin audit trails.! f t @A 2 AY

laws and regulations.
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Lessons learned:

M 2KAES | 3SyOAaSa K Iwbrn Eam&s repovt thliteSpoiiliyigitESprbliod&sdosure requests can
be administratively complicated, departments must implement systems that ensure responses to these request
timely, efficient, and fully transparent. This process should include reviewing footage to locate the requested vid
determining which portions are subject to public release under state disclosure laws, and redacting anypsttat
state law prohibits from disclosure
0Sd3Idr AYIFIISE 2F 2d@SyAitSaqQ FIO

MEKS Y2aild AYLRNIFIYyG StSYSyda 27 |
O2YYdzy Bdi & v ¢

Sydeqa LkRfAOe

Gt 2f AOASE &aK2dzZ R SELX AOAGEE& FT2NDAR | 3Sy0é LISNE2YYySt F
recorded data onto public and social media websitésgencies must take every possible precaution to ensure that camerd
footage is not used, accessed, or released for any unauthorized purposes.

Implementation tips:
MENRGGSY LRtAOASE aK2dZ R RSAONROGSREKS al yOiiazya T2

Ly | LI LiPdige8BofypRidySRBRa / I YSNI &Y 2 A0GK wA 3 Kiay Stadleyiad AG B Sehigh
Policy Analyst, urged thaét LIS 2 L S NBO2NRSR o0& O02L) OFya akKz2dzZ R KI @S |
recordings,for however long the gernment maintains copies of them. That should also apply to disclosure to a third par
1KS adzoeSOG O2yaSyiGaz 2NJ G2 ONARYAPIBE RSTSyasS I ge&SNa
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However, when addressing the public disclosure of BWC recor@taysey ecognized the dilemma that law enforcement
executives face when considering the issue of public release ofwody camera recordingg LJdzo t A O RA & Of 2 3
records can be a tricky issue pitting two important values against each otttez:need for government oversight and
openness, and privacy. Those values must be carefully balanced by policymakers. One way to do that is to attempt to
minimize invasiveness when possible:

MPublic disclosure of any recording should be alledvwith the consent of the subjects;

MRedaction of video records should be used when feasibldlurring or blacking out of portions of video and/or
distortion of audio to obscure the identity of subjects. If recordings adaceed, they should be discloseable;

MUn-redacted, unflagged recordings should not be publicly disclosed without consent of the subjEbese are
recordings where there is no indication of police misconduct or evidence of a crime, so the public oversight val
low. States may need to examine how such a policy interacts with their state open records laws;

MFlagged reordings are those for which there is the highest likelihood of misconduct, and thus the ones where p
oversight is most needed. Redaction of disclosed recordings is preferred, but when that is not feasibtiaated
flagged recordings should be publicly discloseable, because in such cases the need for oversight generally ouf]
GKS LINAGI O AgAISNBaida G adal18T1¢

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

XIl.COPYING/DISSEMINATION/RELEASE OF BWC RECORDINGS:

XllgA. GENERAL:

Mo ''a KIFa 0SSy LINBOA2dzat e aidl GS BOUpybpeityohtide [NAIRE OFAGENGY] [ [ . 2 /
i. No BWC recordingnay be accessed, reviewed, erased, destroyed/deleted, edited/ modified/changed
altered/tampered with/ copied, or disseminated/released without the expressexithorization of the
Head of the agencyr designee [BW@DMINISTRATOR

Xll¢ B.REQUESTS FOR COPIES OF RECORDINGS BY LAW ENFORCEMENT/CRIMINAL JUSTICE AGENCY
PERSONNEL:

1. ALLrequests for copies of BWC recordings from membersdAME OF AGENGg]lied law enforcement agency or a
representative of a criminal justice agency for a LEGITIMATE LAW ENFORCEMENT PURPOSE shall be processed as
described in Section XJA. REVIEWOBOW [ h! 595kalLath} b595¢ kwftthislpdi®/andw9/ hw5 L L
procedure.

Xll¢ C.RELEASE OF BRECORDINGS PURSUANT TO COURT ORDERS [SUBPOENAS]:

1. ALL court orders [subpoenas] for copies of BWC recordings shall be processed by thalWRISTRATORhO
shall:
i. verify the authenticity of the court order;
ii. identify the BWQecording to be copied;
iii. determine if any portion of the BWC recording is to be redacted,;
iv. copy [and redact, if appropriate] the BWC recording;
v. as with other evidence, have the officer sign a receipt for the copy of the BWC recording;
vi. maintain a copy of the court order [subpoena] and the BWC receipt in file;
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Xll¢ D. MARYLAND PUBLIC INFORMATION ACT [MPIA] REQUESTS:

1. Requests by individuals not affiliated with an allied law enforcement/criminal justice agewty requestto
view or obtaincopies of BWQecordings by way of the Maryland Public Information Act (MPIA) will be handled
separately as outlinedelow:
EXCEPTION
A citizen/community member may be allowed teiew a BWC recording when accompanied by a
command official/supervisor/investigator conducting an internal investigation of a member of
this agency who has been authorized to view a BWC recording of an incident, if the community
member indicates that viewig the BWC recording of the incident and receiving an explanation
2T Ly 2FFTAOSNRa 0GA2ya FTNBY (GKS adzZISNBAA2NkO2YY
i. clarify the complaint; and/or
AR D drdAaTexkNBazt 9SS KAAkKSNI 02y OSNya | o 2dzi
complaint;

2. Currently,under Maryland Law [Maryland Public Information AeMPIA] BWC recordingared LJdzo f A O NB 02 NR & £
as such, may be subject to MPIA requests:
i. such requests may come from individuals who have been recorded by a membiéredNAME OF
AGENCYdr from members of the general public or members of the media.
ii. the NAME OF AGENCWIll handle those MPIA requests in accordance with existing law and existing
[NAMEOF AGENCPublic Information Policy and Procedurescept that the AUTHORIZED CUSTODIAN
OF THE RECORDS FOR BWC RECORDINGS SHALL BEOMINEBVRATOR

3. EVIDENTIARYECORDINGS:
i. BWC recordingthat contain EVIDENTIARgotage being used in anngoinginvestigation or court
proceedingmay be by law,exemptedfrom disclosure to the public by way of MPIA requests;
i. EVIDENTIARBWC recordingsay remain exempt from disclosure until the criminal/civil matter is

adjudicatedud S$aa | O02dzNI 2F O02YLISGSyd 2dz2NAaAaRAOGAZ2Y 2NRSNA
iii. the BWCADMINISTRATOdhall respondjn writing, to all public requests foEVIDENTIARRWC
recordings:

a. if appropriate, deny release of atVIDENTIARRWC recordings afr consulting with available
competent legal authorityincluding the agency legal advisor and, if necessary, the Assistant
{d1rG68SQa 1Gd2NySe 2F NBO2NR; 2NJ ! aaradlyd | of{ o ! G

b. retain a copy of the BWC recording request and a copthe denial response in the BWC file
until the requested BWC recording is purged from the filesthe request for copy is honored

4. NONEVIDENTIARRECORDINGS:
i. BWC recordings that have been determined to have no evidentiary or probative value are subject to
disclosure by way of an MPIA request and shall be handled by the BADBIINISTRATO# follows:

a. before procesimg the BWC recording request ensure that the copy fee has been paid;

b. identify whether the requested BWC recording is NEVIDENTIARY;

c. have the requested BWC recording copied to the appropriate digital media:

c-i. REDACT any portion of the BWC recording that requires redaction as per BWC policy
and procedure;

d. forward the copy of the BWC recording to the requesting individuabggropriate;

e. maintain a copy of the MPIA request and agency response in file;

5. Only theBWC recordinghat has been requestedhall be reproduced.

6. Theunauthorizedduplication ofa BWQecording is prohibited.
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7. BWC recordings provided to persons or agencies outside of @V E OF AGENCaHall be duplicated omew
compactdiscs or other digital media as appropriate and shall be provided by the department i@asonable fee.

8. Normaland customaryfeesfor copies of BWC recordings, if able to be reasonably determined, shall be posted on
the [NAME OF AGENOXgbsite.

Xllg E.BWC RECORDING REDACTION

1. Prior to releasing a BWC recording to a member of the public, it may be necessary to redact certain portions of
the recording:
i. Itis the policy ofNAME OF AGENCY¥] as far as legally possible, respect and safeguard the privacy
and confidentiality of any victim and/or witness or any neimvolved bystander who has been recorded
by a BWC user during an incident:
a. Any parts of a BWC recording that may compromise an investigation or unnecessarily infringe
onanA Y RAGARdzZE f Qa LINA G 08 NARIKGa akKlFff 0S5 NBRIFOGSF

ii. images of MINOR CHILDREN/JUVENILE SUSPECTS, VICTIMS, WITNESSHEWBID/EDN
BY-STANDERS, UNDERCOVER OFFICERS, CONFIDENTIAL INFORMARDS\MNRALEE
REDACTED in a released Bi/é€brding;

AAAD ltye .2/ NBO2NRAY3I Ay@2f @Ay3a ydZRAGEKkLI NGAFE ydzRA
or treatment, bodily injury/death that would shock a reasonable person or other BWC recording
images that the BW@DMINISTREORdetermines to be appropriate for redaction shall be redacted
and an explanation of theedaction shall accompany the released recording:
a. if a BWC recording is later determined to be inappropriately redacted it mayds®pied and
released, if still available, at the direction of thead of the agency

Xll¢ F.PROACTIVE RELEASE OF BWC RECORDINGS:

1. On a case by case basis, tHead of the agencynay determine whether toPROACTIVEL&ease a BWC
recording to the medieor other individuals
i. this decision will be made after considering:
a. whether the footage to be released will be used in a criminal court case and the potential
effect(s) that releasing that recording may have ¢imat case; and
b. the potential public good that the release would have;
ii. No BWC recording will be released for the sole purpose of ridiculing, embarrassing, harassing or
intimidating any law enforcemenbfficer or other individual or for any other nodaw enforcement
related purposes;

Xll¢ G. RELEASE OF BWC RECORDIBIGISMERCIAL GAIN:

1. No BWC recordingill be releasedy the[NAME OF AGENCét commercial gain:
EXCEPTION:
i. TheHead of the agencmay authorize a third party BWC vendor to use a specific BWC
recording as a demonstration recording as partitf BWC promotional campaigand such
authorization will be done in writing;
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Xllg H.THIRD PARTY VENDOR RELEASE OF RECORDINGS

1. The third party BWC vendor i®t authorized to release any BWC recording made by a member oftheME OF
AGENCYqr stored in the]NAME OF AGENCBWC recording retention file for any purpose without the explicit,

written authorization of the Head of the agency
i. This restriction will be made part of the contract betwedNAME OF AGENCafid BWC VENDOR;

2. NO MEMBER OF THHAME OF AGENCOTHER THAN THEAD OF THE AGENIRY DESIGNEE
[BWCADMINISTRATJRS AUTHORIZED TO COPY OR RELEASE A BWC RECORDING FOR ANY PURPOSE:
i. the appropriate administrative/disciplinary action will be taken against a member of iNAME OF
AGENCM¥ho releases a BWC recording withbthe direct approval of theHead of the agencypr

designee [BW@DMINISTRATOR

Xllgl. COMMUNICATION OF BWC RECORDING RELEASE POLICY TO THE PUBLIC:

1. The BW@DMINISTRATOshall ensure that azurrent copy of the[NAME OF AGENCBWC recording release
policy is posted on th§NAME OF AGENCW¥eébsite including the normal and customary fees for such recordings
if they are able to be reasonably determined,;

Xll¢J.BWC RECORDINGBRAINING PURPOSES:

1. BWC recordings may be used for the purposes of training.

2. Members aware of BWC recordings that may serve as a training aid for other members should be reported to a
supervisor and supervisors will review the recording to determine its feasibility as a training aid.
i. Members involved in a recording that has been deemed a training aid will be notified by a supervisor of the
38y deqa AyildSyid itainindrpufosésk S NBEO2NRAY 3 F2 NJ
ii. Members objecting to the display of a recording for training purposes shall submit their objection in
writing, via their chain of command, to their commanding officeha will then determine if the
GNI AyAy3a @ fdzS 2dzigSAaKa GKS YSYoSNna 202S80GA2y | yR

training.
AAAD hyOS | adzZLISNBA&A2NI KIa SAGKSNI NEB@Sarg8nmgar KS Ay g2
6KSYy  YSYdSNNa 26280iGA2y FT2N) dzaS KlFa 06SSy 23SNNUzZ S

categorize the video as Training video and notify the BWOMINISTRATOR make a copyfor the
& dzLISNIIA & 2 ND&  dzENEME2ONJAGER Svaiding StaffasFan indrdtional video.

iv. NOTHING IN THIS BWC POLICY AND PROCEDURE PRECLUDES THE USE OF A BWC TO DEBRIEF OR
CRITIQUE A RECORDED EVENT.
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Xll. BWC TRAINING REQUIREMENTS:

Theat NBEEF YR t2tAO0S CaNI2ARBNGI / /1 23\l #ctcaehylissian secommenation]:

L. TRAININGand discipline]:

1. Agencies shall ensure that officers are trained on agency policy and the operation of the BWC equipment prior to use i
field.

Training shall also include alternative methods for effective notification of recording to persons with special needs ¢edimi|
English proficiency 330

COMMENTARY

Research has shown that there is a great deal of misunderstandingualtioe use of bodyworn cameras both within the ranks of
law enforcement officers and also by the community at largeRAININGNd debriefing sessions for all agency employees and
members of other criminal justice agencies/components [prosecutors, judges and defense attorneys] as well as public indarn
campaigns directed at members of the community, including representatiobthe media, can go a long way to mediate some d
these concerns.

REFERENCE MATERIAL

& C 2 NJ 4worrdcanieda program to be effective, it needs the suppart only of the community but alsof the frontline officers
who will be wearing the camerasSecuring this support can help ensure the legitimacy of a camera program and make its

implementation more successful. 3 Sy 0& f SI RSNE a4K2dzZ R Sy3r38§ Ay 2y3az2iy3a O
goals, the benefits and challenges of usingcamiera F YR G(KS 38y 0&Qa SHEIWISOGIGA2Yya 2

ahyS 2F G(KS LINAYINE O2yOSNya ¥F-addcadefadwill@rode Bhé tiisiziiehv@ed afficdrsiandi
the chief and top managers of the department. Some officers may viee cameras as a signal that their supervisors and
YEylF3ISNARE R2 y2i (NHaAG G(KSYZ FyYyR (KSe& 62NNEB G(KIFG &dzZISNIA
332
axX2yS 2F GKS Yz2aid AYLR NIy GowR 8illusecangess footdgg'to indai®nyofiicer patidzénanceY |
Most agencies permit supervisors to review videos so they can investigate a specific incident or complaint, identify videos f
training purposes, ensure the system is working, and monitor overallcomple® A G K G KS OF YSNI  LINE ]
over whether supervisors should also periodically and randomly review videos to monitor officer performance. Some agenci
allow periodic monitoring to help proactively identify problems and hold officerscatintable for their performanceOther
agencies permit periodic monitoring only in certain circumstances, such as when an officer is still in a probationary peader
an officer has received a certain number of complaiStsme agencies prohibit rare monitoring altogether because they believq
R2Ay3 a2 Aad dzyySOSaalrNEB AF adzSNDAEEBNE O2yRdzO0 NBGASsA

GENFAYAYy3d aK2dzZ R y23G 2yteé oS F2NJ dzaS 2F GKS .2/ & aoddrdtand f
the primary purpose of cameras is for evidence leation and officer safetyOfficers will need to understand that monitoring offic
performance and improving public relations also come with the cameraQuse of the most challenging issues agency may face
is officer acceptance. If officers feel that the video cameras are being used as a tool to monitor officer behavior, aalsffieers
FStld Ay G(KS L!/t &idzRRezr G(KSe Yire o®ANBaradryd G2 daAaAy3

As with any new piece of equipment, agency personnel who will use the equipment on a regular basis need to be thoroud
trained in its appropriate and correct use. Additionally, even personnel who may not be routinely equipped with a BWi@hbut
mayuseKS NBO2NRAY3I& YIRS o6& 2G6KSNI 2FFTAOSNE &adzOK | a Ay@Sal

are to make the best use of the recordings. Likewise, supervisors and command staff who may have to review use of foj

incidents, citize complaints, or the performance of specific officers will have to understand the benefits and limitations of tlj

recordings made by BWCs. And finally, all agency personnel should be in a position to answer general questions from the
abouttheagené Qa . 2/ LINBINI YO
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aLY FRRAGAZ2Y (G2 O2yOSN¥ya lo2dzi GNHzG | yR adzlJSNIIA a2 NJficul N
2F 2LISNIFGAYy3I GKS OFYSNra FyR fSIENYyAy3a + ySg (SOKyz2t23&X
challenghg to operate, and agencies often have to test several different camera models and camera placement on the body
RSGSNXYAYS 6KI35 62Nl a o0Sadoe

a! 3SyO0ASa KIFE@S GF 1Sy @I NR2dza &0 Svoia cametas. ORePRONES indsm@riaft 5t€pS, NJ O
according to many police executives, is for agency leaders to engage in open communication with officers about whatvbaoaly
OF YSNI & gAfft §¥8BFy FT2N 0KSYDE

In addition to law enforcement officers who will be using the cameras, oth@mbers of the criminal justice system, including

YSYOSNE 2F GKS {ilFdGSQa !''GG2NySeQa hT¥FAOSY 5A40GNAOG |y

practical benefits and limitations of the body worn cameras. Law enforcement agjes that are adopting BWC technology may

find it beneficial to suggest/offer specialized training and/or familiarization opportunities of their BWC systems to theail

{drdisSQa !'dd2NySeQa hFFAOS: tdooftAO BSTEABRGORAAhFFAOBSYRY

the appropriate level of training and indoctrination to these individuals who will be required to interpret the recordingglad
by BWC users.

that judges and juries have come to rely heavily on camera footage as evidence, and some judges have even dismissed a ¢
6KSY OARS2 RAR y2i SEA&GD & Adestnénir (\KDS &f By FIINJGR VaB Si 41 KISS 14
2F . LEfGAY2NB® 4. dzi GKS @GARS2 2yfteée 3IAGBSa | avylff aylQAaK?2
1K2dzZ3KG LINRPOSaaz 2N aK2g & RSFOGrRYOSINKZE A/KSHEIGRYIQ (i ANSSLISITG
GKFEG AT 2dz2NRASa NBfe 2yte 2y GKS @GARS2: AlG NBRAE@Sa GKS A

9 ELISOG I ( A 2-yidn chndetasizén as@aifeet how @sare prosecuted in criminal courts. Some police executives s:{

0Body-worn camerasnot only have the potential to increase transparency in police interactions, but@dsoprovide important
evidence in civil and criminal mattersdoweverthe idea that cameras are able to capture the full story should be taken with
caution. VideorecoRA y3a | N8 2Fd0Sy GNBFGSR WrHa AT GKS& FNBX GNIyaLd
I NB dzY i &idkeE O2dzNINRB2Y>X GKSNB A& 2FGSy W- adNRy3I o0StAST
Yet footage smetimes fails to provide important context, and can be subject to biases and varying interpretationsome cases,
Al YIFe NBILdZANBS {t9/L![ ¢w!LbLbD (2 AyiSBM(INBG G(KS O2yidSy

GXaz2ysS aitdzRASa KI deéhd ta Hademyexadgdetatéd canfiddnzeSinNtBeir ability to understand visual evidence]
The fact that judges may not be as adept at interpreting video footage as they believe may create difficulty as judgedlede ca
dzLI2y G2 Ay (G SNIUNGE G NBA R Ayl ANR IXE & | WABoRhey8 ghd jtidyes SpendFearRISaghing td
readthelaw--G KS& € SNy (G2 LIk e& FGGSytAazy G2 GKS gleée GKFEG WwWE LI
2NJ S@Sy It GBRANE (I NEbRdwep Bad@attaimgys and judges have no training in understanding the subtleties o
videoevidence. Thus, they may assume that they can reasonably interpret video, when they are actually oversimplifying. In t
context of granting summang dzZRIYSy i = WgKSy 2dzR3ISE SO fdz- 4SS + &dzyYl NE 2
YAIKG AyAGALEte FLIISEN G2 6S | 6S18339 OFLasS 2F LINBGSEG Aa

G2 KAf S a-@omSanem Rédels provide widangle shots andhigh-resolution imaging, there is a limit to how much can b
OF LWadzZNBER 2y @ARS2d 9@l tdzZ 62NB gAtt ySSR (2 W2@SND2Y DftieK
shot may impact what is capturecMoreover,body-worn camerad INB & Sy & F220GF 38 FTNBY |y 2F7F]
RSLISYRAY3a 2y (GKS O YSNI Qa Y2dzyd |yR @Fyidl3aS LRAY(GxZ I yR
which the officer moves his body will affect what is visible ontr@ 2 G | ASXFA RS2 OF yy2id Ol LJi dzNB
KFLIJSya 2dziaARS GKS OIF YSNI Qa @GASg 2N g6KIG S@Syida LINEYLI
photograph or record police, other witnesses may capture different perspectived different context from other vantage points.
Thusiit is important to recognize that the interpretations of events captured by the cameras can be both challenged and
AdzLILR2 NI SR o0& 20GKSNJ F2N¥a 27F (GSadAy2yrly aQkOKS NBE0 FRA2ANf RS dy
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dLY HnAann IIn-Car Cameddagh cang) bihe International Association of Chiefs of Police concluded that there was a
major gap between the capabilities of the cameras, and what the public expected they cacifdeve;it recommended thathe
fAYAGLFGAZ2YE 2F GKS OFYSNIr& 68 FRRNBAASR Ay {UGNREFE LINE Ot
BARS2 S@ARSYy Gifilay|thére IsIhFa@betv&ed&xpectations about what videtage represents, an unbiased,
third-party viewpointc and the biases inherent to video interpretatiohheln-Car Camer&dlS LJ2 NI | £ a2 | 44 SNJI
greatest single value of the #gar camera is that it is more and more frequently called upandpeak for the officer when they
cannotspeakF 2 NJ 1 KSYa St gSadé |1 26SOPSNE OARS2 SBARSYyOS OFryyz2i vy

And of course, the public, including members of the media, must be made aware of both the benefits and limitations B\Gs.

All too often the expectations that the public may have about a new technology far exceed the realities that the new techno

can produce. They definitely need to understand that bedwgrn cameras and the recordings that they produce are themselves

a panacea for some of the polieeommunity problems that exist in some jurisdictions. They need to realize that BWCs are o

tools that can be used to help law enforcement executives address some of these conflicts. The community must also bede]

that the recordings that are being made are being securely stored and maintained and will not be used to intimidate, haras
invade the privacy of innocent persons.

GXLIS2LIX S 2FGSy SE LIS Owornicdmierds wil fedord Gidedld@verg#iing shat happ iz &hile they are on duty
But most police departments do not require officers to record every encounter. Many agencies have policies against reberdir
it is unsafe or impossible, and some agencies give officers discretion tivééatheir cameras in certain sensitive situations, suclf
as during interviews with victims or witnesses. Camera malfunctions may also $ooe.agencies have taken steps to inform
judges, oversight bodies, and the public about these realities of usingy-6 2 N}y O W8 NI & d ¢

GXGKSES SELISOGIGA2ya OFy dzy RSNXYAYS |y 2FFAOSNRA  ONB Reo.dahis
one reason why many agencies require officers to articulate, either on camera or in witigitgieasons for turning a camera off in
middle of an incident or for not turning it on in the first pladénese issues of credibility are also why it is important to provide rig
ongoing officer training on bodyvorn camera policies and prachi S &348¢

& . 2-ioBn camera training should be required for all agency personnel who may use or otherwise be invelitacbody-worn
cameras.This should include supervisors whose officers wear cameras, records/evidence management personnel, traommeg/p
Internal Affairs, etcAgencies may also wish to offer training as a courtesy to prosecutors to help them better understand how
access the data (if authorized), what the limitations of the technology are, and how the data may be used in court.

G. ST2NB | 3Sy0eé LISNA 2y W& carheNs thé/ Imdzsk redeid All maddétdd trainthdR &

GhTFTAOSNE YI& 0S8 OFttSR dzlRy ( 2-stresOditdatbhsiTheraioke SraiNdgrGgramSsNduld
strive to ensure thatcamera activation becomes seconthture to officers. Situationatraining is particularly useful to achieve thig
goal.

& . 2-RoBn camera training should include the following:
Mm! £t £ LINF OGAOSa | yR LINE {2 ORctnZaméra iR yabich sitodld bé éiskibuted $rylD & Q &
personnel during training);
AN overview of relevant state lawgoverning consent, evidence, privacy, and public disclosure;
MProcedures for operating the equipment &y and effectively;
MScenariebased exercises that replicate situations that officers might encounter in the field,;
MProcedures for downloading and tagging recorded data;
MProcedures for accessing and reviewing recordedalonly for personnel authorized to access the data);
MProcedures for preparing and presenting digital evidence for court;
MProcedures for documenting and reporting any malfunctioning device or supporting system;

G !  ovR @amera training manual should be created in both digital and haaby form and should be readily available at all
times to agency personnelt KS G NI} AyAy3a YIlydzZdf aKz2dZ R 6S LRaGdSR 2y (KS

a! 3Sy OASa &K 2 dzZ deursdsoli badyktiB caidbra wiha & pidtocols at least once per ydsgencies should aIsol
require ongoing monitoring of bodyworn camera technology for updates on equipment, data storage options, court proceedin
liability issues, etc. 344
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SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

XII.BWC TRAINING REQUIREMENTS:

Xlllc A. GENERAL:

1. The BW@DMINISTRATOQRogether with the[NAME OF AGENCtraining staff, shall develop and conduct BWC

training as outlined in this policy and procedure:
Ad it GSOKYAOFt FyR OFYSNY FdzyQGiAz2y GNIAYyAy3I gAft

2. ALLINAME OF AGENCp@rsonnelshall receive, at a minimumEAMILIARIZATIONNI Ay Ay 3 6AGK GKS
body-worn camera program to include:
Ao 'y 20SNWASs 2F GKS 3Syodeaq
AAOD I NB DA S 6 policF andi froBedure3;S y O& Q &
iii. a demonstration of the operation of a BWC;
iv. a viewing of an actual BWC recording;

N

3. BWGFAMILIARIZATIORIning may be appropriate for agency personnel who wilht regularly be equipped
with and use a BWCui who mayuse BWC recordings in the course of their duties, such as command officials,
supervisors, criminal investigators, internal affairs investigators, crime scene technicians, etc.

4. Nothing in this policy and procedure will preclude asyworn member of the agency from participating in the
USER/ADVANCED training with the authorization of his/her supervisor;

XI11.BWC TRAINING REQUIREMENTS:

Xlllg A. GENERAL:

1. The BW@DMINISTRATQRgether with the[NAME OF AGENCIrdining staff, shall develop and conduct BWC

training as outlined in this policy and procedure:
Ad it GSOKYAOLFt FyR OFYSN}Y FdzyOiliAz2y GNIAYAYy3I GAf S

2. ALLINAME OF AGENCgrsonnelshall receive, at a minimunEAMILIARIZATIONNI Ay Ay 3 gAGK GKS
body-worn camera program to include:
Ao L'y 20SNWBASs 2F GKS |38y
AR O I NB GA S g pocF andipkoBedre3; Sy O & Q
iii. a demonstration of the operation of a BWC;
iv. a viewing of an actual BWC recording;

eQ

D¢ O¢
Ny

3. BWQAMILIARIZATIOMNRIning may be appropriate for agency personnel who wilbt regularly be equipped
with and use a BW®ut who mayuse BWC recordings in the course of their duties, such as command officials,
supervisors, criminal investigators, internal affairs investigators, crime scene technicians, etc.

4. Nothing in this policy and procedure will preclude asyworn member of the agency from participating in the
USER/ADVANCED training with the authorization of his/her supervisor;
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XIV.DISCIPLINE:

Theal NBE I YR t2f A0S ¢aNI2ABNGI / /I 2NS YAl #ctoaehysEiEn decommenation]:
L. TRAINING ANDISCIPLINE
1 38y OASEAQ GNRAGGSY LREAOASE &KFEt adlGS GKI GBEBOA 2T | (A 2

PS 88511reference:a @& golicy for the issuance and use of a bedyprn camera by a law enforcement officer addresses:
omno O2yaSljdzsSy0Sa F2N @wontamérdppligyaB4@ ¥ G KS | 3Sy(

COMMENTARY

Bodyworn cameras have been touted by a number of law enforcemexrécutives as a way to rmforce and, in some cases
re-create the bond of trust that should exist between community members and the law enforcement agencies which s
and protect them. Officemccountability and agencyransparency are the two mostrticipated benefits cited in the
professional literature that supports and encourages the use of BWC technology. And while edficeuntability and
agencytransparency can, in all likelihood, be enhanced by a bedyrn camera program that is guided andmcted by a
carefully drawn BWC policy and procedure, any inappropriate use of recordings made byWwodycameras will only serve

to undo that sense of trust with the community that agencies are intent on developing.

Notwithstanding the professionalisnof most law enforcement officers, it is suggested that agencies clearly state in the]
policy and procedure that anintentional inappropriate use of any BWC equipment or recordings or intentional violation
iKS F3SyoeQa LRt A Oejectty &minidtiGeSritaNdScipbnary dctiod. S & dzo

Agencies may decide to include a broad disciplinary/administrative action caveat in their BWC policy and procedure aj
may include a summary of prohibited/restricted actions that are enumerated thrdwogt their BWC policy and procedure.

REFERENCE MATERIAL

Gt 2f AOASA &aK2dA R SELI AOAGfE& TFT2NDPAR | 3SyOé LISNE2YyYySt T
NEO2NRSR RIGF 2yd2 Lzt AO | yR a2 OApbsbiblep@dadtion tofeBsard thai cariexal
footage is not used, accessed, or released for any unauthorized purposes

M 2NAGGSY LRt A0OASa aK2ddZ R RSAONAOG B4GKS al yOilazy

Policies should includspecific measures for preventing unauthorized access or release of recorded detaideo
NEO2NRAY3Iad akKz2dZ R 0SS O2yaAiARSNBR (KS I 3SyOdeQa LJI\m&_JSNJ’Jél

SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document ardDVISORY ONLY]

XIV.DISCIPLINE
XIVq A. GENERAL:

1. Based on the circumstances, a violation of tiéAME OF AGENCB®dy-worn Camera Policy and Procedure may
be subject to administrative/disciplinary action

2. ALLAGENCY BOBXYORN CAMERAS, EQUIPMENT AND RECORDINGS ARE THE PROPERAVIBDPFHE
AGENCYAND ARE RESERVED FOR THE OFFICIAL USEIORAHIGE AGENGY]
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3. Notwithstanding the various operating requirements set forth in (R ME OF THEGENCYBWC policy and
procedure, the following is summaryof GENERAprohibited activities as relate to théNAME OF AGENCBWC
program:

i. members shaNOT

a. use any unauthorized, personal bodglyorn camera equipment while on duty or while working
agencyapproved secondary employment and/or authorized overtime assignment or detail unless
approved, in writing, by theHead of the agency

b. remove, dismantle, or tamper with any hardware or software component/part associated with the
[NAME OF AGENCBWC program;

c. edit, alter, or otherwise change/modify anBWC recording except as permitted in fiNAME OF
AGENCYBWC policy and procedure;

d. destroy, erase, delete, tamper witany BWC recording or BWC digital data except as authorized in
the [NAME OF AGENCBWC policy and procedure;

e. copy, record, share or disseminate, any BWC recording except as permitted iiNth&lE OF
AGENCYBWC policy and procedure; BWC recordings are only to beeshavith allied law
enforcement/criminal justice agencies for official law enforcement and/or authorizBdAME OF
AGENCMYjurposes.

f. download or convert any BWC recording for personal use;

g.view BWC recordings for any reasons other than official law enforcement purposes;

h. post recordings to any social media site or Internet site except as authorized byN#eVE OF
AGENCYBWC policy angbrocedure;

i. use anyyNAME OF AGENC¥$ued BWCs while offuty;

j. surreptitiously, or otherwise without their knowledge, record any conversation of another member
of the NAME OF AGENGQfjless in the lawful performance of official law enforcement duties;

k. record in places where a reasonable expectation of privacy exists, such as locker rooms or restrooms,
unless the activatioris required for the performance of official duties.

I. record personal activity;

m. record gratuitous or obscene images, such as the effects of extreme violence or injury, unless necessary
for evidentiary documentation.

NNNBO2NR | LI} NIAOdz I NJ LISNER2y o6l aSR az2tSte 2y (GKS LISNA
marital status, personal appearance, sexual orientation, gender identity or expression, family
responsibility, homelessness status, physical disability status, matriculation, or political affiliation.

0.use a BWC fdhe purpose of intimidating an individual or discouraging an individual from obsgag
police activity, making appropriate inquiries of an officer, or making a complaint;

p. use, show, reproduce or release BWC recordings for the purpose of ridiculing or belittling aicgioff
or individual or for other nonlaw enforcement related purposes;

g. Intentionally or willingly record confidential informants or undercover members;

r. record ay trial, court hearing, administrative hearing or other court matter without the expressed
approval of the presiding judge and/or magistrate;

s. use a BWC to record any court/judicial proodieg/hearing or any conversation, conference,
meeting between a prosecuting/defense attorney and officer unless criminal activity is taking place
or suspected,;
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XV.BWC PROGRAM AUDITS/POLICY & PROGRAM EVALUATION:

Thea | NBEf I yR t 2f A0S ¢aNI2AREANEA / /I 25 il &l coGaehylisBi@n fecommenation]:
NO SPECIFIC RECOMMENDATIONS

PS 88511reference:a @& golicy for the issuance and use obady-worn camera by a law enforcement officer addresses:
(17) any additional issues determined to be relevant in the implementation and use of badyn
OFYSNI & o0& fl g SyBE2NOSYSYy(l 2FFAOSNADE

COMMENTARY

Adopting a bodyworn camera program represents a considerable financial and philosophical commitment for many I3
enforcement agencies. The money expended initially to purchase a Bb@ Ny Ol YSNI} aeadsSy Aa

when it comes to a B/C program; the costs associated with training personnel to use the system, the time and cost {
developing policies and procedures to manage the program and developing a technology base in which to store and m
BWC recordings and creating protocdts process recordings when required can be extensive and may far outstrip thd
front-end costs of a BWC program. Law enforcement executives are, therefore, often pressed to justify in their own m

and the minds of local political leaders the financiast of the program. Likewise, once the program starts, law enforcem
executives also find themselves considering whether the return in the form of greater officer accountability and bett%
performance,an increase in agency transparency and fewer officemplaints and lawsuits offsets the monetary cost of th
LINEINI YO ¢Kdzax (GKSe I NB FIFOSR ¢gA0GK GKS ySSR i

Their first challenge is to ensure that the BWC program is running according to the policy and procedureketagency ha:
set out by conducting compliance audits. Secondly, they must evaluate whether the goals of fewer officer complaints,
law suits and better community relations have been met. The only way to determine these objectives is to condudtipe

BWC program evaluations. Because they may be questioned about the objectivity of own internal evaluation of the

program they may want to enlist the assistance of a local college/university that is willing to conduct independent rese

in conjunctdn with them, on the BWC program such as the evaluation that Arizona State University conducted on th
Phoenix Police Department BWC program in December, 2(RB4.

REFERENCE MATERIAL
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The Present Study
G¢KS OF YSNI (SOKyz2ft23& F2NJ GKS LINR2SOGT & AyAGALIffe@
1) to increase police accountability; and
2) increase the effectiveness of the police in their response to domestic violence.

The presenstudy sought to assess each of these originally intended goals, but also sought to examine the potential img
M 2FFAOSNI LISNF2NXYIFyOSs 020K Ay (GKS FTR2LIWIA2Y 2F% |y
M 2 F T AperfdrinhneeZand satisfaction.

The present study thus examined the effect of the body worn camera technology in six principal areas:
1) officer camera activation compliance;
2) utility and use of body worn cameras;
00 AYLI Ojotpgrfortangel OS NA Q
4) impact on public compliance and cooperation;
5) impact on officer accountability; and 6) impact on domestic violence case processing and outcomes; and
6) impact on domestic violence case processing and outcofies.
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Despite some limitations to the resedr performed in this study the researchers reached the following conclusions:

researchers used data from the following sources:
. key stakeholder interviews;
. project planning documents;
.CAD/RMS data;
. camera activation metadata;
. official agency officecomplaint data;
. officer selfreport survey;
. domestic violence pocket card data;

® OF&asS LINR&aSOdziAzy RIFEGE FNRBY GKS tK2SyAE t2fA0S 581
. official Phoenix City court data353

G2 KAES Ay 3ASYSNIt (GKS G(GSOKy2fz23e ¢gka F2dzyR G2 06S 02
down load times, increased amount of time that it took to complete reports, and the possibility that video recording
might be used against them by the department. We also found that video submitted to the court was difficult to
process because of logistical problems associated with chain of custody and the length of time that it took the
prosecutors to review video files. While many of the problems were addressed by the precinct commander by assj
apolice officer to serve as a court liaison officer, prosecutors still maintained that they did not have enough time tg
NEOASE OARSE F2201 IS¢

GwS3aAF NRf Saazx (GKS 2FFAOSNI 62Ny o62Reé Olklnddhéldourt ind SudiBer of 2 d
ways. First, officer productivity as measured through the number of arrests increased significantly. For instance, th
number of arrests increased by about 17% among the target group compared to 9% icdimparison group. Second,
complaints against the police declined significantly. Complaints against officers who wore the cameras declined by
compared to a 10.6% increase among comparison officers and 45.1% increase amonggffitenis in other precincts.
Third, our data showed that those officers who wore cameras and received a complaint were significantly less like
have the complaint sustained when compared to the comparison group and other patratef§ throughout the PPD.
This suggests that even if a complaint was made against a camera wearing officer the video file was likely to prov
support to the officer. Fourth, and related, the officer seléport data suggested that aignificant number of
complaints were not pursued because of video recordings. BWC did not appear, however, to have an impact on s
behavior as measured through resisting arrest charges.

oLast, we examined the impacif body worn cameras on domestic violence case processing. Analysis afate
indicated that following the implementation of body cameras, cases were significantly more likely to be initiated, req
in charges filed, and result in a dty plea or guilty verdict. The analysis also determined that cases were completed

faster following the implementation of body cameras, however, we believe that this finding was largely a product of
addition of a court liaisonofi€ NJ g K2 Tl OAf AGFGISR OFrasS LINROSaaiay3d oS
when we examined the number of days it took to process a case, and compared ourtpsstomparison group to our

post-test camera group our finding suggested that body cameras resulted in an increase in the amount of time that
GF18a G2 LINBOSaa I OlFasS (2 O2YLX SiAz2y oeé lo2dzi yn L

GhdzNJ FAYRAY3IA adz33asSad GKIFIG 2FFAOSNI ¢ 2 Nifce the2nBndberdd I Y S NI
complaints against officers, decrease the number of founded complaints against them, and increase the effectivene
which criminal cases are processed in the courts. While our findings also suggested that there are a number of pro
associated with the implementation of body cameras such as increaaeaunt of time spent on paper work, increased|]
IT needs, officer concerns about video files being used against them, and increased amount of time it takes to proc
criminal cases, our results combined with prior research suggest that the benefits of officer worn body cameras
outweigh their weaknesses and limitations. This does not imply that police agencies in general and the Phoenix Poj
Department in particular should implement the technology throughout the department immediately; but that they
should move forvard purposely with the anticipation that police worn body cameras will be increasingly used in
L2 f A O®5/ I D¢
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a setstandard of criteria, such as the following:
wSO2NRAY3I LRtAOASAT
5FGF ad2N)} 383 NBGSYyiGA2yS YR RAaAOt2a8d2NB L2t A OASa]
¢NIAYAY3I LINRINI YAT
y FSSRolFO1T
hFFAOSNI FSSRolO1T
LYGSNYyFt FdzZRAG NB@GASG RAZO2GSNRASAT
lye 20KSNJ LRt A-@cknSdmeria Bsege I 2 GSNY 06 2 R

F3IFFII
i
N
E

An initial evaluation should be conducted at the conclusion of the hoaolsn camera pilot program or at a set period of time
(e.g., six monthk) after the cameras were first implemente8lbsequent evaluations should be performed on a regular basi|
as determined by the agency:

Rationale:Bodyworn camera technology is new and evolving. In addition, the policy issues associated with
body-worn cameras are just recently being fully considered and understood. Agencies must continue
to examine whether their policies and protocols take into account new technologies, are in
compliance with new laws, and reflect the mostigpdate research and best practices. Evaluations
will also help agencies determine whether their policies and practices are effective and appropriate
F2NJ GKSANI BSSLI NIYSyidaoé

! 3Sy0OASa akKz2dzZ R 02t t SO dwoinkcadméra dségk, deludingRvhein videdfaoyageSsNged iy 3
criminal prosecutions and internal affairs matterStatistics should be publicly released at varispscified points throughout
GKS &SI N 2N I & Lledd¥epo FCollediryy arid Befeasitgis@tistical iforMdtion about bedsn camera
footage helps to promote transparency and trust within the community. It also allows agencies tatevile effectiveness of
their bodyworn camera programs and to identify areas for improvement.

4! 3SyOASa aKz2dZ R 02y Rdz0G S@l tdz2 GA2ya G 2-worydametaiprBgrainkhSse
studies should analyze the following:
the anticipated or actual cost of purchasing equipment, storing recorded data, and responding to public
disclosure requests;
the anticipated or actual cost savings, including legal fees and other costs associated with defending lawsuits a
complaints against officers;
M LRGSYGAlt T dzy RAghHcametaguNdie$hB57 F 2 NJ | 02 R@

Agencies shouldonduct periodic reviews of their bodyorn camera policies and protocols. Bedgrn camera technology is
new and evolving, and the policy issues associated with-paiiy cameras are just recently being fully considered. Agenci
must continue to examine/hether their policies and protocols take into account new technologies, are in compliance wit
laws, and reflect the most ufp-date research and best practices. Evaluations will also help agencies determine whether
policies and practices arefettive and appropriate for their departments.
M SOl fdz2 GA2ya aKz2dzZ R 6S o6lFaSR 2y | aSid 2F adl yRINR
Mevaluations should be conducted on a regular basis as determined by the aggéiicy.
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SAMPLIPROCEDURAIOPICS AND WORDING]
[The SAMPLEections of this document arADVISORY ONLY]

XV.BWC PROGRAM AUDITS/POLICY & PROGRAM EVALUATION

XVcA. GENERAL:

1. The[NAME OF AGENT&hall conduct an annudNTERNAInspection/audit of its BWC program to ensure:
i. user compliance with existing agency BWC policy and procedure:
a. pre-deployment inspection;
b. recording procedures;
Od aGF3I3TAYyIE YR R2gyt2FRAYI LINRPOSRANNBAT
d. BWC recording review predures;
e. malfunction reporting;
i. BWC recording retention files security;
iii. BWC recordingnvestigativeuse;
iv. BWC recordingourt use;
v. BWC recordingublic requestprocedures;
vi. BWC training;
vii. equipmentdurability and maintenance/replacement needs;
viii. vendor compliance;
ix. random semannual supervisor inspections/audits;
2. Yearly BWC system inspections/audits shall be conducted by the BWKINISTRATOIess relieved of that duty by
the Head of the agency
i. the BWCADMINISTRATO$hall submit a report of his/her inspection to thelead of the agencyhen
the annual BWC system inspection/audit is completed;
3. Unit Commanders and firdine suervisors shall condugtemiannualinspections of their commands/units to ensure:

i. user compliance with existing agency BWC policy and procedure:
a. pre-deployment inspection;
b. recording procedures;
Od aiGlF3IIAYyIE progeBureR2 gyt 21 RAy 3
d. BWC recording review procedures;
e. malfunction reporting;

ii. semiannualinspections shall be documented in writing with a copy forwarded to the BWOMINISTRATQR

4. Notwithstanding the requirement to conduct ser@nnual inspectims of BWC use by their personnel, nothing
precludes a command official or firdine supervisor from conducting more frequent random inspections to
ensure compliance with thgNAME OF AGENCBWC policy and procedures;

5. The[NAME OF AGENC&Hall conduct an evaluation of the effectiveness of its BWC program as directed bzl of
the agency The BWADMINISTRATGshall coordinate the conduct of the evaluation with other agency entities as
required to complete the evaluationThe evaluation will include, but not be limited to:

i. community feedback;
i. CAD/RMS data and BWC mediata;
iii. complaints against BWC users;
iv. use of force data BWC user;
V. prosecution/conviction datag BWC users;
vi. officer-usersurveys;
6. The[NAME OF AGENCaHall make its completed BWC evaluation report available to the public:
i. upon written request;
ii. posted on agency website;
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